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Regulation (EU) 2016/679 of the European Parliament and of the Council
on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, repealing Directive 95/46/EC (General Data
Protection Regulation) (hereinafter the ‘Regulation, the ‘GDPR’) imposed an obli-
gation on all European Union Member States to ensure a high level of protection of
personal data, at the same time obliging them to reconcile this right with the right
to freedom of expression and freedom of information, including the processing of
data for journalistic purposes and for purposes of academic, artistic or literary ex-
pression.

At first, the introduction of the GDPR did not seem to have brought any
particular innovations and changes to the field of expression. However, with time
the difficulties of application have become apparent. The challenges faced by those
who seek to exercise the right to freedom of expression, in particular by the media,
have proven to be of such importance that, at times, there have been questions in
the public domain as to whether the right to freedom of expression itself was being
restricted.

This is because neither the GDPR nor existing national legislation have pro-
vided clear guidance to the media, public administration authorities, users of social
networks or the academic community on how to exercise one of the most funda-
mental rights, i.e. the right to freedom of expression, while at the same time guaran-
teeing a high level of protection of the right to protection of personal data.

This publication serves as a guide for users of social networks who process
data for the purposes of journalistic expression. It recommends what to look out
for when sharing information on social networks, what actions can lead to personal
data breaches and where to go if you have any doubts.

It also provides practical details on how a public administration authority
should deal with requests from journalists or other producers/disseminators of
public information to provide material containing personal data. The publication
as well sheds light on how to respond appropriately to different types of journalists’
queries, how to carry out the balance test, when it is possible to refuse to provide
information or to ask for clarification of a query, and when it is compulsory to pro-
vide information.

Producers/disseminators of public information and other persons processing
personal data not necessarily for their own purposes are advised on ensuring the
security of personal data collected or otherwise processed and on the organisational

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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technical measures to be used.

Members of the academic community who process personal data for the pur-
poses of academic expression will find guidance on how to ensure high standards of
personal data protection in research. Among other topics, this publication discusses
the rights of the researcher conducting the research, such as the right to access in-
formation containing personal data, and the obligations to be respected in order to
ensure the protection of personal data. It also provides guidance on how to prepare
properly for the processing of personal data in the context of research.

We hope that everyone who processes personal data, regardless of the form
of expression that is the purpose, will find answers to the questions on how to pro-
cess data correctly, which will contribute to ensuring high standards of the right to
protection of personal data in Lithuania.

This publication is an integral part of the EU-funded project CONCON:
“Connecting not conflicting: removing the tension between personal data protec-
tion and freedom of expression and information”. This publication contains only the
views of the project promoters. They are fully responsible for the content. The Eu-
ropean Commission accepts no responsibility for the impact that the information
contained in this publication may have.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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ABBREVIATIONS

GDPR - Regulation (EU) No. 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of individuals with regard to the pro-
cessing of personal data and on the free movement of such data, repealing Directive
95/46/EC and applied since 25 May 2018 (General Data Protection Regulation)

ADTA]J - Republic of Lithuania Law on Legal Protection of Personal Data

Charter - the Charter of Fundamental Rights of the European Union

EU - the European Union

CJEU - the Court of Justice of the European Union

ECHR - the European Court of Human Rights

MRU - Mykolas Romeris University

ZEIT - the Office of the Inspector of Journalist Ethics, a supervisory authority

Data subject means a natural person whose personal data is processed.

Controller means a natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the
data processing. Where the purposes and means of such processing are determined
by EU or Member State law, the controller or the specific criteria for their appoint-
ment may be determined by EU or Member State law.

Processor means a natural or legal person, public authority, enterprise or
other organisation that processes personal data on behalf of the controller

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
8




. j j ZURNALISTY ETIKOS
MkalO Romerlo :rojektassﬁpansuojamas
ma@ Universitetas H D 00t ybes INSPEKTORIAUS TARNYBA

programos lésomis

INTRODUCTION

Freedom of expression on social networks has brought new challenges re-
garding the rights of individuals, especially the protection of personal data. As ten-
dencies of content creators show, users of Facebook, YouTube, Instagram, Discord,
TikTok, etc. are often not aware of the fact that they can be considered personal
data controllers (processors) / public information producers (disseminators) who
are responsible for the lawfulness of the processing of personal data published on
their social accounts.

The General Data Protection Regulation (hereinafter the ‘Regulation’), which
came into force on 25 May 2018 throughout the European Union, including Lith-
uania, obliges all the Member States of the European Union both to ensure a high
level of protection of personal data and to reconcile the right to the protection of
personal data with the right to freedom of expression and information, including
data processing for journalistic purposes. This need to process data for journalistic
purposes can be encountered by each of us if we are active members of the public
and publish information relevant to the whole public on our social media accounts,
i.e. we carry out the activities of the so-called citizens’ journalism, which is of cru-
cial importance at the moment.

The Office of the Inspector of Journalist Ethics (ZEIT, http://www.zeit.It) is
a supervisory authority with powers to act when personal data is processed for the
purposes of journalism, academic, artistic or literary expression. The number of
complaints addressed to the Office of the Inspector of Journalist Ethics and con-
cerning the publication of personal data on social networks has been increasing.
Therefore, we hope these guidelines will benefit all users of social networks.

This publication is an integral part of the EU-funded project CONCON,
“Connecting not conflicting: removing the tension between personal data protec-
tion and freedom of expression and information “ For more information about the
project, click the following link to see the record of the project opening event:

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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https://www.youtube.com/watch?v=1YGfEp4]J1CI&ab_chan-
nel=NAME-EVENTPLANNINGAGENCY

Enjoy the read!

Project partners: Office of the Inspector of Journalist Ethics (ZEIT) and
Mykolas Romeris University (MRU).

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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THE IMPORTANCE OF PERSONAL DATA PROTECTION
ON SOCIAL NETWORKS: WHAT IS IMPORTANT TO
KNOW AND WHY?

Have you ever re-published information from another person’s social net-
work account on your own account, regardless of the personal nature of the given
information?

Or, perhaps, someone has posted your photos or information with your per-
sonal data on social networks without your consent?

Are you aware of the types of information other people may share about you
and the types of information you may share yourself?

How should you assess whether you can publicise or publish (in other words,
process) the data of other persons on social networks if you aim to send a message
of public interest to the whole of society? (e.g. you have recorded the behaviour of
civil servants that is incompatible with the standards of their activity)

These are just some of the questions currently being raised as we all exchange
information and opinions on social networks.

In practice, Lithuania is witnessing an increase in cases when people who are
not satisfied with social media publications or records turn to the ZEIT, indicating
that this violated their right to the protection of personal data. Their statements are
based on the Charter, which provides that every person has the right to the protec-
tion of their personal data and that such data must be properly processed and used
only for specific purposes and only with the consent of the person concerned or on
other legitimate grounds established by law (Article 8) and directly applying the
General Data Protection Regulation, that has enshrined strict principles and stand-
ards for the protection of personal data across the EU.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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THE MAIN SOURCES OF LAW ARE:

The General Data Protection Regulation | Republic of Lithuania Law on Legal Protection
(GDPR). Introduced in Lithuania on 25 May | of Personal Data (ADTAI). Adopted on 30 June
2018, the GDPR has established uniform prin- [ 2018 by a new version, it entered into force on
ciples and standards for protecting personal data | 16 July 2018.

across the EU, and it shall be applied directly.

On the other hand, the Charter, the GDPR and national legislation establish
that we have the right to freedom of expression. This right includes the freedom to
have our own convictions, to obtain and disseminate information and ideas without
hindrance by public authorities and regardless of borders.

The GDPR as well establishes that the right to the protection of personal data
under this Regulation must be aligned with the right to freedom of expression and
information, including the processing of data for journalistic purposes <...> (Article
85).

So these guidelines are for you if you have your own personal account on at
least one social network (Facebook, Linkedin, TikTok, Instagram, Discord, etc.) and
engage or intend to engage in at least one of the following activities on your social
account at least once:

Activities on the social network Have you ever Why and what is essential to
conducted know about properly protecting
it, or have personal data?

any plans to?
(place for the
tick)

Publishing photos of yourself O It is important to know your rights
and how to protect your personal
data.

Publishing photos of yourself or other per- O Sensitive data: it is important to

sons, children or other personal data (sen- know the special requirements of

sitive data) the GDPR and the ADTA]J regard-
ing consent to processing such data
and strict restrictions.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Publishing photos of other persons or vid-
eos with their images (or other information
entailing their personal data)

O

Itis important to know the grounds,
principles and conditions for the
lawful processing of personal data
(consent, legitimate interest or oth-
er) and how to set privacy settings
so that the so-called household ex-
emption may cover your activities.

Publishing information about a person
whose activity you are dissatisfied with (a
neighbour who has upset you, a special-
ist who botched the task, an unfair trader)
and indicating specific data such as name,
residential address, telephone number or
workplace

Itis important to know the grounds,
principles and conditions of lawful
processing of personal data and the
practices regarding (not)using the
social network as a platform for
shaming.

Actively engaging in social networks by
publicising information that is of interest to
the whole public or by seeking to influence
a wide range of people

Itis important to know the grounds,
principles and conditions for the
lawful processing of personal data
and how the right to freedom of ex-
pression and processing of data for
media purposes is to be reconciled
with the requirements for the pro-
tection of personal data.

Sharing photos or posts on other persons’
social accounts

It is important to know the
grounds, principles and conditions
for the lawful processing of person-
al data (consent, legitimate interest
or other) and how to set privacy
settings so that your activities may
be covered by the so-called house-
hold exemption.

Without indicating the person, sharing pho-
tos or videos with visible car plate numbers
or a home address, from which one can
clearly determine who you are posting in-
formation about

It is important to know what is
considered personal data and the
grounds, principles and conditions
of lawful processing of personal
data.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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You are a professional journalist, but you O Itis important to know the grounds,
also post information on your personal so- principles and conditions for the
cial network account lawful processing of personal data

and how the right to freedom of
expression and processing of data
for journalistic purposes is to be
reconciled with the requirements
for the protection of personal data.

Thus, if you have checked at least one box, it is crucial for you as a social net-
work user to know:

e basic data protection rules,

o their scope and limits, and

e how to act when faced with two fundamental rights: the right to the pro-
tection of personal data and the right to freedom of expression and information.

What violations should be addressoed to the Office
of the Inspector of Journahst Lthics? Who can
contact the office?

What subject would be considered as an

appropriate liability entity?

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Il. HOW TO KNOW WHETHER YOUR SOCIAL MEDIA
ACTIVITIES ARE SUBJECT TO GDPR PROVISIONS ON
THE PROTECTION OF PERSONAL DATA? PERSONAL

DATA AND HOUSEHOLD EXEMPTION

Usually, you are a data subject. However, in the context of the GDPR, you
may as well be considered a personal data controller and obtain all the responsibil-
ities of the controller if you post personal data of other persons (not your own) on
your social media accounts in the form of speeches, photographs, audio or video
recordings. Thus, are the GDPR provisions on personal data protection applicable
to your account records?

Find out by answering the following questions:
The first question for you:

1. DO YOU PROCESS PERSONAL DATA ON SOCIAL NETWORKS? )

The discussions in the social networking area and the questions addressed to
the ZEIT have revealed that it is often not clear to social network users what data is
or may be considered to be personal data.

For instance, to combat car parking on the lawn, their photos with clearly
visible public numbers are published in various social networking groups that
unite the inhabitants of certain city areas (e.g. “Seskiné”, “Fabijoniskés” etc.).

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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What should we do to ensure that the publishing
of the information does not viglate other person's
right to the protection of personal data?

As well, there is a tendency to publish photos of lost and found identity cards
or other personal documents. Letters with the addresses of individuals are pub-
lished as well. This reveals a problem — users of social networks, willing to do a good
deed and to find the owner of a personal document, disregard potential threats and
violate the right of those persons to the protection of personal data, as the data be-
comes available to an unspecified number of persons.

So - what is personal data?

As defined in the GDPR, “personal” data means

any information about an identified or identifiable natural person (living
person). J

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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The term’ information’ encompasses audio, video, genetic data, fingerprints,
etc. This information can be provided in numbers, letters, graphic and photographic
images, sound (via phone) and other forms.

A person can be identified:

o directly, using identifying data (e.g. by name, personal number, etc.) or

¢ indirectly, i.e. when the data available is not sufficient to identify a specif-
ic person, but it is possible to identify the person by using other data, regardless of
whether the entity has it (e.g. car registration number, video data, telephone num-
ber, etc.).

Thus, even at first glance, information that is not essential but relates to a
natural person should be considered personal data.

For clarity, let us analyse the following examples:

There are social networking groups for finding oneself a date, e.g. a Lithu-
anian group “Pamaciau, patiko, bet neisdrjsau” (“They caught my eye, but I was
too shy”). Such groups do not have a direct purpose of disclosing personal data.
Still, in a widespread case, a problem of unlawful processing of personal data
arises when trying to find the person one liked. These groups encourage us to
describe the person as detailed as possible and suggest connecting. For example:
“I am looking for a lady I saw yesterday by the shopping centre “Akropolis” in a
black Volkswagen Golf, plate number XXX XXX

Although the name of such a person is not disclosed, the published data
is sufficient to identify a particular person. Their presence at a particular time
in a particular place becomes known. In this case, personal data are processed
without consent and in the clear absence of any public interest. -

N. B. It should also be noted that certain categories of data are so important
that they are subject to special protection.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Such special categories of data shall entail:

e personal data revealing racial or ethnic origin, political opinions, religious
or philosophical beliefs;

e trade union membership;

e genetic data, biometric data that is processed for the purpose of identifying
a person;

e health-related data;

data relating to a person’s sexual life or sexual orientation.

According to the GDPR, this is more sensitive data and therefore requires
more protection for their processing, as this type of data could lead to a higher risk
to human fundamental rights and freedoms. For instance, they could cause a risk of
discrimination against individuals.

What is not personal data?

A) anonymous information; personal data, rendered anonymous in such a
manner that the data subject is not or no longer identifiable, shall no longer be con-
sidered personal data (anonymity must be ensured irreversibly);

(b) information about a deceased person;

(c) information about a legal person separate from its owners or managers
(information on public authorities is also not to be considered as personal data.
For instance, legal entity code, e-mail address, e.g. info@entity.com, is not personal
data.)

The GDPR applies only to the protection of the rights of natural persons and
does not apply to the protection of animal data. In practice, however, there have
been cases where the protection of the personal data of animals is sought.

For example, the claimant contacted the ZEIT and claimed that the vet-
erinary clinic had unlawfully disclosed her puppy’s personal data, i.e. made the
health data of the animal public on their Facebook social network account. The
GDPR does not cover animals. In such a case, a possible violation of the process-
ing of personal data could only be considered if information about the puppy’s
owner was disseminated. y

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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What is personal data processing?

‘Processing of personal data’ means ... “means any operation or set of op-
erations which is performed on personal data or sets of personal data, whether or
not by automated means, such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by trans-
mission, dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction”

The GDPR therefore applies to the collection, use and storage of personal
data:

¢ Automatic — in a digital form (e.g. in the information system, using video
cameras, etc.);

¢ Non-automatic — in a structured set in paper form (for example, in card
indexes, etc.).

More detailed explanation of the processing of data on a social network ac-
count is presented in one of the cases dealt with by the CJEU (Buivids, C-345/17,

@ https://curia.europa.eu/juris/liste.jsf?num=C-345/17&language=LT ):

“Publication on a video website where users can upload, watch and share |
videos, such as the video in question containing personal data, is the processing
of these data in a fully or partially automatic manner.

Without imposing access restrictions, S. Buivids published the video on
the video website in question, where users can upload, view and share it, making
personal data available to an indefinite number of persons, thus the processing
of personal data at issue in the main proceedings is not merely a personal or
household activity.”

A

CONCLUSION: Therefore, any sharing of your notes, photos, videos or au-
dio recordings containing personal data by making them available on social net-
works will be considered as processing of personal data.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Second question to you:

DOES A HOUSEHOLD exemption APPLY TO YOU? J

Under the General Data Protection Regulation, individuals may share certain
personal information when it is a personal or household care activity that is not re-
lated to a professional or commercial activity. Personal or household care activities
may include, inter alia, correspondence, storage of addresses, or use of social net-
works and online activities carried out in the course of such activities. Such purely
personal activities would not be subject to the strict data protection requirements
of the GDPR.

Thus, in cases where you post information on social networks, whether in
a closed group or on your personal account if the information relates only to your
private life, interests, personal photos or videos, the disclosure of personal data is
subject to the household exemption and the GDPR does not apply to such activities.

Here is an example.
on Facebook, a user posts holiday photos, where he is the only one cap-
tured, and shares it only with his “friends”. GDPR requirements do not

apply.

However, the household exemption cannot be applied to the information
published on social networks without thinking - the household exemption depends
on each case and its circumstances. The processing of personal data by a natural
person when transferring such data to an unlimited number of addressees, e.g. via
the Internet, cannot be regarded as the processing of personal data by a natural per-
son “engaged solely in personal or household activities™'.

Therefore, it is very important to understand that this so-called “household
exemption” applies only in rather rare cases, when your activity on the social net-
work meets all of the following conditions:

1 Judgment of the Court of Justice of 6 November 2003 in case No. C-101/01
PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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The application of the household exemption depends on several conditions:

- content and the circle of persons about whom the information is pub-
lished. The posts published on the social network should be of a purely personal
nature, where they are shared only between family and friends and only contain in-
formation about the posting persons themselves or those closest to the household/
family circle.

- purpose. The household exemption can only be applied if the purpose
of sharing personal information is not to achieve any commercial or professional
benefits (for example, the household exemption would not apply to LinkedIn blogs
of a professional nature, weblogs for marketing, sales of goods, advertising, etc.).

- accessibility. If your posts reach beyond the personal circle of you and your
close ones and become available for an unlimited number of persons or a large circle
of so-called “friends”, the household exemption no longer applies (the number of
members of the closed group is also important).

Thus, if you post information on your personal account for an unlimited
number of persons or a very large number of so-called “friends” or in a closed group
with hundreds or thousands of members and disclose personal data of other per-
sons in it, you cannot be considered to process personal data in the social network
exclusively for household activities. Therefore, the household exemption cannot be
applied. This rule has also been established in the case-law of the CJEU:

The [household] exemption must be interpreted as providing only for activ-
ities which private individuals engage in within the limits of their private or family
life, which is clearly not the case when processing personal data made available on
the Internet and accessible to an indefinite number of persons. [CJEU, Lindqvist
case, C-101/01].

Here are a few examples of distinguishing when the household exemption
applies and when to obey all GDPR requirements.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Examples:

1) On Facebook, a closed group of up to 50 members was created for relatives
to share relevant information about family life, events, share photos of family hol-
idays. On this group, information about grandmother’s illness and opportunities
to visit her in the hospital is published. Although this disclosure of health data is
carried out, in this case, after assessing the purpose for which the information is
disseminated and its accessibility, it should be considered that only personal or
household activities are carried out.

2) The personal Facebook account contains information about the person
who unlawfully parked a car. This information is publicised for an unlimited
number of persons and calls for the post to be “shared”. In this case, the purpose
of the publication of personal data and their accessibility to an unlimited number
of persons does not allow to state that such publication of personal data is carried
out only in personal or household activities.

3) The use of a system of video surveillance for making video recordings of
individuals to be stored on a permanent recording device (such as a hard disk),
given that this system has been installed by a natural person on their family house
to protect the property, health and life of the owners of the house: when this
system is also monitoring the public space, it shall not constitute processing of
personal data carried out only for personal or household activities within the
meaning of the GDPR. [CJEU, Rynes case, C-221/1 -/

It is important to note that by using the privacy settings of Facebook and
other social networks, it is possible to control the visibility and accessibility of the
information posted on your accounts, i.e. whether anyone besides the account man-
ager will see, whether the published information will be seen by friends of the given
account or by any other person, which can even be not a registered user of the given
social network.

For more information on the meaning of your account’s privacy set-
tings, see the following live event posted on the ZEIT account on Facebook:

@ https://www.facebook.com/100069113293971/videos/123070759983533

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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PERSONAL DATA PROTECTION ON SOCIAL MEDIA:

Do you know how to make sure so not to breach
the right of other people to the protection of their
personal data when making information public?

{practical examples)

S S S S
LT T e e S,

In summary, if you process personal data on your personal account and the
household exemption does not cover you, it means that your activities are subject to
the GDPR and its requirements regarding the principles of personal data protection,
the terms of processing and the rights and obligations of other persons. We will
discuss this in the next part.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
23





. j j ZURNALISTY ETIKOS
MkalO Romerlo Erojektassﬁr\ansuojamas
m°° universitetas “ oD S00s b INSPEKTORIAUS TARNYBA

programos lésomis

lIl. THE FUNDAMENTAL REQUIREMENTS OF THE GDPR
THAT APPLY IF YOU PUBLISH PERSONAL DATA ON
SOCIAL NETWORKS (OUTSIDE OF PERSONAL SPACE)

If, however, you, as the controller of personal data, have decided to publish
on social networks information containing personal data, it is important to keep in
mind the general rule: the processing is lawful only if it is justified by at least one
of the conditions provided for in Article 6 of the GDPR (the same rules apply to all
users of social networks):

1. Consent of the data subject

2. For the performance of a contract to which the data subject is a party
3. Legal obligation

4. The person’s vital interests

5. Public interest

6. Legitimate interest

In practice, the following two conditions are relevant for social network us-
ers: either consent or the processing of personal data for journalistic purposes (for
example, in the case of citizens’ journalists’ personal accounts, the condition of law-
fulness is public interest).

CONSENT AND ITS TERMS

One of the conditions for the lawfulness enshrined in the GDPR is consent.
Since the form of consent is not provided for by law, it can be expressed orally, in
writing, and predictable from the conduct. However, it is essential that the control-
ler can demonstrate that the data subject has given consent to the processing of their
personal data.

It is important to note that when the data is published on social networks
based on the data subject’s consent, the person having given their consent has the
right to withdraw the consent at any time, rendering their personal data no longer

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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allowed to be processed based on this consent.

For example, case-law has established that the consent to take photographs |
does not imply the consent to reproduce, sell, display, print a photograph in any
way, as the fact that a person could agree to be photographed does not mean that
they also give their consent to show the photo (ruling of the Supreme Court of
Lithuania of 02 February 2003 in case No. 3K-3-294/2003). It is important to
note that even a person in a public place has the right to express their unwill-
ingness to be photographed, and their will must be respected, because being in a
public place does not deprive them from their individuality and privacy. p

Social media users often ask how to behave in such situations:

I was photographed by a photographer on the street, I posed and agreed that
they would take pictures of me. After I saw my photo on Facebook, I decided that
I don’t want it to be published there. Can I withdraw my consent after a while and
ask the photographer to remove the photo from the social network?

Although you have given your consent to take photographs by means of
conduct, i.e. by posing, you can also withdraw such consent at any time. )

As a teacher of first-graders, can I post photos with my students from the first
day of the school year on my account?

Particular care should be taken when publicising the images of minors.
Therefore, to publish photos of events at school or another place, you should
obtain the consent of at least one of the parents/guardians. p

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Is it necessary to obtain the consent of the person to re-publish their pho-

to or other information that they themselves posted on their public Facebook
account?

Yes, it is necessary. Such information is related to the protection of private
life, so further use of it requires the consent of that person. The fact that the per-
son themselves has published their photo or disclosed other information related
to it does not mean that it can be further published without consent. (Content
on the public person’s account revealing the circumstances or personal charac-
teristics of the private life of this person that have a social significance could be

re-published without consent.) J

BA

Can I post a photo on a social network showing a neighbour throwing rub-
bish in an inappropriate place?

You may not. It may be a legitimate interest for you and other neighbours,
but such information would not be in the public interest.

A

I have information that one influencer, well-known in society, has under-
gone rhinoplasty. Can I share this information in public social networking groups?

You cannot because such information satisfies the public’s curiosity and
is about the private life of that person, which can only be published with their

consent. )

The evidentiality of consent and the possibility of withdrawal of consent ra
es some questions. The GDPR does not provide for the form in which consent

is-
to

the processing of personal data must be given, but the controller (processor) must

be able to prove that the consent has been given.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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For example, the person addressed the ZEIT, claiming that they did not
understand that their data would be made public during the filming of a televi-
sion broadcast and pointed out that they had not given written consent to such
publicity. However, the public information producer (disseminator) explained
that the claimant was aware in advance of the participation in the filming pro-
cess, had a pre-agreed script, and had a microphone attached to them during the
filming. It was explained as well that the filming was carried out by two cameras
of professional operators; therefore, the claimant demonstrated, by not protest-
ing against such actions and by their own conduct, clear consent to the collection
and dissemination of data in the television program. Y.

However, it is important to note that a mere conversation with a journalist
without the purpose of giving an interview does not itself imply consent to the dis-
closure of the data learned during the interview.

Very often, people who have agreed to be filmed change their minds before
the publication of the program and withdraw their consent in writing (for various
reasons, such as unexpected filming and fright). However, public information pro-
ducers (disseminators) are often not in a hurry to respond to such letters, claim that
the program has already been designed and there is no possibility to quickly replace
it with other content, so the information regarding whose publicising consent has
been withdrawn, is still made public. It should be noted that the GDPR provides
that the data subject has the right to withdraw their consent at any time. The with-
drawal of consent must be as easy as giving it.

Before making information (such as a photo, where there are other persons
besides you) publicly available on social networks, posting photos of other person’s
documents etc., you must evaluate whether the purpose of the information you
want to publish cannot be achieved by other means.

For more information on the requirements for the processing of personal
data on social networks, see the following record of a live discussion of the ZEIT
and MRU representatives:

https://www.youtube.com/watch?v=x0LEvliqjsk&list=LL&index-
=4&t=1857s&ab_channel=NickPro

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Thus, before posting the personal data of another person on social networks,
make sure that the person agrees with such processing of their data and that you can
prove the consent in case of a dispute. Because if you still plan to publish personal
data of other person on social networks without consent or meeting other condi-
tions of lawfullness set out in Article 6 of the GDPR (explained in detail in the next
paragraph), you may become subject to the GDPR’s liability.

IV. BETWEEN THE PROTECTION OF PERSONAL DATA
AND FREEDOM OF EXPRESSION AND INFORMATION:
HOW TO ENSURE THE BALANCE?

The GDPR explicitly states that the Regulation aims to reconcile two funda-
mental rights:

the right to the protection of personal data under this Regulation shall be
aligned with the right to freedom of expression and information, including the
processing of data for journalistic purposes.

Article 4 of the ADTAI also explicitly provides for exemptions in cases where
personal data are processed for the purpose of exercising freedom of expression and
information:

“where personal data are processed for the purposes of journalism or aca- |
demic, artistic or literary expression, articles 8, 12-23, 25, 30, 33-39, 41 to 50, 88
to 91 of the Regulation (EU) 2016/679 shall not apply”

Thus, in Lithuania, as in all other EU Member States, the right to the protec-
tion of personal data under the GDPR must be aligned with the right to freedom
of expression and information, including the processing of data for journalistic
purposes and the purposes of academic, artistic or literary expression.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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How to recognise when your social media activities are carried out for
journalistic purposes, and what GDPR rules apply in that case?

First of all, according to the GDPR, each of us can carry out journalistic ac-
tivities, regardless of the fact that we have not obtained a journalistic education and
do not work in any of the media. Anyone of us can be a citizen-journalist as long
as we are actively interested in the issues of society and seek to share information
relevant to society as a whole on our social networks. Thus, to carry out the activi-
ties of a citizen-journalist, it is enough to have the opportunity to disseminate one’s
information to an unlimited number of persons on the Internet.

™

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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This is also emphasised in the case-law of the CJEU, in the aforementioned
Buivids case specifically:

Journalistic activity is an activity aimed at disseminating information,
opinions or ideas to the public by any means of communication. The fact that S.
Buivids is not a professional journalist does not mean that the production and
publication of the video in question on a video website where users can upload,
watch and share videos cannot be subject to this provision.

In the case-law of the CJEU, the processing of personal data for the journal-
istic purposes entails activities aimed at disclosing information, opinions or ideas
to the public. Thus, when a public post containing personal data is published on a
social network for the purpose of disclosing information to the public, such actions
are regarded as processing of personal data for the journalistic purposes.

N.B. However, it cannot be said that any information published on the |
Internet containing personal data falls within the concept of journalistic activ-
ities. If the purpose of the information is not to disclose information, opinions
or ideas to the public, it cannot be said that the processing of personal data was
carried out solely for journalistic purposes (for example, this applies to informa-
tion disseminated solely to satisfy curiosity).

It is also important that, even if we publish the knowledge that is important
to society as a whole and thus wish to benefit from the ‘journalism exemption, it
is further necessary to assess whether such use of personal data is necessary for
the dissemination of our message (necessity test) and whether it is a proportionate
measure (balance test), i.e., whether the public interest and the public right to know
in a particular case outweigh the right of natural persons to the protection of their
personal data.

N.B. If you act as a citizen-journalist on a regular basis, keep in mind: the
public interest, necessity and balance test must be performed every time.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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PERSONAL DATA PROTECTION ON 50C1aL MEDIA;

Do you know how to make sure so not to breach
the right of ather people fo the protection of their
personal data when making information pubhc?

{practical examples)

Also, in order to reconcile the right to protection of private life and the right
to freedom of expression, several criteria that the European Court of Human Rights
established in its case-law should be taken into consideration:

contribution to the discussion in general interest,

the visibility and reputation of the person concerned,

the purpose of reporting,

prior behaviour of the data subject,

the content and form of the publication,

the manner and circumstances in which the information was obtained,
and its compliance with reality.

Thus, the right to inform the public is not absolute and must always be aligned
with other rights, including the right to privacy and data protection. The mere sat-
isfaction of public curiosity is not a sufficient basis for the publication of personal

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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data on social networks.

You can find more about the activities of citizens-journalists and the protec-
tion of personal data on social networks in the following video of the discussion of
the representatives of the ZEIT and the MRU:

https://www.youtube.com/watch?v=WeByW]Jw4eLk&list=LL&ab_chan-
nel=MykolasRomerisUniversityLive

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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V. FREQUENTLY ASKED QUESTIONS

How to protect your personal data on social media? J

The personal data of each person belongs only to them and cannot be dis-
posed without an appropriate legal basis. The legal basis may be the permission of
the person to disseminate the material, or public interest.

As well, information about private life may be published without the consent
of the person in cases where it helps to reveal violations of laws or criminal acts,
when the information is made available to the public in the course of the proceed-
ings.

On social media accounts one may share the information they want without
the permission of the persons concerned, given that information is not seen by a
large group of people. In other words, given that you don’t have more than 150 con-
nections on your account, as well as if you have set up your privacy settings.

You can set them up in the personal account settings section of each social
network. These settings will ensure that the information you post will only be visible
to you and your friends. Also, you have the opportunity to publish individual posts
and select settings for them - to choose whether the post will be visible to the public
or only to your circle of friends.

Can I share photos of my friends/relatives from the event? J

This question should be asked before the photos are published. If these pho-
tos contain only the people you know and they do not object to publication, you can
share the photos.

However, if there are strangers in the photographs, they cannot be made pub-
lic without the consent of those people.

The exemption applies in cases where the information is shared via private
channels, for personal purposes or within a so-called household. These categories
may include social media accounts that have their privacy settings set up, and the
number of friends they have is not high.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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When is it possible to share other people’s private data publicly? )

Private data of other people can be shared in the public space only with the
consent of the person.

This information should not be shared without consent:

- Photos, videos published by individuals for personal use. The visual ma-
terial published in their choice does not entitle other persons to freely share the
material. Such a right arises only if this natural person is public, and circumstances
of their life may have a public meaning.

- Person’s workplace. This is personal information that cannot be made public
without person’s consent. There are cases when certain personal data of a person as
an employee of the company can be made public for a reasonable purpose. Howev-
er, such cases are analysed individually. Some data of employees working in public
and state institutions may also be disclosed, provided that their disclosure is based
on public interest.

- Family status and circumstances. This personal data may in no case be dis-
closed without the consent of the person, be it a public or private one.

Private personal data is defended and protected by legislation such as the
General Data Protection Regulation, Republic of Lithuania Law on Legal Protec-
tion of Personal Data. Within the field of competence of 7EIT, data is defended in
accordance with the Law on Provision of Information to the Public.

The cases of violation are analysed by the responsible authorities and, if there
is a presumption, may end up in law enforcement institutions. Offenders are re-
quired to take corrective action, i.e. remove the information, and may also be sub-
ject to an administrative fine.

How to recognise when personal data is processed for journalistic pur-
poses? )

In the case-law of the CJEU, the processing of personal data for the journalis-
tic purposes entails nothing else but the activities aimed at disclosing information,
opinions or ideas to the public.
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What to do if you notice a photo (video) with you in it posted on the
Internet without your consent? J

First of all, contact the author or the account manager a specific social me-
dia account, requesting the material to be removed. The ZEIT also recommends
informing the specific social network that a photo of you has been posted without
consent. The next step would be addressing ZEIT or the court.

What if a former spouse places photos of a minor child on a social
network without your permission? J

First of all, discuss the use of the image with the former spouse. In the event
of failure to have a fruitful discussion, request the former spouse to delete the pho-
tos in writing. If they do not respond, you can go to court (by the way, Facebook
has embedded a special tool for parents, which can be used in similar situations). In
this case, you should notify the social network about the violation of your rights or
your child’s rights and wait for a response. The social network must respond to your
appeal and provide an answer.

Every person has a right to their image in publicly published photo-
graphs and videos. Does it always apply? J

People are photographed/filmed during public events: if the video material
does not specifically emphasise specific people, its publicity is allowed. However,
if the captured specific people express their will to prevent the material from being
shared publicly, the author of the video material must respect this desire.

Video material with children (minors) shall be made available to the public
only with the consent of both - the children themselves and their parents or guard-
ians. It should be noted that ZEIT recommends obtaining a written consent. In the
event of a dispute concerning the existence of the fact of consent, written consent
would constitute a reliable evidence to support a particular position.

The protection of the right of image applies not only to the media, but also to
social networks. The consent of the persons to be published must be obtained.

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
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Do I have the right to share photos of other person on my social net-
works? J

You have this right only if you have obtained that person’s consent. The pub-
licising of such information is related to the protection of private life. The photos
publicised or information disclosed by the person themselves do not in any way
imply that anyone can further share and publicise them on their accounts.

The exemption applies to photographs and information on public persons,
provided that their life circumstances have a social significance.

Does personal data protection also apply to publishing information
on a private social network account or in a closed group? J

Under the General Data Protection Regulation, individuals may share certain
personal information when it is a personal or household care activity that is not
related to a professional or commercial activity.

The application of the household exemption depends on several conditions:

- Content. The social media records may be of a purely personal nature,
shared with family and friends, or, conversely, entail published information about
other persons.

- Purpose. Whether the purpose is to share personal information or to pursue
commercial and professional benefits (for example, Linkedin blogs, video blogs).

- Accesibility. Whether the records are accessible for an unlimited number of
persons or only for family and friends. The number of members of a closed group
is also important.

Is it possible to publicise images of private persons (migrants) without
their consent? J

Consent is not necessary for the filming or taking photos of general nature.
In other cases, the protection of privacy is applicable; therefore, the consent of the
person is required.

Consent can also be expressed through conduct when the person clearly
agrees to be filmed or photographed.

We recommend producers and disseminators of public information get the
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person’s written consent. In the event of a legal dispute or a person complaining to

the Office of the Inspector of Journalist Ethics about a breach of privacy or personal

data, the public information producer and disseminator should prove that the con-
sent has been obtained.

What functions does the Office of the Inspector of Journalist Ethics

: &ZEIT) perform? )

As the name implies, the ZEIT is an institution primarily concerned with
supervising journalists and assessing their ethics. However, the role of the ZEIT is
much broader.

The Inspector of Journalist Ethics supervises the dissemination of virtually
all public information in the media, regardless of who is its producer (disseminator),
and examines complaints of stakeholders concerning the violation of their honour
and dignity in the media, the right to protection of private life and the violation of
the processing of personal data. Each situation is unique in the subjective percep-
tion of moral rights and realisation of freedom of expression, thus, it as well differs
when it comes to the search for the balance of rights and priority determination.
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Thus, one of the main functions of the ZEIT is to deal with complaints by
interested parties about violation of their honour and dignity in the mass media, the
right to protection of private life, as well as complaints by data subjects under the
GDPR concerning the processing of personal data for the purposes of journalism,
academic, artistic or literary expression.

The handling of complaints shall be carried out in strict compliance with the
requirements laid down in Law on Provision of Information to the Public and Law
on Legal Protection of Personal Data. They provide for the function of the activities
of the ZEIT, i.e. ensuring the proper implementation of the public interest — free-
dom of expression and freedom of the press, as well as provision of information to
the public.

CITIZEN JOURNALISM AND PERSONAL DATA
PROTECTION ON 50CIAL MEDIA

Do vou know how to make sure so not to breach
the right of other people to the protection of their

personal data when making information public?
(practical examples)
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In what situation are individuals found in breach of GDPR provisions?

e Photos of personal identity documents being uploaded to inform about
unreliable sellers, professionals who do not perform work on time, persons who
have not repaid their debts;

e Publication of improperly parked cars with visible public numbers;

¢ Informing about specific persons having been infected with COVID-19,
although there is no need or prevention of possible infection/contact;

e Disagreements between neighbors and videos with personal data made
public;

e Disagreements between divorced parents regarding uploading photos of
the child to social networks;

e Publishing information, which does not satisfy the public interest but
raises public curiosity, the desire to learn the sensations. Or funny, mocking infor-
mation.

If you have any further questions, address them on the website www.zeit.It or
the Facebook page of the Office of the Inspector of Journalist Ethics.
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GUIDELINES ON THE PROVISION OF
INFORMATION TO THE MEDIA AND
PUBLIC SECTOR REPRESENTATIVES

(Guidelines on the provision of information held by public sector bodies
and which contains personal data to the media representatives)
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INTRODUCTION

The cases where access to data by journalists is restricted under the excuse of
personal data protection standards often hit the media headlines and this harms the
right of the public to know information which is of public interest. This problem has
become particularly acute in Lithuania following the application of Regulation (EU)
2016/679 of the European Parliament and of the Council on the protection of natu-
ral persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regula-
tion) (hereinafter also the GDPR). Contrary to its nature, the GDPR is often used by
state and municipal authorities and bodies as a cover to avoid unwanted attention
from the media on topics of public interest.

As one of the GDPR supervisory authorities, the Office of the Inspector of
Journalist Ethics (hereinafter - OJEI) provides advice, explanations and opinions to
the stakeholders on issues related to the balance between the journalists™ (the pub-
lic) right to information and the protection of personal data. We note that the num-
ber of problematic situations concerning the right of media representatives to re-
ceive information from public sector entities (public authorities?) is not decreasing,
and therefore there is a need for a broader awareness of public sector institutions on
the essential criteria and rules to correctly determine the relationship between the
right to information and the right to data protection of journalists under the GDPR.
This need and the acquired institutional experience have led to the development
and publication by the OJEI of practical guidelines for the provision of information
held by public sector institutions and containing personal data to the media (‘the

1 The term “journalist” is used in the Guidelines in a broad sense: it covers both the concept of
a journalist as set out in the Law on the Provision of Information to the Public and other producers
and/or disseminators of public information who are entitled to process personal data for journalistic
purposes.

2 The term “public authority” is used in its broadest sense and, taking the Council of Eu-
rope Convention on Access to Official Documents as an example, covers all public sector
bodies (at central, regional or local level), depending on the functions performed by the
authority rather than its name, and includes public administration bodies, legislative bodies
and judicial bodies, if they perform administrative functions under national law; natural or legal
persons, insofar as they act with administrative powers or perform public functions or man-
age public funds in accordance with national law.
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Guidelines).

This document sets out in a clear and coherent manner a specific sequence
of actions, an algorithm for responding to (acting upon) a request from a media
representative for information containing personal data. Taking into account the
most common questions raised by public sector bodies, this document provides
ground rules and guidance on the criteria for assessing the provision of personal
data. The guidelines explain in more details the definition of the purpose/activity
of journalism, the details for determining the eligibility of the subject, the impact
of the classification as a public figure and the public interest in the decision-making
process for the provision of data, etc. Practical tips, templates, examples of standard
answers, analysis of the relevant legal framework and case law should help to apply
the GDPR effectively and to remove unjustified barriers.

The culture of public administration is based on the principles of transparen-
cy, accountability and openness to the public. Media representatives requesting in-
formation containing personal data from public sector bodies must ensure that the
further processing of the data is lawful and fair. This interaction between the public
sector and the media in the area of data accessibility based on mutual commitments
best reflects the importance of freedom of expression in a democratic society. These
Guidelines are a guidance document. They do not seek to solve all problems of in-
terpretation of the GDPR or to provide universal answers to all questions. Each data
processing situation must be assessed individually, taking into account the details of
each case. We hope that these Guidelines will serve as a guide to help public sector
bodies to make an informed assessment of the proportionality of the data to be pro-
cessed/provided, to provide information and personal data to journalists in a trans-
parent manner, and to strike an effective balance between freedom of information
and the protection of personal data. The guidelines do not reduce the requirements
for the protection of personal data or otherwise restrict the data subjects rights to
control their data. On the contrary, both in its day-to-day work and in these Guide-
lines, the OJEI aims to uphold the highest standards in the protection of personal
data and encourages the proactive assertion of the right to data protection where the
violation has occurred as a result of the processing of personal data for the purposes
of journalism. The active position of each data subject in seeking redress in cases of
a possible violation of his or her right to data protection is a guarantee of both the
dynamism of the protection of this right towards improvement and the high stand-
ards of journalistic practice.
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CHAPTERI
GUIDELINES AND RECOMMENDATIONS

PART |
KEY GUIDELINES

1. Data collection and acquisition is an essential preparatory step in jour-
nalism, an integral and part of media freedom that should be protected® . A clear
distinction must be drawn between the requirements for the collection of data by a
journalist for the purpose of producing a publication or other form of work (e.g. a
report, a social media post, etc.) and the requirements for publishing an article or
some other form of work (i.e. the widespread dissemination of such data). It is up
to the journalist to decide what personal data is necessary and to what extent at the
stage of article writing or other form of work. The journalist to whom the personal
data have been communicated assumes full responsibility for their proper use and
for assessing what data he or she will be able to disclose in the publication or other
form of work, taking into account their necessity, proportionality, the possibility of
anonymisation and the interests of the data subject. Once an article or other form of
work has been published, and in the event of a dispute as to the compliance of the
published information with the requirements of the protection of personal data, the
media outlet/journalist will be required to justify to the supervisory authority and/
or in court that it has carried out this assessment in a responsible manner.

2. The law does not prohibit the public sector from providing personal data
to journalists, so a refusal to provide information merely stating that the requested
information contains personal data and therefore cannot be provided, or cannot be
provided under the GDPR, is an unreasoned response in breach of the principle of
good administration and therefore, on its own, constitutes grounds for declaring it
unlawful. The GDPR applies to the processing of personal data relating to citizens
of the European Union by a natural person, undertaking or organisation. It does not
apply to the processing of personal data of the deceased or legal persons.

3 ECtHR, Magyar Helsinki Bizottsag v. Hungary, No. 18030/11, § 165, 8 November 2016 (“Final-
ly, it is well-established that the gathering of information is an essential preparatory step in journalism
and an inherent, protected part of press freedom”. See also the ruling of the Supreme Administrative
Court of Lithuania of 3 February 2022 in administrative case No eA-51-822/2022.
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3. A public authority, upon receiving a request from a journalist to provide
information held by a public institution which contains personal data (‘the infor-
mation request’), must in all cases carry out a balancing test between the protection
of personal data and the right to freedom of expression and freedom of informa-
tion (the ‘balancing test’). However, the application of the balancing test in cases
where information is requested for journalistic purposes in order to exercise the
right to freedom of expression and freedom of information has specific features
compared to other requests for information. These peculiarities arise from the
special role of the media in ensuring the respect and preservation of democratic
values. In accordance with the provisions of Article 7(2) of the Law on the Legal
Protection of Personal Data, the Inspector of Journalists’ Ethics supervises the pro-
cessing of personal data for journalistic purposes and for the purposes of academic,
artistic or literary expression. This means that in cases where a media repre-
sentative requests a public authority information containing personal data,
the legal relationship resulting from such a request falls within the scope of
supervision of the OJEI. When investigating the lawfulness of the processing of
personal data, the OJEI will check whether the public authority from which the data
was requested has carried out the test for the protection of personal data and the
balancing test between the right to freedom of expression and the right to informa-
tion and whether the media representative has abused his or her right to collect and
disseminate information.

4. The essential feature is that, on receipt of a request for information from
a media representative (meaning only written requests), and in the context of the
balancing test, the public authority has only to get assurance:

that a request for information refers to the exercise of freedom of expression
and information as a condition for the lawful processing of personal data, where
the personal data are needed for the purposes of producing a publication or other
form of work for the purpose of informing the public about matters of importance
to the public (to provide the public with socially relevant information, opinions or
ideas), i.e. where there is a legitimate interest.* . This processing condition does not
have to be described in legal language, but it is important that the public authority is
able to draw the reasonable conclusion from the request that the data are requested

4  “Theright to freedom of expression and freedom of information may qualify as a legitimate inter-
est within the meaning of Article 6(1)(f) of the GDPR.” Ruling of the Supreme Administrative Court
of Lithuania of 3 February 2022 in administrative case No eA-51-822/2022.
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for journalistic purposes and not for personal, commercial or other purposes® . A
journalist can properly indicate a legitimate purpose if he or she indicates that the
data are needed for journalistic purposes, for example for producing a publication,
or if he or she refers to Article 6(1)(f) of the GDPR, or if he or she indicates that he
or she is exercising freedom of expression and information;

that the request for information has been filed by an appropriate entity, i.e. a
journalist or other producer and disseminator of public information (e.g. a non-gov-
ernmental organisation working in the field of human rights or anti-corruption and
disseminating information to the public). If there is a doubt whether the eligible
entity has requested the information, the institution may request the clarification
of the status. The journalist® is an eligible entity. Where an entity other than a jour-
nalist files a request (e.g. a social media account manager, vlogger, blogger), the
institution must get assurance that the entity is a producer and/or disseminator of
public information (see more in Part II);

that the information requested is necessary for a legitimate purpose; howev-
er, this requirement is applied in the case of the media in a particular way: where
the data are requested by an eligible subject with a legitimate purpose, namely the
use for journalistic purposes, it is presumed that the criterion of necessity is met,
provided that no special categories of personal data are being requested (on health,
on sexual orientation, etc.” ). In other words, the fact whether the information re-
quested is necessary for a publication or other form of work in the public interest
can only be assessed by the media representative himself.

Requiring a public authority to disclose in advance the content of a publica-
tion or other form of work that is still in preparation, or to question its necessity or
relevance to society, would constitute censorship, which is prohibited in democratic
societies. It is not for the public authority, but for the media themselves to decide

5 Even if a person is a well-known journalist, he or she has the right to ask for non-journalistic
data, but then his or her request does acquire any special status - it has to be subject to an ordinary,
comprehensive balancing test.

6 A journalist is a natural person who professionally collects, prepares and submits material to a
producer and/or disseminator of public information on the basis of a contract with that producer and/
or disseminator and/or is a member of a professional organisation of journalists (Article 2(85) of the
Law on the Provision of Information to the Public ).

7 Article 9 of the GDPR specifies that special categories of personal data include data revealing ra-
cial or ethnic origin, political opinions, religious or philosophical beliefs or trade union membership,
as well as genetic data, biometric data used for the purpose of specifically identifying a natural person,
data concerning health, or data concerning a natural person’s sexual life and sexual orientation.
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what is important to report to the public. Only media supervisory authorities, as
well as the courts and the pre-trial dispute resolution bodies, can decide whether the
media have taken the right decision to publish certain data and only to the extent
necessary, i.e. whether the published information complies with the requirements
for the protection of personal data, by assessing the content of the published publi-
cation or any other form of work.

The media representative is solely responsible for ensuring that the personal
data are used exclusively for the purpose for which he or she has indicated, i.e. to
produce, for example, a publication on a matter of public interest, once he or she has
received the information. Failure to publish does not make the collection unlawful.
Only after the data have been obtained and checked against other information can
it become apparent both the content of the publication and the absence of a message
of public interest. Some journalistic investigations may last for years, and no one has
the right to require a journalist to identify, for example, the title of the publication,
the substance of the content, or to indicate when and where he or she intends to
publish his or her investigation.

In order to ensure a balanced application of the legal framework, the respon-
sibility of the media itself for the improper use of personal data in publications or
other forms of works needs to be clearly communicated, and decision-makers need
to assess whether the remedies available to a person whose data may have been pub-
lished in violation of the requirements of the legislation on the protection of person-
al data are effective and appropriate. The journalist/media outlet is under an obliga-
tion to put in place, from the moment of receipt of the data, technical organisational
measures to ensure the security of the personal data it receives, collects or otherwise
processes. It is the journalist/media outlet that has the obligation to ensure that the
data processed are not ‘leaked; lost or otherwise compromised. Moreover, personal
data obtained for the purpose of journalism can only be processed for this purpose.

A public authority cannot be held liable for non-compliance with the re-
quirements for the protection of personal data if it has complied with a journalist’s
request to provide information containing personal data, having duly carried out
this balancing test, which is tailored specifically to the specific role of the media in
a democratic society and to ensure the balance between the protection of personal
data and freedom of the press.

In cases where a public authority is not able to provide certain information be-
cause of personal data protection requirements, but on the basis of other legitimate
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grounds for refusal, such as professional secrecy, compliance with the requirements
of the legislation on legal proceedings or prosecution, etc., the specific ground for
refusal should be specified and should not be based on a general reference to the

GDPR, since the GDPR does not contain any general prohibition on the provision
of information to journalists containing personal data.

How to balance the journallsts right to get the
information and the personal data protection
requirements?

PART Il

BALANCING TEST ALGORITHM AND BEST PRACTICES

Below, we outline the recommended actions and explain how to carry them
out in a step-by-step manner, with practical examples.
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Applying the algorithm to specific situations and practical examples

The authority receives a request for information from a journalist. After an
initial assessment it is established that the information requested contains personal
data (e.g. the request to indicate who has won the competition to become the Di-
rector of Finance Department of the Institution and whether he or she has a family
or other close link to the Head of the institution, and if so, the nature of that rela-
tionship).

Step 1

It must be verified that the request for data states the lawful basis and/or
purpose of data processing.

As the request is filed by a journalist, we first check that he or she indicates
that the data is needed for journalistic purposes. The purpose of journalism is not to
provide news to the public in any way, but only to inform the public about matters
that are important to them. For example, the purpose of informing the public about
a plastic surgery performed by a civil servant (if it was not financed from the state
budget), although satisfying the public curiosity, would not be considered a journal-
istic purpose in the context of GDPR.

The exact wording of the request is not important, nor is the journalist
obliged to identify the specific points of the GDPR or other legislation on which he
or she relies. What is important is that the request makes it clear to a prudent and
reasonable person that the data is needed, for example, for the preparation of an ar-
ticle, to inform the public about issues of importance to them, and not for personal,
commercial or curiosity reasons.

Examples of an appropriate wording:

“Please provide me with information on the successful candidate for the post
of Head of the Finance Unit of the XX Institution and whether he/she has any family
or other close links with the Head of the Institution and, if so, the nature of the re-
lationship. The information is necessary for the purposes of investigative journalism’.

“Please provide me with information on the successful candidate for the post
of Head of the Finance Unit of the XX Institution and whether he/she has any fam-
ily or other close links with the Head of the Institution and, if so, the nature of the
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relationship. The information is required for the purpose of preparing a publication on
a matter of public interest”.

“Please provide me with information on the successful candidate for the post
of Head of the Finance Unit of the XX Institution and whether he/she has any fam-
ily or other close links with the Head of the Institution and, if so, the nature of the
relationship. We are requesting the data on the basis of Article 6(1)(f) of the GDPR in
the exercise of the freedom of expression and information”.

“For journalistic purposes, please provide information on the successful can-
didate for the post of Head of the Finance Unit of the XX Institution and whether
he/she has any family or other close links with the Head of the Institution and, if so,
the nature of the relationship”

Such a justification is sufficient to support a legitimate interest in receiving
the data.

If the request does not specify the purpose for which the data is needed,
but the public authority has no doubt that the data are requested for journalistic
purposes (e.g, data is requested by a journalist accredited by that institution and
who regularly reports on the activities of that institution), the public authority may,
in accordance with the principle of reasonableness, provide the data only if it can,
in the event of a dispute, provide objective arguments as to why it had no doubt as
to the legitimate basis of the journalist’s request for the data (e.g., it is clear from
previous correspondence what the purpose of the data is, the journalist has com-
municated in another way that he or she is working on a publication, etc). Even in
cases where the journalist is accredited by a particular institution, he or she should
be encouraged to indicate the purpose for which the data are collected.

If the request merely states that the data are needed, for example, for a pub-
lication, but does not indicate whether the publication relates to matters of public
interest (and not merely to satisfy curiosity), this wording is sufficient if the nature
of the data requested shows that it relates to matters of public affairs. The legisla-
tion does not provide a list of areas of public interest, so in each case it would be
necessary either to assess the nature of the information requested and to draw a
conclusion that would lead to believe that the publication or other form of work is of
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public interest (e.g. where the request is for information related to public finance?®),
or to ask the journalist for a confirmation that the data requested is necessary for the
purpose of publishing on matters of public interest.

If the request does not specify the lawful basis and/or purpose of the process-
ing, the request must be returned to provide with more details. If the request is not
supplemented with the details or is refused to be supplemented, the public authority
shall refuse to grant the request and shall give reasons for refusing to provide the
data: if the applicant does not specify the basis and/or purpose of the processing, it
cannot be assumed that the data are necessary for journalistic purposes.

NB. The authority receiving the request may not require the journalist to dis-
close the content of the publication or other form of work, to specify where and
when the data will be published, or to question whether the data requested by the
journalist is really relevant for the purposes of informing the public. Only the jour-
nalist himself/ herself may carry out such a verification. Any attempt by the public
sector to tell the media what issues it can collect information on, or a decision of a
public authority on what constitutes public interest, would amount to censorship
and would be incompatible with the principle of the democratic state and the obli-
gation to reconcile the protection of personal data with the freedom of information
and freedom of expression, including the processing of data for journalistic pur-
poses.

Step 2

It must be verified that the information containing personal data is requested
by the appropriate subject, i.e. the journalist or other producer and/or disseminator
of public information.

According to Article 2(85) of the Law on the Provision of Information to the
Public , a journalist is a natural person who professionally collects, prepares and
submits material to a producer and/or disseminator of public information on the
basis of a contract with that producer and/or disseminator, and/or who is a member
of a trade union of journalists.

8  “The case-law makes it clear that the administration of public funds and property is a matter of
general interest and ongoing public debate, and that there must be very good reasons for restricting
freedom of expression in this area.” Ruling of the Supreme Administrative Court of Lithuania of 3
February 2022 in administrative case No eA-51-822/2022.
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If there are doubts about whether a person claiming to be a journalist is el-
igible to act for journalistic purposes, he or she may be asked to produce his or
her employee’s certificate or a document proving his or her membership in a trade
union of journalists, but it is not necessary for a journalist to produce his or her
identity document. If there are no such doubts, e.g. if the journalist is an accredited
journalist, a well-known journalist, etc., there is no need to ask for proof of his/her
status as a journalist.

However, entities other than journalists can act for journalistic purposes. A
person, e.g. a social network account manager, a blogger, does not have to have a
contract with a specific editorial office or belong to a trade union of journalists to
produce and publish information, news or opinions for the public.

Different online TV channels, social network accounts, podcasts, blogs, so-
cial network accounts with a lot of followers are all means by which information is
constantly disseminated to the public. Although the controllers of such sources of
information would not be considered journalists for the purposes of the Law on the
Provision of Information to the Public, such persons are, for the purposes of the
Law on the Provision of Information to the Public, producers/disseminators of pub-
lic information, who prepare and/or submit public information for dissemination
or disseminate public information to the public and are responsible for the legality
of that information in accordance with the provisions of this and other laws.

Moreover, it is not only natural persons who produce and publish informa-
tion, opinions or ideas for the public - legal persons, such as non-governmental
organisations, public bodies, associations, etc., can also engage in such activities.

The actual activities of the one who requests the data (who is not a journalist
in the strict professional sense) must be taken into account when deciding whether
the data subject is eligible to act for journalistic purposes:

the nature and purpose of its activities to conduct and publicize research in
the public interest, and to present information, opinions or ideas of social relevance
to the public;

consistency and systematic nature of the activity;

whether it has its own publicly accessible information ‘channel; account, pod-
cast, etc., or effectively manages an information society media outlet for the produc-
tion and/or dissemination of public information or produces and/or disseminates
the content of such an outlet and thereby provides information society services;

whether the information produced is publicly available (channels content of
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which is only available to subscribers are considered to be publicly available).

Thus, if there is any doubt as to whether a person, e.g. the manager of a social
networking account or an employee of an organisation claiming to be acting for
journalistic purposes, is a journalist, it is recommended to ask for the publicly ac-
cessible information channel, podcast, website or other media outlet actually oper-
ated by the person or organisation in question, where the information is published.
Failure to provide information shall constitute grounds for a reasoned refusal to
provide the requested data.

When a clarification is provided, the circumstances of the individual case are
assessed: if there is no doubt about the subject’s journalistic activities (e.g. a request
for certain family links between persons holding senior positions in the institution
is made by a representative of an NGO), the data should be provided.

NB. If it is determined that full disclosure is not possible, disclosure of
part of the information should be considered on a case-by-case basis.

Step 3

It must be verified that the data request meets the necessity criterion.

It is presumed that when the data are requested by a journalist, stating that
they are needed for journalistic purposes, e.g. for the preparation of a publication,
the criterion of necessity is met (for the reasons already mentioned that a different
treatment would be incompatible with the safeguarding of the functions of the me-
dia in a democratic society and could be considered as censorship).

Requests for data must be complied with where there is no objective evidence
that freedom of information and expression may be abused in a particular case,
in other words, where there is no reason to believe that the data requested are not
needed for journalistic purposes, but for personal, commercial or other interests
incompatible with journalism.

The legislation does not provide for cases in which a journalist’s credibility
can be called into question and the journalist’s proper assessment of the data needed
for an investigation can be questioned, but it is possible to consider that the pre-
sumption of necessity should be waived in cases, for example, where the producer
and/or disseminator of the information has had more than two serious professional
misconduct offences during the last year, or has been recognised of being of poor
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professional conduct amongst producers and disseminators of public information.

The presumption of relevance also applies only in cases where the data re-
quested by the journalist do not include special categories of personal data. Special
categories of personal data include personal data disclosing racial or ethnic origin,
political opinions, religious or philosophical beliefs or trade union membership,
as well as genetic data, biometric data for the purpose of specific identification of
a natural person, data concerning health, or data concerning a natural person’s sex
life and sexual orientation (Article 9(1) GDPR). This category of data can only be
transferred under specific conditions: if the data subject has explicitly consented to
the transfer of the data to the journalist (legitimate ground - consent); if the data are
data that the data subject himself has already published or if the journalist presents
arguments that the processing of these data is necessary for reasons of overriding
public interest’ . In order to obtain these data, the journalist must provide detailed
evidence of the need for the data, the manner in which it will be used, the purpose
of its use, and his/her assessment of the substantial public interest in knowing which
outweighs the data subject’s rights (for example, (e.g. a request to confirm or deny
information on a sick leave certificate issued to a public figure and/or his/her trade
union membership, to ascertain whether such a person complies with the estab-
lished rules of conduct, does not abuse his/her rights and legal position, does not
have a conflict of interest between public and private interests, etc.).

If all three conditions are met, the data request must be satisfied.

Part Il
TEMPLATES AND EXAMPLES OF PRACTICAL SITUATIONS

Given the current lack of clarity and agreement in practice on how to rec-
oncile the requirements of personal data protection with the right to freedom of
expression and information, including the processing of data for journalistic pur-
poses, we recommend that, both in journalist inquiries and in the replies of public
authorities, standard phrases be used to justify one’s position and to understand

9  Article 9(2)(g) GDPR (“processing is necessary for imperative reasons of substantial public in-
terest based on Union or Member State law, which must be proportionate to the purpose pursued,
without prejudice to the essential elements of the right to data protection, and which must provide
for appropriate and specific safeguards for the protection of the data subject’s fundamental rights and
interests”).
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how personal data protection should be reconciled in a given case with the right to
process data for journalistic purposes, and who is responsible for what.

1 situation

The journalist N.N. receives anonymous information about possible favour-
itism and overpriced social housing from “insiders”

In order to verify this information, the journalist asks the administration of
the municipality to provide the names of the persons who were involved in the deci-
sion on the acquisition of social housing and to confirm or deny their possible links
- family ties - with Mr A.N., from whom the municipality acquired the apartment
to meet the needs of social housing.

Options for asking:

“Please provide me with the names of the persons who were involved in the
decision of social housing X acquisition, and confirm or deny their possible links
— family ties - with A.N., from whom the municipality purchased an apartment to
meet the needs of social housing. The information is being collected as part of a
journalistic anti-corruption investigation.”

Comment. The request is appropriate provided that there is no doubt that
the request was filed by a journalist. The only reason to return the request for more
information is to clarify whether the person is indeed a journalist.

Suggestions on how the journalist’s request could be improved:

“Please provide me with the names of the persons who were involved in the
decision of social housing X acquisition, and confirm or deny their possible links —
family links - with A.N., from whom the municipality purchased an apartment to
meet the needs of social housing. The information is collected in the context of a
journalistic anti-corruption investigation.

I hereby declare that I have read and agree to comply with the requirements
for the processing and protection of personal data; personal data will be processed
solely for the purposes of publication and/or programme and will be disclosed only
to the extent necessary to achieve the journalistic purpose.

I recall that, in accordance with Article 6(1)(f) of the GDPR and the provi-
sions of the Law on the Provision of Information to the Public, journalists have the
right to receive information necessary for the achievement of journalistic purposes
(the journalist’s freedom of expression and freedom of information constitutes a
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legitimate interest in obtaining the personal data necessary to inform the public
adequately about matters of interest to it).

I would like to remind you that refusal to provide the requested information
may result in liability under Article 547 of the Code of Administrative Offences of
the Republic of Lithuania, which stipulates that refusal by the heads of state and
municipal institutions and bodies to provide information to representatives of mass
media, except for the information that is not sensitive according to the laws of the
Republic of Lithuania, without stating the grounds for the refusal, or hindering the
performance of journalists’ professional duties, shall result in a fine for the heads of
state and municipal institutions and bodies.

ADDED. A copy of the document certifying that the person requesting infor-
mation is a journalist”

Possible answers from the authorities:

“Please be informed that your request has been processed. In the exercise of
our duty to provide journalists with information relevant for the achievement of a
journalistic purpose, and in view of the fact that you have cited Article 6(1)(f) of the
GDPR as the lawful basis for processing, we reply that the Mayor’s Adviser is related
to Mr A.N., from whom the Municipality acquired the apartment for social housing
purposes, by <...> the following <...>.

Providing this data does not mean that you can disclose it in a publication
and/or report without first checking your compliance with data protection require-
ments. We remind to you that any further processing of the personal data you have
provided, including the use of the data (volume, quantity) in publications and/or
reports, must be carried out in compliance with the GDPR and national legislation.
Please note that you may only publish personal data to the extent strictly necessary
for the purpose of journalism and in the public interest. Otherwise, you may be
liable in accordance with the aforementioned legislation.

This reply may be appealed to an administrative court in accordance with the
procedure laid down by the Law on Administrative Procedure of the Republic of
Lithuania or to the Lithuanian Administrative Disputes Commission in accordance
with the procedure laid down by the Law on the Pre-Trial Procedure of the Republic
of Lithuania for the Settlement of Administrative Disputes.

You can consult the Office of the Inspector of Journalist Ethics (www.zeit.
It) on the appropriate use of personal data in publications or other forms of work””

Comment. Suitable option.
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“Please be advised that your application was received on 01/01/2022. In ac-
cordance with the provisions of Regulation (EU) 2016/679 of the European Par-
liament and of the Council on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), we refuse to provide you
with the information you have requested, because of the presence of personal data
in it.

This reply may be appealed to an administrative court in accordance with the
procedure laid down by the Law on Administrative Procedure of the Republic of
Lithuania or to the Lithuanian Administrative Disputes Commission in accordance
with the procedure laid down by the Law on Pre-Trial Administrative Dispute Pro-
cedure of the Republic of Lithuania”

Comment. Not a suitable option. Neither the GDPR nor any other legislation
prohibits the transfer of personal data to journalists. This response is unjustified and
therefore unlawful.

Related situation

If a request of a journalist lacks information, they should be asked to clarify
it. For example, the following request is received:

“Please provide me with the names of the persons who were involved in the
decision to acquire social housing X, and confirm or deny their possible links — fam-
ily links - with A.N., from whom the municipality purchased an apartment to meet
the needs of social housing. Journalist X.Y”

This request does not indicate the legitimate purpose of the processing of per-
sonal data. The request must specify that the information is collected for journalistic
purposes, with a view to produce a publication or other form of work on matters
of public interest. The authority may also have doubts as to whether a person who
claims to be a journalist, but does not provide any evidence, is really a journalist.

Possible answers from the authorities:

a) “Please be advised that your application was received on 01/01/2022. As
the information requested contains personal data, we must ensure that you have a
legitimate basis for receiving it. You have not indicated in your request the purpose
for which you require this information and we cannot conclude from the mere fact
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that you identify yourself as a journalist that you are requesting information that
is relevant to the pursuit of journalistic purposes. We kindly ask you to clarify the
information relevant to your request by 7 January 2022:

provide evidence that you are a journalist (the media outlet you represent,
etc.);

specify the purpose of the processing (use) of the personal data requested.

This reply is of a procedural nature and is not subject to an appeal.”

Comment. Suitable option.

b) “Please be advised that your application was received on 01/01/2022. In
accordance with the provisions of Regulation (EU) 2016/679 of the European Par-
liament and of the Council on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation), we refuse to provide you
with the information you have requested.

Comment. Not a suitable answer.

Situation 2

The journalist N.N. requests information on the period of sick leave of the
civil servant V.T. during the first quarter of 2022 and the reason for the sick leave.

Options for a request:

“Please provide information on the period of sick leave of civil servant V.T.
during the first quarter of 2022 and the reason for the sick leave. Journalist N. N

Comment. No legitimate purpose for processing personal data indicated.

“Please provide information on the period of sick leave of civil servant V.T.
during the first quarter of 2022 and the reason for the sick leave. The information
is being collected as part of a journalistic anti-corruption investigation. Journalist
N.N”

Comment. The request is appropriate.

Suggestions on how the journalist’s request could be improved:

“Pursuant to Article 6(1)(f) of the GDPR, please provide me the information
on the period of sick leave of the civil servant Mr V.T. during the first quarter of
2022, and the reason for the sick leave. The information is collected in the context of
a journalistic anti-corruption investigation.

I hereby declare that I am aware of and undertake to comply with the require-
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ments for the processing and protection of personal data; the personal data will be
processed solely for the purposes of publication and programmes and will be dis-
closed only to the extent necessary to achieve the journalistic purpose.

I recall that, in accordance with Article 6(1)(f) of the GDPR and the provi-
sions of the Law on the Provision of Information to the Public, journalists have the
right to receive information necessary for the achievement of journalistic purposes
(the journalist’s freedom of expression and freedom of information constitutes a
legitimate interest in obtaining the personal data necessary to inform the public
adequately about matters of interest to it).

I note that refusal to provide the requested information may lead to liability
under Article 547 of the Code of Administrative Offences of the Republic of Lith-
uania, which stipulates that refusal by the heads of state and municipal institutions
and bodies to provide information to representatives of the mass media, except for
the information that is not sensitive according to the laws of the Republic of Lith-
uania, without stating the grounds for the refusal, or hindering the performance of
journalists in the performance of their professional duties, shall be punishable by a
fine for the heads of state and municipal institutions and bodies”.

ADDED. A copy of the document certifying that the person requesting infor-
mation is a journalist.

Possible answers from the authorities:

Information is provided in full.

Information is provided on the period of the sick leave, but the information
on the sick reasons for the sick leave is refused.

More information is requested.

Information is refused.

Comment. Information on the period of a sick leave of a civil servant should
be provided in accordance with the provisions of Articles 6(1)(f) and 9(2)(g) of the
GDPR and the Law on the Provision of Information to the Public, but clarification
may be requested if there is any doubt as to the status of the subject requesting the
information.

But information on the reason for the sick leave must not be provided under
Articles 14 and 18(1) of the Law on the Provision of Information to the Public.

Possible answers from the authorities:
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“Please be informed that your request has been processed. In accordance
with the provisions of Article 6(1)(f), Article 9(2)(g) of the GDPR and the Law on
the Provision of Information to the Public, we hereby inform you that the period
the sick leave of the civil servant Mr V.T. during the first quarter of 2022 was from
15.1.2022 to 18.2.2022.

Providing this data to you does not mean that you can disclose it in a publi-
cation and/or report without further data protection compliance checks. We cannot
tell you which personal data are relevant to the public interest, but we remind you
that any further processing of the personal data you have provided, including the
use of the personal data (scope, amount) in publications and/or reports, must be
carried out in compliance with the GDPR and national legislation. Please note that
you may only publish personal data to the extent strictly necessary for the purpose
of journalism and the public interest. Otherwise, you may be liable to the liability
provided for in the aforementioned legislation.

We regret to inform you that we cannot provide you with the reason for the
sick leave, as this is special category personal data (health data) and therefore disclo-
sure would only be possible in exceptional cases, with the consent of the individual
(which has not been obtained in this case), or where you have demonstrated an
overriding reason relating to the public interest in disclosing the data. Your request
does not contain such data and therefore this part of the request cannot be granted.
If you have evidence as to why disclosure of these special categories of personal data
is necessary for the protection of the substantial public interest, please provide it
and we will process your request.

This reply may be appealed to an administrative court in accordance with the
procedure laid down by the Law on Administrative Procedure of the Republic of
Lithuania or to the Lithuanian Administrative Disputes Commission in accordance
with the procedure laid down by the Law on the Pre-Trial Procedure of the Republic
of Lithuania for the Settlement of Administrative Disputes.

You can consult the Office of the Inspector of Journalist Ethics (www.zeit.lt)
on the appropriate use of personal data in publications and other forms of work”

Comment. Suitable answer.

“Please be advised that your application was received on 01/01/2022. In ac-
cordance with the provisions of Regulation (EU) 2016/679 of the European Par-
liament and of the Council on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing
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Directive 95/46/EC (General Data Protection Regulation), we refuse to provide you
with the information requested.

This reply may be appealed to an administrative court in accordance with the
procedure laid down by the Law on Administrative Procedure of the Republic of
Lithuania or to the Lithuanian Administrative Disputes Commission in accordance
with the procedure laid down by the Law on Pre-Trial Administrative Dispute Pro-
cedure of the Republic of Lithuania”

Comment. This reply does not provide the grounds for refusal as the GDPR
does not prohibit the provision of information to journalists. The specific grounds
for refusal to provide information should be indicated.

PART IV

OBLIGATIONS WHEN PROCESSING PERSONAL DATA FOR
JOURNALISTIC PURPOSES

The Guidelines mention that it is up to the journalist requesting the informa-
tion to decide what personal data is necessary for the preparation of an investiga-
tion, publication or other form of work and to what extent. The journalist to whom
the personal data are provided takes full responsibility for their proper, lawful and
fair processing and use and for assessing what data may be disclosed in the publi-
cation or other form of work, taking into account their necessity, proportionality,
the possibility of anonymisation, and the interests of the data subject. Once a pub-
lication or other form of work has been published, and in the event of a dispute
as to the compliance of the published information with the requirements of the
protection of personal data, the media outlet/journalist will be obliged to justify to
the supervisory authority and/or in court that it has carried out this assessment in
a responsible manner.

First of all, according to Article 5 of the GDPR, personal data must be pro-
cessed lawfully, fairly and in a transparent manner. This provision is in line with
the fundamental principles of public information enshrined in Article 3(3) of the
Law on the Provision of Information to the Public: public information in the media
must be presented fairly, accurately and impartially. Thus, personal data must be
processed for a legitimate purpose and on a lawful basis, and must be processed in
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a way that reflects only the legitimate and reasonable expectations of journalists,
while at the same time meeting the expectations of a democratic society.

According to Article 5(2) of the GDPR, media representatives, as data con-
trollers, are responsible for ensuring compliance with the principles governing the
processing of personal data. It should be stressed that journalists not only have to
comply with the principles relating to the processing of personal data, but also have
to be able to demonstrate compliance with the principles. This means that jour-
nalists have the burden of proof that a balancing test has been carried out and that
different interests have been taken into account. In other words, the journalist must
responsibly assess and prioritise the public’s right to know and the right to protec-
tion of personal data before publishing personal data - a balancing test.

Data collected for journalistic purposes can and must be processed only for
the purpose for which they were collected. In other words, personal data shall be
collected for a specified, explicit and legitimate purpose and shall not be further
processed in a way incompatible with the journalistic purpose; further processing
for archiving purposes in the public interest shall not be considered incompatible
with the original purpose (purpose limitation principle).

Journalists are also subject to the principle of data minimisation, which
means that personal data can only be processed to the extent necessary to achieve a
specific purpose. However, given the specific nature of the work of those involved in
journalism and the GDPR’s aim to reconcile freedom of expression and information
with the right to the protection of personal data, a journalist may also keep other
data which are not related to a specific investigation but which may be of use for
future investigations.

It should be noted that personal data processed for journalistic purposes
must be processed in such a way as to ensure, through appropriate technical or
organisational measures, adequate security of personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruc-
tion or damage (integrity and confidentiality principle). Failure to apply appropriate
security measures to the processing of personal data for journalistic purposes may
lead to problems in ensuring the protection of personal data and to violations of
the rights of data subjects in the media field. Therefore, both journalists and me-
dia outlets, as data controllers, must ensure the protection of personal data of data
subjects processed for journalistic purposes by all available technical and organisa-
tional means.
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V PART
EXERCISING AND DEFENDING RIGHTS

Journalists and other producers/disseminators of public information have
the exclusive right to receive the information they request from state and municipal
authorities within 1 working day (Article 6 of the Law on the Provision of Informa-
tion to the Public ).

Authorities that refuse to provide information must inform in writing about
the grounds for refusal the next working day. Every journalist or other producer/
disseminator of public information has the right to defend freedom of the media.

In the letter refusing to provide the information, the authorities must also
specify the appeals procedure and, if necessary, provide a verbal comment on the
procedure of appeals of that decision.

Where to consult?

Both public authorities and journalists can consult the OJEI on issues related
to obtaining information from state or municipal authorities. The OJEI provides
advice to journalists, producers and disseminators of public information, public au-
thorities, and other persons interested in human rights and freedoms of the media
and in the dissemination of public information in general. All consultations are on
public information, the lawfulness of its dissemination and the lawful collection
of information. Although not binding, the consultation of the OJEI may serve as a
basis for a decision of the authority following an interpretation by one of the GDPR
supervisory authorities.

Practical information on appeals procedures

A media representative who does not receive the requested information from
a public administration body or other public authority shall have the right to appeal
against such a refusal in accordance with the procedure established by law.

Possible ways of appeal: to the Seimas Ombudsmen’s Office (decision - rec-
ommendation), to the Lithuanian Administrative Disputes Commission (binding
decision), to court (binding decision).
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CHAPTERII
RELEVANT CASE LAW

The main purpose of the GDPR is the protection of personal data. At the
same time, the GDPR stresses that this right is not absolute and must be balanced
with other fundamental rights and freedoms, including the freedom of expression
and information. In turn, the freedom to hold opinions, to receive and disseminate
information and ideas is one of the foundations of an open, fair and harmonious
civil society and a democratic state and cannot be restricted except by law, if nec-
essary to protect personal health, honour and dignity, private life, morals, or to
defend the constitutional order (Article 25(3) of the Constitution of the Republic of
Lithuania). Restrictions on freedom of expression must always be perceived as an
exceptional measure and must be consistent with the objective pursued: to prevent
war propaganda, disinformation or incitement to hatred, to protect another im-
portant public interest or to protect the rights and freedoms of individuals. This re-
striction is exceptional as the grounds for restriction laid down in the Constitution
cannot be interpreted by broadening them, and the criterion of necessity enshrined
in the Constitution implies that in each case, the nature and scope of the restriction
must be consistent with the objective pursued.

The Constitution thus guarantees and protects the public interest in being
informed. The European Court of Human Rights (ECHR), in its case law, has em-
phasised the fundamental role of the media in society and the need for exceptional
protection of freedom of expression, and has pointed out that the media plays a vital
role as a “public watchdog” (ECHR Jersild v Denmark judgment of 24 September
1994, Axel Springer v Germany judgment of 7 February 2012). Article 10(1) of the
Convention for the Protection of Human Rights and Fundamental Freedoms (“the
Convention”) enshrines the right to freedom of expression, which encompasses the
freedom to hold opinions, receive and disseminate information and ideas. However,
this freedom, like the right to protection of personal data and privacy, is not abso-
lute.

In accordance with Article 85(1) of the GDPR, the right to the protection of
personal data under the GDPR must be reconciled in the law of a Member State
with the right to freedom of expression and information, including processing of
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data for journalistic purposes and for the purposes of academic, artistic or literary
expression. The exceptions under Lithuanian law are set out in Article 4 of the Law
on the Legal Protection of Personal Data (Processing of Personal Data and Freedom
of Expression and Information). Where personal data are processed for journalistic
purposes or for purposes of academic, artistic or literary expression, Articles 8, 12
to 23, 25, 30, 33 to 39, 41 to 50, 88 to 91 of the GDPR do not apply. In most cases,
processing of data for journalistic purposes is carried out on the basis of the princi-
ple of legitimacy in Article 6(1)(f) of the GDPR: the processing is necessary for the
purposes of the legitimate interests of the controller or of a third party, unless such
interests of the data subject or the fundamental rights and freedoms of the data sub-
ject, which require protection of the personal data, are overridden by such interests,
in particular where the data subject is a child.

It is important to note that according to Article 6(3) of the Law on the Pro-
vision of Information to the Public, state and municipal institutions and bodies are
obliged to provide public information, as well as existing private information, in
accordance with the procedure established by the Law on the Right to Access Infor-
mation and Reuse of Data and other laws, with the exception of the cases stipulated
by the law, where private information is not provided. Pursuant to Article 18 of
the Law on the Provision of Information to the Public, state and municipal insti-
tutions and bodies, as well as other institutions, undertakings and organisations,
shall not disclose to producers and/or disseminators of public information, or to
any other person, information which by law constitutes a state, official, professional,
commercial or banking secret or which is of a private character; information which
is prohibited by other laws from being disclosed because its disclosure would un-
dermine the interests of national security and defence, the prosecution of persons,
or would encourage the violation of the integrity of the territory of the State or of
public order, or because its withholding would be detrimental to the prevention of
infringements of the law or would be essential for the protection of human health.

As regards the provision of information to journalists by an institution or
body, it should be noted that the balance between the public’s right to know and
the individual’s right to privacy also depends on the specific nature of the activities
of the public institution or body and, where appropriate, of the persons working
for it. For example, when providing information on pre-trial investigation cases,
law enforcement institutions and prosecutor’s offices are guided by the principle
that the pre-trial investigation data is sensitive data (Article 177 of the Criminal
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Procedure Code of the Republic of Lithuania). In this regard, journalists, public
information producers (disseminators) cannot expect to receive more data from the
aforementioned institutions than the prosecutor will declare admissible before the
case is heard by the court. It should be noted that the publication in the media of
personal data on suspects, accused, convicted persons or victims who are minors,
from which it is possible to determine their identity, is generally prohibited. Where
the law expressly and explicitly prohibits the publication of certain personal data,
such data shall not be communicated to journalists.

Information that does not require the collection of additional data shall be
made available to producers and/or disseminators of public information and to
journalists at least within one working day, and information that requires the collec-
tion of additional data shall be made available at least within one week at the latest.
State and municipal institutions and bodies and other budgetary institutions which
refuse to provide public information to a public information producer shall inform
the producer in writing of the reasons for refusing to provide the information no
later than on the next working day (Article 6(4), (5) of the Law on the Provision of
Information to the Public ).

Obviously, the work of a journalist is directly linked to one of the most fun-
damental rights of every person - the right to hold and express opinions (freedom
of information). As already mentioned, a journalist has the right to receive infor-
mation promptly, given his or her status (Article 6(4) of the Law on the Provision of
Information to the Public).

In Lithuania, there is an emerging problem: the unjustified reliance on the
GDPR in certain cases by state and municipal institutions and bodies, as well as
other institutions, companies and organisations, to refuse to provide information
for journalistic purposes. The most unclear issue for the authorities implementing
the Law to Obtain Information and the Reuse of Data is the status of the increas-
ingly popular freelance journalists and citizen journalists and their right to access
information, in particular related to personal data.

Pursuant to Article 4(1) of the Law on the Provision of Information to the
Public, everyone has the right to freely express his or her thoughts and beliefs and
to freely collect, receive and disseminate information and ideas. The freedom to
collect, receive and disseminate information may not be restricted except by law if
necessary to protect the constitutional order, human health, honour and dignity,
private life, morals. Moreover, according to Article 5(1)(3) of the Law on the Pro-
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vision of Information to the Public, the right to take notes, photograph, film, use
audio-visual equipment and record information in any other way, except for the
cases referred to in Article 13 of this Law, is available to any person (not only to the
journalist), and the obligation not to use audio-visual equipment is available to the
journalist only in the case when the private person providing the information, and
not the public person, does not wish to use it (Article 41(2)(9) of the Law on the
Provision of Information to the Public ). The controller should objectively assess,
upon receipt of the request, whether the recipient of the personal data has the right
to receive such information.

Although the Law on the Provision of Information to the Public defines a
journalist as a natural person who, on a professional basis, collects, prepares and pre-
sents material to the producer and/or disseminator of public information under a con-
tract with him and/or is a member of a professional journalists’ association. (Article
2(85) of the Law the Provision of Information to the Public), the changing social sit-
uation is a clear indication that the definition of a journalist no longer corresponds
to the current state of affairs, and it should not be understood in a narrow sense.

According to the case law, in order to take into account the importance of
freedom of expression for the democratic community as a whole, the concepts
involved, including journalism, must be interpreted broadly. The case-law of the
Court of Justice of the European Union (CJEU) holds that the processing of per-
sonal data for the sole purpose of journalism is considered to be an activity the
sole purpose of which is to disclose to the public information, opinions or ideas
(CJEU Judgment of 14 February 2019, Case C-345/17). The purpose of journal-
ism is understood broadly and not limited to professional journalistic activities.
The exemption for journalistic activities is not linked to the legal relationship of
employment with a particular media outlet or to professional membership of a pro-
fessional organisation of journalists. It shall be granted to any person who engages
in journalistic activities. The ECtHR has clarified that in today’s society, it is not
only the media that can act as a guardian of the public interest, but also different
non-governmental organisations, public bodies and associations play a similar role.

Journalistic activities are those activities the purpose of which is to dissemi-
nate information, opinions or ideas to the public by any means of communication.
The fact that a person is not a professional journalist does not mean that the jour-
nalistic exception does not apply.

The Supreme Administrative Court of Lithuania has also established that
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the Law on the Provision of Information to the Public must be interpreted broad-
ly, covering not only traditional but also modern, although not directly regulated,
forms of electronic media, focusing not on the formal features of the organisation
of such media, but on the functions they actually perform.

It is important to note that the purpose of journalism is not exclusively re-
lated to the publication of information, but also includes processing of personal
data, such as the collection of data for the purpose of disseminating information,
opinions or ideas to the public. The mere fact that the personal data collected have
not been made publicly available does not mean that the processing of personal
data has not been carried out for journalistic purposes. It should be noted that the
Law on the Provision of Information to the Public and the Lithuanian Code of
Ethics for Public Information oblige journalists to provide to the public only with
verified, correct information, and therefore a journalist does not necessarily have to
be convinced that the hypothesis of a journalistic investigation will be confirmed
before requesting information. It is understood that in the course of a journalistic
investigation, there may be situations where the information that is the subject of
the investigation is not confirmed by the investigation and is therefore not pub-
lished. However, such data collection is undoubtedly carried out for journalistic
purposes. It is also important to emphasise that the receipt of the requested infor-
mation does not in itself imply a lawful dissemination of the information to the
public in its entirety. The responsibility for the information published lies with
the person who published it, the producer/disseminator of public information, who
must assess in each case how much and what kind of information is appropriate to
publish. In turn, it cannot be argued that any information published on the internet
containing personal data falls within the concept of ‘journalistic activity’ and is
therefore covered by the exemptions of the data protection requirements. Not all
information published on the internet together with personal data falls within the
concept of ‘journalistic activities’.

Recital 153 of the GDPR’s Preamble states that “in order to take account of
the importance of the right to freedom of expression in a democratic society, con-
cepts relating to this freedom, such as journalism, must be interpreted in a broad
sense”. For example, according to the case-law the concept of “journalistic purpos-
es” must be interpreted in accordance with Article 2(75) of the Law on the Provi-
sion of Information to the Public (“information intended for public dissemination”)
and Article 14(3) of that law (“when it contributes to the disclosure of violations of
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the law or of criminal offences, and when the information is given in the course of
a public hearing. In addition, information on the private life of a public person may
be published without his/her consent if the information discloses circumstances or
personal characteristics of his/her private life which are of public importance™), i.e.
the processing of personal data for the purposes of journalism is an activity which
collects or publishes information of relevance to the public information or public
interest.

Taking into account the case law, as well as the nature of activities of specific
natural persons - authors of blogs - and the functions performed by them in the pro-
vision of public information to the public, it is obvious that they can be recognised
as sui generis managers of information media, and thus also as producers and/
or disseminators of public information, and their blogs - as means of information
media in the meaning of the Law on Information Society (Decision of the Supreme
Administrative Court of Lithuania of 20 April 2009 in case No A-444-70/2009).

According to this interpretation, internet bloggers are the producers/dissem-
inators of public information and must ensure the lawfulness of the information
published. Thus, despite the fact that the activities and legal status of such citizen
journalists are not specifically regulated by the Law on the Provision of Informa-
tion to the Public, this does not constitute a reason to claim that the managers
of accounts, blogs and information media are excluded from the sphere of legal
regulation. Such persons are treated as producers (disseminators) of public infor-
mation in terms of their activities, and the means managed by them, which provide
information to the public with a certain content, are treated as a public information
medium.

Recipient means a natural or legal person, public authority, agency or other
body to which the personal data are disclosed, whether or not it is a third party
(Article 4(9) GDPR).

In the present case, the data recipients could be:

Journalists, producers of public information - an audiovisual media service
provider, a radio broadcaster, a publishing house, a cinema, sound or video studio,
an information, advertising or public relations agency, an editorial office, a man-
ager of an information society media outlet, an independent creator, a journalist
or any other person who prepares or submits public information for dissemination
(Article 2(76) of the Law on the Provision of Information to the Public ); dissemina-
tors of public information - an audiovisual media service provider, a retransmitter,

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
69




ZURNALISTY ETIKOS
XY INSPEKTORIAUS TARNYBA

. Projektas finansuojamas
Mykolo Romerio Europos Sajungos
universitetas Teisiy, lygybés ir pilietybés

programos lésomis

a person providing online distribution of television programmes and/or individual
programmes to the consumers of the Republic of Lithuania, a video sharing plat-
form service provider, a broadcaster of radio programmes, an operator of an infor-
mation society media outlet, or any other person disseminating public information
to the general public and being responsible for the legality of such information in
accordance with the procedure laid down by this and other laws (Article 2(77) of
the Law on the Provision of Information to the Public ).

The right to collect/receive information is an integral part of freedom of ex-
pression. Restrictions on freedom of expression may only be imposed if they are
lawful, proportionate and necessary in a democratic society. These grounds for re-
stricting freedom of expression follow from the extensive case law of the ECHR
on the application of Article 10 of the Convention. Article 10 of the Convention
imposes negative and positive obligations on each State Party, which the State must
fulfil in order to guarantee freedom of expression. As a general rule for the appli-
cation of Article 10 of the Convention, any restrictions on freedom of expression
are discouraged.

The jurisprudence developed by international courts shows that, in order to
reconcile the right to privacy and the right to freedom of expression, the ECHR and
the CJEU have identified a number of relevant criteria to be taken into account,
namely: the contribution to a debate of general (public) interest, the prominence of
the person in question, the subject matter of the report, the previous behaviour of
the data subject, the content, the form and the consequences of the publication, the
manner and the circumstances in which the information was obtained and to what
extent it represents the truth. In addition, account must be taken of the possibility
for the controller to take measures to minimise the interference into private life
(ECHR Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, 27.06.2017,
CJEU Judgment of 14.02.2019, Case C-345/17).

As regards the differences between the status of public and private persons, it
should be noted that a public person, by virtue of his or her position in the society,
does not benefit from the same scope of privacy protection as a private person - the
boundaries of the protection of the public person’s privacy are much narrower.

Given that a public figure’s position in society is partly due to the attention
he/she receives from the public, and given that the conduct of a public figure has
an impact on the lives of other members of the public, they cannot claim the same
protection for their private life as a private individual. On the other hand, a pub-

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
70




ZURNALISTY ETIKOS
INSPEKTORIAUS TARNYBA

. Projektas finansuojamas
Mykolo Romerio Europos Sajungos
universitetas Teisiy, lygybés ir pilietybes

programos lésomis

lic figure also has a right to a private life. Information about a public figure may
not be collected and published in an unregulated way. Information about the life
of a public person must be collected in a lawful manner (2012-11-15 Lithuanian
Supreme Court (hereinafter - the Supreme Court of Lithuania) ruling in case No
3K-3-481/2012).

The Constitutional Court of the Republic of Lithuania, in its Resolution of
23 October 2002 “On the Compliance of Article 8 and Article 14(3) of the Law on
the Provision of Information to the Public of the Republic of Lithuania with the
Constitution of the Republic of Lithuania”, noted that the personal characteristics
of persons participating in public and political activities, their behaviour and some
circumstances of their private lives may be relevant for public affairs. The public
interest in knowing more about these persons than about others is constitutionally
justified. That interest would not be safeguarded if the publication of information
of public interest concerning the private life of a person involved in public and
political activities required the consent of that person in each individual case. Con-
sequently, the media may, without the consent of a person, inform the public about
the private life of such a person to the extent that the personal characteristics, con-
duct and other circumstances of that person’s private life may be relevant to public
affairs and that the information published is therefore of public interest. A person
involved in public and political activities cannot help but expect greater public and
media attention (paragraph 8 of the Resolution).

In recent years, the concept of the public person has expanded enormously.
This is due to both the amendments to the Law on the Provision of Information to
the Public adopted by the legislator and the changes in the case law of the Supreme
Administrative Court. 4 public figure is: 1) a state politician, 2) a judge, 3) a state
or municipal official, a civil servant, a person employed under a contract of em-
ployment in a state or municipal institution or body, provided that the decisions or
activities adopted by him/her have an impact on the public, as well as a member
of working groups, committees, commissions, councils and other collegial bodies
established in these institutions or bodies, 4) the head of an enterprise or a body
of management or a member of the management body of an undertaking or body of
an institution under control of the state or municipality; (5) a member of a political
party’s governing body or of an election committee; (6) a candidate in an election
(the status of a public person shall be retained after the election for a period of time
equal to one term of office of the institution for which the person is a candidate); (7)
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the head of a legal person which concludes public procurement contracts and/or
performs public procurement contracts as a subcontractor, or a participant hold-
ing 1/4 or more of the votes at a meeting of participants, (8) a lobbyist or a person
who acts on behalf of legal persons engaged in lobbying activities, (9) the head or
a participant holding 1/4 or more of the votes at a meeting of participants of an
association or a public body which has received State and/or municipal funding in
the last 4 years, (10) a publicly known natural person, a popular social networking
personality or a blogger, who shapes the opinion of targeted groups of the public
on a range of issues and/or who receives an income from such activities, if their
activities are relevant to the public affairs; 11) any other natural person who has
public administration powers and/or administers the provision of public services,
and/or who has been brought into the public domain by his/her actions or position,
if his/her activities are of public interest (Article 2(74) of the Law on the Provision
of Information to the Public ).

The Supreme Administrative Court has noted that the restriction of the priva-
cy of a former Member of the Seimas, who no longer considered himself a public
figure, was found to be proportionate. However, a person’s publicity does not auto-
matically cease with the end of his or her office, and the case of a breach of public
order (traffic rules) dealt with in the publication satisfied a clear public interest to
know. The Court noted that the legislation does not provide for a period of time
during which a person may no longer be considered a public figure once he or she
has ceased to engage in active public activities, and therefore each situation must
be assessed individually, taking into account the person’s activities, the public’s
expectations of the former members of the Seimas, etc., and that it is not possible
to determine this in advance for a specific period. The real interest of a certain part
of the public in receiving information illustrated by a photograph of a person in
order to prevent further actions possibly violating generally accepted rules of good
conduct has been highlighted, and the composition of the applicant’s photograph is
a way of journalists’ self-expression (ruling of the Supreme Administrative Court of
Lithuania of 17.03.2021 in administrative case No. eA-323-492/2021).

In another case, the Supreme Administrative Court of Lithuania changed the
previously developed practice by adopting a decision in an administrative case in
which it assessed the legality of the information about the applicant published in
the TOP Richest Persons List and expanded the concept of a public person. In
the opinion of the Extended Chamber of Judges, the concept of a public person
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enshrined in the Law on the Provision of Information to the Public should be in-
terpreted in the light of the ECHR jurisprudence on the matter. In the present case,
there was no dispute that the applicant does not have public administration powers,
does not administer the provision of public services and, by the nature of her work,
is not regularly involved in public or social activities. However, in the view of the
Chamber, the country’s richest persons occupy a position in society which makes
their activities in relation to the management of their wealth of public interest (the
creation of many jobs, the business environment, the collection of taxes for the
State budget) and which therefore makes them public figures within the meaning
of both the Convention and the Law on the Provision of Information to the Public .

In this case, the Court made a very important point that there is no uniform
level of publicity for public figures. The Court noted that the right of public persons
to keep their private life secret is in principle more extensive when they do not hold
any official position and more limited when they do hold such a position (75 Sep-
tember 2021, decision of the Supreme Administrative Court in administrative case
No eA-2066-624/2021).

In the aspect of the development of the concept of a public person, it is im-
portant to note that in one case the Supreme Administrative Court did not analyse
the concept of a public person provided for in the Law on the Provision of Infor-
mation to the Public (according to which the applicant did not meet any of the
criteria of a public person), did not cite any specific case law, on the basis of which
the provision of support to a political party could be recognised as a criterion for
classifying a person in the category of public persons, However, it formulated the
practice that the relevance of the information disseminated about a person to the
public automatically determines the recognition of a person as a public person, and
established the provision that a person may be recognised as a public person only
in one specific case, in one individual situation (27 October 2021, Supreme Admin-
istrative Court ruling in administrative case No. eA-2078-815/2021).

The Supreme Administrative Court has revealed a trend to broaden the con-
cept of public person and expressed the necessity to assess whether participation in
public procurement is relevant to the classification of a person as a public person.
The Chamber of Judges emphasised that the criterion of public resources is one of
the essential criteria for determining the category of public persons. In this respect,
paragraph 7 of Resolution No 1165 (1998) of the Parliamentary Assembly of the
Council of Europe on the right to privacy establishes that public persons are those
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who hold positions in the public service and/or use public resources and, in general,
all those who play a significant role in public life (political, economic, artistic, so-
cial, sports or in any other sphere) (Resolution of the Supreme Administrative Court
of Lithuania of 17 November 2021 in administrative case No eP-83-602/2021).

The Supreme Administrative Court, in interpreting and applying the con-
cept of a public person, emphasised that even in cases where the third party does
not have public administration powers, does not administer the provision of public
services, and does not, by virtue of the nature of his/her work, regularly participate
in state or public activities, the determination of whether that person is a public
person also includes an assessment of the relevance of the person’s activities to
public affairs. “The ECHR itself has repeatedly drawn the boundaries of the public
person and its jurisprudence has included not only elected public officials or celeb-
rities, but also business people <...>, journalists and lawyers <....>, distinguished
academics <...>, as well as other persons occupying a relevant position in society or
involved in the public sphere <...>” (Decision of the Supreme Administrative Court
of Lithuania of 3 February 2022 in case No. eA-51-822/2022).

It is worth noting that the change in the concept of the public figure also re-
flects society’s changing social situation and its appreciation of the increasing num-
ber of areas where person’s actions have a significant impact on, and a legitimate
interest for the society.

In the context of data provision, the public interest is particularly relevant,
usually in relation to matters that affect the public to the extent that it can legit-
imately take an interest in them, and that attract their attention or concern in a
significant way, in particular because they affect the well-being of the population or
the life of the community. The same is true of matters which are likely to give rise
to significant controversy, which concern an important social matter or issue about
which the public would have an interest in being informed (ECHR judgment of 27
June 2017, Satakunnan Markkinaporssi Oy and Satamedia Oy v Finland).

The Supreme Administrative Court, having examined the administrative case
concerning the audio recording of the Government meeting, established that the
refusal of the Office of the Government of 4 October 2018 to provide the informa-
tion recorded in the audio recording violated the right of the applicant journalists
to receive, collect and disseminate information. The Court’s ruling states that the
Government Office, in the exercise of its public functions, made the following made
an audio recording of the Government’s meeting on 3 October 2018 and had the
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information on the activities of the Government at its disposal at the time when the
applicants’ requests were lodged, on 4 October 2018. It therefore had the opportu-
nity to make it available within one working day, as provided for by the Law on the
Provision of Information to the Public .

The ruling of the Supreme Administrative Court noted that the Office of the
Government did not provide any evidence in the case that it could not disclose the
information about the Cabinet meeting (which is one of the organisational forms
of the Government’s activities) on the grounds that such a restriction was necessary
by law and in a democratic society in order to protect the rights and freedoms of
other persons and the values enshrined in the Constitution. The Chamber of Judges
noted that the publication of all documents available and generally accessible in the
public sector, not only those relating to the political process but also those relating
to the legal and administrative process, is an essential means of expanding the right
to know, which is a fundamental principle of democracy (Order of the Supreme Ad-
ministrative Court of the Republic of Lithuania in Administrative Case No eA-1639-
520/2020 of 2020-07237).

In another case, the Supreme Administrative Court referred to the practice
established by international courts that when a private company chooses to engage
in transactions involving substantial public funds, it voluntarily opens its activi-
ties to greater public scrutiny. This is particularly so in cases where it is alleged
that such transactions have been detrimental to public finances (ECHR, judgment
of 27.11.2007, Timpul Info-Magazin and Anghel v. Moldova, p. 34) The same is es-
sentially true of a private individual who engages in the public sphere: in a case
concerning repairs carried out by a contractor in publicly funded institutions, the
Court held that the contractor was thus a recipient of public funds; by engaging in
the public sphere, private individuals expose themselves to greater scrutiny, and the
proper use of public funds is undoubtedly part of the public interest (ECHR judg-
ment of 21.12.2010 in Novaya Gazeta v Voronezhe v. Russia, pp. 46-48).

In another case after the reopening of the proceedings, the Extended Cham-
ber of Judges of the Supreme Administrative Court of Lithuania (SAC]) disagreed
with the conclusion of the defendant, the court of first instance and the SAC]J Col-
lege of Judges that the purpose of the Publication could have been achieved without
disclosing the data of the third interested party. The Extended Chamber of Judges of
the Supreme Administrative Court held that the non-disclosure of the final benefi-
ciary of the benefits of the public procurement and of his links with the contracting
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authority would render that part of the Publication essentially meaningless, since
the mere provision of abstract information, leaving the public to speculate about the
links, closeness and importance of the organisations (and the persons working for
them or otherwise directly involved in their activities), would not allow the general
public to understand the real situation in the area described, and thus to make a real
contribution to the debate on the public interest in the proper use of public funds.
In the circumstances, the provision of more limited information would only allow
the applicant to exercise his right to information and freedom of expression in a
declarative manner.

At the same time, the Court pointed out that, unlike a private person who is
not known to the public, a public figure cannot ask for a special protection for his/
her private life. Furthermore, Extended Chamber of Judges, taking into account the
status of the third party, the content of the Publication, its text and its context, held
that, in the present case, the Publication referred to a public figure in the context of
a subject of public interest (the issue of public procurement, that is, the allocation
and use of public resources), and that the reported facts contributed to the debate in
a democratic society. It also stressed that the information published in the Publica-
tion about the third interested party - his name and relationship with an employee
of another undertaking - was not presented as inducing curiosity, but on the con-
trary, it was considered necessary and contributed to the public interest debate and
informed the public about the subject of public procurement covered by the Publi-
cation (judgment of the Supreme Administrative Court of the Republic of Lithuania of
3 February 2022 in case No eA-51-822/2022).

Gathering information is an important preparatory step in journalism and
is an integral, protected part of press freedom. Therefore, in the light of the interest
protected by Article 10 of the Convention, the law may not permit arbitrary re-
strictions which may amount to a form of indirect censorship by the authorities by
creating obstacles to the gathering of information (ECtHR judgment of 26.4.2006,
Dammann v. Switzerland, Application No. 77551/01).

Thus, in the light of the case-law, the question of the provision of information
must be based on an assessment of (1) the public interest to know the information
requested, (2) the possible negative consequences of providing such information
and (3) whether the public interest to know the information outweighs the possible
negative consequences.
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Lithuanian Supreme Court case law:

1. Order of 2 January 2008 in civil case No 3K-7-2/2008
2. Resolution of 15 November 2012 in civil case No 3K-3-481/2012
3. 2016-06-21 ruling in criminal case No 2K-206-303/2016
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Introduction

The fact that exemptions under Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (“General Data Protection Regulation”)
(“GDPR”) are applicable to the publishing of information for the purposes of jour-
nalism, does not mean that journalists are exempt from the obligation to properly
protect personal data. The journalist to whom personal data are communicated in
the course of a journalistic investigation takes full responsibility for their proper,
lawful and fair processing and use. For these reasons, journalists should consider
the sensitivity and confidentiality of the personal data they possess and the harm
that could result in cases of loss or misuse of such information. Journalists should
take steps to prevent the leakage, loss or use of personal data collected in the course
of an investigation without a legitimate purpose.

It is understood that the work of journalists and other professional producers
(disseminators) of public information would be impossible without the collection
and processing of personal data, and therefore both journalists and media outlets,
as data controllers, must aim to ensure the protection of the personal data of the
data subjects processed for the purpose of journalism by all available technical and
organisational means. Controllers (processors) of personal data, including journal-
ists, must not only ensure that the processing of personal data is lawful, but also
that such processing is in accordance with the principles set out in Article 5 of the
GDPR. Although Article 4 of the Law on the Protection of Personal Data of the
Republic of Lithuania provides for exceptions to the application of the GDPR in
cases where personal data are processed for journalistic purposes, the obligation to
comply with the principles of processing personal data remains.

In the cyber world, the security and privacy of personal data is fragile. Lap-
tops, tablets, smartphones, different compact data storage devices, cloud computing
and wireless data networks have become part of our everyday life. We use these
technologies at work, at home, when travelling, to collect, store, process and trans-
mit a wide range of information, including personal data. Without sufficient knowl-
edge and negligent, irresponsible use of technology, there is a high risk not only of
data loss, but also of data theft or accidental dissemination.

While every institution/editorial office should follow the rules for safe use
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of information technology and data processing set out in its internal procedures,
journalists themselves must also take care of the security of the technology they use.
Backing up data protects against data loss. When data is lost, there is usually some
loss associated with that and that is the end of the data journey. In the case of data
leakage, theft or accidental publication, things are much more complicated and the
consequences can be very varied and long-lasting, depending on the sensitivity of
the data. According to different studies, around half of data security violations are
related to the loss of equipment (loss, theft, etc.). We will discuss the basic principles
of how to deal with the tools used to collect, process, store and transmit data.
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PART |
KEY PRINCIPLES

Principle of lawfulness, fairness and transparency

According to Article 5(1)(a) of the GDPR, personal data must be processed
in a lawful, fair and transparent manner in relation to the data subject. This princi-
ple includes three different requirements:

Lawfulness. In order for processing to be lawful, personal data should be pro-
cessed with the consent of the data subject concerned or on the basis of another
lawful legal basis set out in the GDPR. Given the specific nature of the journalis-
tic purpose and the exceptions provided for in the Personal Data Protection Act,
consent is generally not possible for the collection of information necessary for a
journalistic investigation which contains personal data. Therefore, when process-
ing personal data in order to ensure a legitimate and justified public interest, the
journalist must be sure at the time of collecting personal data that the journalistic
investigation and the subject matter of the investigation are in the public interest,
even if the suspicions raised by the collection of the information necessary for the
investigation may not be substantiated.

Fairness. The principle of fairness is not defined in the GDPR, but it im-
plies that the processing of personal data must be in accordance with the spirit and
meaning of the GDPR, not just its formal provisions. In general, fairness means that
personal data must be processed in a way that satisfies the data subject’s reasonable
expectations. Fairness also means that the media must collect and use information
about natural persons in a fair and lawful manner and without causing any unjusti-
fied harm. For example, journalists have the right to collect information without the
knowledge or consent of the data subject, but it would be unfair to actively mislead
individuals as to the journalist’s identity or intentions.

Transparency. In applying the principle of transparency;, it should be clear to
natural persons how personal data relating to them are collected, used, accessed or
otherwise processed, as well as the extent to which those personal data are or will
be processed. This principle relates in particular to the information of data subjects
as to the identity of the controller and the purposes of the processing, as well as
to further information to ensure fair and transparent processing in relation to the
natural persons concerned, their right to obtain confirmation of the processing of
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personal data relating to them, and their right to receive those data. In applying this
principle to journalistic activities, it should be noted that the Law on the Protection
of Personal Data provides for an exception to the data subject’s right of access to the
data processed, and that the right to object to processing is not valid. Thus, although
the journalist is not obliged to inform the individual about the processing of his/
her personal data, nor is he/she obliged to obtain his/her consent to the processing,
the principle of transparency requires that personal data be collected in a rational
manner and without abusing the rights. For example, a journalist working for one
editorial office which has a data contract with the public registers should not use
the rights conferred by this contract to use the data collected on the basis of this
contract in another editorial office which, for some reason, does not have the right
to receive information from the public registers.

EXAMPLE.

A journalist with access to the data of the State Centre of Registers came
up with the idea of checking how much and what kind of real estate his neigh-
bour owns for purely personal reasons. Journalists should not collect data which
are not the subject of a journalistic investigation, as such collection would not be
in the public interest and would be unlawful and unjustified.

Principle of purpose limitation

Personal data must be collected for specified, explicit and legitimate purposes
and not processed in a manner incompatible with those purposes. The processing
of personal data for purposes other than those for which they were originally col-
lected should only be permitted if the processing is compatible with the purposes
for which the personal data were originally collected. In such a case, a separate legal
basis is not required, but the basis on which the collection of personal data is au-
thorised is sufficient. Further processing for archiving purposes in the public inter-
est, for scientific or historical research purposes or for statistical purposes should be
considered as compatible lawful processing operations. When processing personal
data, the journalist must not deviate from the journalistic purpose and use the per-
sonal data collected or gathered for other purposes unrelated to the journalistic
purpose.
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EXAMPLE

A journalist, who has the right to collect data on real estate owned by nat-
ural persons in the Real Estate Register free of charge, should not collect person-
al data in the Register for the purpose of finding out who the owner of a house
is and making an offer based on that information but rather for preparing the
publication.

Data minimisation principle

Personal data must be adequate, relevant and only necessary for the purposes
for which they are processed. This principle implies that only personal data neces-
sary to disclose the objective of the journalistic investigation should be collected,
and that superfluous data which are manifestly irrelevant to the ongoing or any
future investigation should not be collected and stored. It should be emphasised
that the specific nature of journalism often requires the conduct of investigations
of a very wide scope, involving large amounts of information, and that information
which is not directly relevant to the publication or other journalistic work being
prepared may later on be of broader journalistic interest, and may therefore reason-
ably be retained in order to prevent the loss of information which has been collected
and which may be of value in the future.

EXAMPLE.

In the context of a journalistic investigation, data should not be pro-
cessed solely to satisfy the public’s curiosity rather than to realise the public
interest, i.e. the scope of the data published must be proportionate to the aim
pursued: if the aim were to publish information on the richest people in the
country, the disclosure of their age would be excessive and would not be con-
sistent with the public’s interest to know. J

Principle of accuracy

Personal data must be accurate and, where necessary, updated; all reasonable
steps must be taken to ensure that personal data which are not accurate in relation
to the purposes for which they are processed are erased or rectified without delay.
This principle is also linked to the fundamental principles of public information
enshrined in Article 3(3) of the Law on the Provision of Information to the Public,
which requires that information in the media is presented in a fair, accurate and
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impartial way. This principle covers not only the publication of personal data, but
also the collection of personal data, given that a long-term journalistic investigation
must take into account possible changes in the data which may render the subject
matter of the investigation irrelevant and no longer in the public interest to publish
such information.

Principle of limitation of the duration of storage

Personal data must be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal data
are processed. In the context of journalism, this means that, once all or part of the
information has been collected and published, the journalist has to make certain
decisions on how long the information collected must be kept. It should be noted
that the obligation to keep a copy of a printed publication, audio-visual works and
recordings of radio and/or television broadcasts for at least one year from the date
on which the information was disseminated is laid down by the Law on the Provi-
sion of Information to the Public. Moreover, there is no statute of limitations for
the defence of a person’s moral rights, such as honour and dignity, before a court of
general jurisdiction, so a journalist must be able to prove the legitimacy of the infor-
mation published and the truth of the statements made indefinitely. The journalist
must therefore have the information gathered in order to be able to prove the legit-
imacy of the information he/she has published. It should be noted that the GDPR
does not stipulate how long the storage of personal data is allowed. The principle of
limitation of the duration of retention only indicates that there is a valid reason for
retention. Assuming that this reason exists, personal data may be kept indefinitely.
However, journalists are advised to regularly review the information retained to
ensure that the information held is still up-to-date, relevant and not excessive for
the purposes pursued, and to delete any information that is objectively no longer
necessary. In addition, the methods and time limits for storing information should
be defined in the publishing house data management policy.
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EXAMPLE.
A media outlet published an investigation into possible fraud schemes in
a private company. The investigation included checks on employees’ relation-
ships with other individuals and collected a large amount of personal data that
was not intended to be used in the specific publication, but was collected to
provide information that could be relevant in the future if new circumstances
emerged. However, in the absence of new circumstances, it is recommended to
assess whether there is still a valid reason to process the data of the individuals
concerned and to delete it if it is considered no longer necessary. Y.

Principle of integrity and confidentiality

Personal data must be processed in such a way as to ensure, through appropri-
ate technical or organisational measures, adequate security of personal data, includ-
ing protection against unauthorised or unlawful processing and against acciden-
tal loss, destruction or damage. Information handled by journalists often contains
highly sensitive personal data, and every effort must be made to prevent the loss,
theft or misuse of personal data. Personal data must be handled in accordance with
the procedures and security protocols established by the company (editorial office).
All employees of the media company should be aware of the organisation’s policies
and procedures and follow them. Information should be locked, password protect-
ed and encrypted where possible. Media outlet staff should take special security
measures when leaving the premises with documents, phones or laptops containing
personal data. At the same time, it should be noted that information containing per-
sonal data should only be accessible to media outlet staff who are directly involved
in the fulfilment of the journalistic purpose, i.e. access to journalistic investigative
data should not be granted to staff performing general or technical functions, such
as a financial officer.

EXAMPLE.

A journalist preparing a story on a politician’s health to find out whether
he can continue to perform his duties successfully gathered a variety of particu-
larly sensitive health data. In this case, it is recommended to store the data in
an additional password-protected folder or to give the data pseudonyms (using
numbers or letter combinations instead of names) to protect it from leakage.
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Accountability principle

The controller is responsible for compliance with Article 5(1) of the GDPR
and must be able to demonstrate compliance. Under this condition, the controller
is not only responsible for compliance with the GDPR, but must also be able to
demonstrate compliance with the GDPR. In the case of a journalistic purpose, it
is possible that an exception to the subject’s rights has been implemented. In such
cases, the media outlet or journalist should be able to explain why compliance with
the relevant provisions was incompatible with the journalistic purpose. In this case,
the journalist would have to demonstrate that he or she has carried out a balancing
test taking into account the different interests involved.

EXAMPLE.

In the event of a complaint by an individual against a media outlet before
a court or the Inspector of Journalists’ Ethics for potentially unlawful processing
of his or her personal data, the media outlet must be able to demonstrate that the
processing of personal data was carried out in accordance with the GDPR, by
means of the implementation of technical and organizational measures. y

So, journalists should:
- Collect and use information about individuals in a fair and lawful man-

ner, i.e. not collect personal data without a legitimate purpose, and in accordance
with the principles of legality, fairness and transparency.

- Not to use personal data for any purpose  other than journalism -
to respect the purpose limitation principle.

- Ensure that the information is relevant, up-to-date and not excessive for
the purpose pursued - follow the principle of data minimisation.

- No longer than necessary keep personal data. Consider how long it is
mandatory to keep personal data collected - be guided by the principle of limiting
the duration of storage.

- Protect information, i.e. not to send or otherwise pass on information to
other journalists or media outlets that do not have a legitimate basis for receiving
such data.

- Use a password on the computer on which the investigation mate-
rial is stored to protect the information on the computer from being accessed by
third parties.
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- Apply an additional security code to folders where the journalist stores sen-
sitive personal data (personal identification number, health data, etc.).

- Regularly update an anti-virus software to protect your computer
from possible hacking.

-Ensure the physical security of data in your possession: do not leave
unattended mobile devices, documents, dictaphones, hard drives, USB sticks or
computers.

The GDPR does not provide for specific security and organisational meas-
ures for personal data, but Article 32 lays down a general rule and an obligation to
provide for appropriate technical and organisational measures to ensure adequate
protection of personal data. The Article sets out the criteria according to which
these measures should be implemented:

1 Taking into account the state of the art, the costs of implementation and
the nature, scope, context and purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, the con-
troller and the processor shall implement appropriate technical and organisational
measures to ensure a level of security appropriate to the risk, including inter alia as
appropriate:

| (a) | the pseudonymisation and encryption of personal data;

(b) | the ability to ensure the ongoing confidentiality, integrity, availability and re-

silience of processing systems and services;

(c) | the ability to restore the availability and access to personal data in a timely

manner in the event of a physical or technical incident;

(d) | aprocess for regularly testing, assessing and evaluating the effectiveness of tech-

nical and organisational measures for ensuring the security of the processing.
2. In assessing the appropriate level of security account shall be taken in
particular of the risks that are presented by processing, in particular from acciden-
tal or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to
personal data transmitted, stored or otherwise processed.

3. Adherence to an approved code of conduct as referred to in Article 40
or an approved certification mechanism as referred to in Article 42 may be used as
an element by which to demonstrate compliance with the requirements set out in
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paragraph 1 of this Article.

4. 'The controller and processor shall take steps to ensure that any natural
person acting under the authority of the controller or the processor who has access
to personal data does not process them except on instructions from the controller,

unless he or she is required to do so by Union or Member State law.

According to the Guidelines on the Protection of Privacy in the Media, media
outlets should ensure and demonstrate compliance with data protection require-
ments in all possible ways and by all possible means. For example, the following
“accountability tools” are recommended for media outlets:

- appointment of a data protection officer;

- establishment of a register of data protection processing activities;

- developing a privacy policy;

- developing an internal procedure to take into account the impact of data pro-
tection at key stages of journalistic activities and to take swift decisions in the event of
ethical challenges;

- developing procedures for drafting internal memos, handling complaints from
individuals, alerting the organisation’s management, contacting the data protection
authority, handling security breaches, etc.

It is recommended that editorial offices use personal data protection policy
(Article 40 of the GDPR) and that they specify how and in what way personal data
collected for journalistic purposes will be handled (stored), i.e. technical and phys-
ical security, personnel and organisational measures, training and supervision of
staff, and that all staff are made aware of and comply with these policies. It is also
recommended to stipulate who in the editorial office may have access to journalis-
tic research material. For example, editorial staff who do not carry out journalistic
investigations (HR specialists, administrators, accountants, etc.) should not have
access to personal data collected during the course of investigation. It is also advis-
able to provide that certain categories of personal data, such as health data, should
be regularly reviewed to assess whether it is still relevant to process such data. It is
recommended that editorial offices should provide regular training to journalists
on the basic principles of lawful processing of personal data, security risks, security
procedures and so on.
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PART Il
SAFETY RECOMMENDATIONS

Computer

Nowadays, one usually chooses a laptop computer for work, it is used not
only in the office, but also at home or when travelling, which means that at some
point there is a risk that a computer will fall into the hands of unauthorised persons
who may misappropriate the data found on the computer. To prevent unauthor-
ised persons from getting hold of the data on a lost computer, a computer intended
for use with personal data must be adequately equipped and regularly maintained.
Minimum requirements for a laptop computer:

1. The internal drives (data storage media) of the laptop must be encrypted.
The easiest way to do this is to use the standard tools offered by the computer’s op-
erating system.

1.1. On Apple computers, data drives are encrypted using the FileVault tool of
the macOS operating system. To check if encryption is enabled and to turn it on, use
Apple menu > System Settings > Security & Privacy > FileVault. When encrypting
your data, remember to keep your recovery key in a safe place, as if you forget your
computer password, you will not be able to access your data without the recovery
key.

1.2. A computer with Windows operating system must have at least the TPM
(Trusted Platform Module) version 2.0 security assurance module, which is re-
quired to encrypt data disks. When choosing a Windows operating system, we rec-
ommend the following versions of Windows 11: Pro, Enterprise or Education, as they
can use the built-in BitLocker data encryption tool, which is capable of encrypting
not only the computer’ internal data drives, but also portable USB data storage de-
vices. BitLocker can also be used by the relevant versions of Windows 7, Windows 8
and Windows 10, but these are already outdated operating systems the maintenance
of which that have been or are about to be discontinued, which will create addition-
al security problems. Advanced users can use other disk encryption tools such as
VeraCrypt, etc. When encrypting data, remember to keep the recovery key in a safe
place, as forgetting the computer’s password will make it impossible to access the
data without the recovery key. When disk encryption is enabled, it is indicated by a
lock icon next to the disk icon:
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2. Your computer must be password protected. We recommend using a pass-
word of at least 11 characters, consisting of upper- and lower-case letters, numbers
and special characters. The longer and more complex the password, the harder it
is to guess. DO NOT use passwords that are easy to guess (1111, 1234, password,
Secret123, etc.), and do not use your own or your loved ones’ dates of birth, names
or other data that are easily detected in your environment (pet names, car numbers,
addresses, company code, your mother’s first name, etc.).

3. If your computer is connected to an Apple or Microsoft account, make sure
these accounts are protected with sufficiently strong passwords and two-factor au-
thentication (2FA) is enabled.

4. In addition, you can enable fingerprint or camera face recognition to un-
lock your computer. This will not only allow you to unlock your computer quickly,
but will also protect your computer password from being guessed while you are
typing your password.
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5. Your computer must have an anti-virus programme installed and kept up-
to-date to protect your computer from the many computer viruses and other mal-
ware that can spread and steal information. Without proper protection, an intruder
can use malware to take over your computer, steal stored data, find out passwords,
etc.

6. Never leave your computer unattended with the screen unlocked. Keep
your computer screen locked even when you step away for a short time. You can also
use the screen saver feature to lock your computer after a few minutes of inactivity
(in the search box, search for “Screen saver” and select “Change screen saver”).
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7. Make sure you have backed up your most important data before you take
your computer in for repair. We recommend that you remove your computer’s in-
ternal data drives or make sure that the data on the drives is encrypted and inacces-
sible to unauthorised persons.

8. Before you dispose of an old computer that you no longer need, or before
you pass it on (sell it, etc.), make sure you remove and destroy the data disks, or,
if you are an advanced user and you know what you are doing, at least use special
software to securely destroy all the data on your computer. REMEMBER - files that
have been deleted by pressing DELETE button are very easy to recover and read!

Portable data storage media

Different types of portable storage media are used to store data, such as USB
sticks, external USB drives, memory cards (SD, Micro SD, CF, etc.), optical storage
media (CDs, DVDs, BluRays, etc.), etc. They are small, often lightweight and easy
to lose. Data media used to store personal and other confidential data must be en-
crypted or stored in securely encrypted files - data containers.

Data encryption techniques for portable data storage:

1. On Apple computers, encryption of portable storage media can be done us-
ing Disk Utility for the macOS operating system or third-party data encryption tools
like VeraCrypt. With Disk Utility encryption, only Apple computers will be able to
access the data without special applications. During encryption, all data on the me-
dia is erased. Portable storage media is encrypted on Apple computers as follows:

1.1. Once the Disk Utility application is open, click the View button and select
Show All Devices. The view on the left side of the application window will change.

L ] | & - gl iy
I . [R5 2
i I| | Par LISE i P S S r
- d | ik | BT
= .5
i 0

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
96




ZURNALISTY ETIKOS
XY INSPEKTORIAUS TARNYBA

. Projektas finansuojamas
Mykolo Romerio Europos Sajungos
universitetas Teisiy, lygybés ir pilietybes

programos lésomis

1.2. Make sure that all the data on the media is saved elsewhere, as it will
be deleted. Highlight the media you want to encrypt and click on the Erase button
in Disk Utility, or, put your mouse pointer on the media to be encrypted, tap with
two fingers on the touchpad and select the Erase command from the pop-up menu.
In the pop-up window that appears, select “Scheme: GUID Partition Map”, then
“Format: APFS (Encrypted)”, in the pop-up window that appears, type in your
password twice, enter a name for the encrypted media, and then click on the Erase
button. That’s it - the portable storage medium is encrypted. The next time you
connect an encrypted portable storage device to your Apple computer, you’ll be
prompted for the unlock password you just made up.
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2. On PCs running Pro, Enterprise and Education versions of the Windows
operating system, you can encrypt your portable data storage using the built-in Bit-
Locker data encryption tool or third-party data encryption tools such as VeraCrypt.
The BitLocker encryption tool is easy to use, is suitable wherever Windows 7 or later
version is used, and has a high level of security (if a complex password is used).
With BitLocker encryption, data can only be accessed on computers running the
Windows operating system without special applications. Shouldn't it be like this:
portable storage media on computers with Windows operating system is encrypted
as follows:

3. Put your mouse pointer at the media you want to encrypt, right-click, se-
lect “Show more options” from the pop-up menu, then select “Turn on BitLocker”,
tick the “Use a password to unlock the drive” checkbox, enter the password you've
made up twice, and then click “Next”.

In the window that opens, choose how you want to save the emergency un-
lock key: save it to a file (“Save to a file”) or print it out.

3.2. In the new window, choose whether you want to encrypt only the data
footprint or the entire data storage medium. The first choice is for data media that
have not yet been used, while the second choice is for encrypting data media that
have been used before (more secure). After clicking “Next”, select “Compatible
mode” for the portable storage medium and click “Next” again. In the next window,
click “Start encrypting” and wait for the encryption to finish.
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4. Special media and data encryption software, such as the free, open source
encryption software VeraCrypt, can also be used to encrypt portable data media. It
works on most operating systems and can not only encrypt the entire data medium,
but also create encrypted files of the required size, i.e. data containers into which
data files can be uploaded. VeraCrypt is a free and highly secure alternative, but it is
more complex to use than BitLocker.
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5. Use of special encrypted portable USB storage devices. Special encrypted
USB sticks and drives using hardware data encryption may be used for data storage
and transport. This is one of the most secure ways of transporting and storing data.
There are versions with a physical keypad for unlocking and versions without a
keypad, which are unlocked from the USB key by launching an unlocking applica-
tion. Encryptable USB keys with physical keyboard work on any operating system
(Windows, Apple macOS, Android, iOS, etc.)
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6. Dispose of old, defective and unwanted portable data media or securely
destroy the data before transferring it to other persons. This can be done by using
special applications with secure data destruction functionality or by simply format-
ting the encrypted data storage medium without unlocking it. Special encrypted
USB sticks can also destroy data if you enter the wrong password or PIN code mul-
tiple times (some encrypted USB sticks are “destroyed” if you enter the wrong code
10 times or more and can no longer be used). REMEMBER - files that have been
deleted by simply pressing the Delete button are very easy to recover and read!
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Mobile phones and tablets:

It’s hard to find anyone these days who doesn’t have at least one mobile phone,
usually a smart one. We use our phones to make calls, to communicate by text and
email, to take photos and videos, to record audio, to browse the internet, to navigate
and for many other activities. Telephones are also widely used for authentication
when connecting to various e-services portals, for banking, for electronic payments,
for unlocking doors or cars, for storing contacts, notes, passwords and other im-
portant data. A tablet is usually the same as a smartphone in terms of functionality,
but bigger. A smartphone and a tablet are a treasure trove of information for the
curious individual or organisation. Therefore, these devices need to be particularly
well protected.

Tips to protect your phones and tablets:

1. Your phone and tablet must be protected with a password or PIN. We do
not recommend using “Pattern lock” as it is quite easy to guess or bypass. A finger-
print or a camera face recognition lock can be used in combination with a PIN or
password.

2. Data encryption is turned on by default in all modern smartphones and
tablets, but Micro SD memory cards in phones and tablets are usually not encrypt-
ed, so you should not use Micro SD cards to store information, or you should also
turn on data encryption before using them. A Micro SD card that has been encrypt-
ed on your phone or tablet will only be unlocked and used on the phone or tablet
that was used to encrypt the card.

3. We recommend that you only register your smartphones and tablets with
your own well-secured Google (for Android phones) or Apple (iPhone, iPad) ac-
count, as phones and tablets can be controlled (see location, view and manage
your contact list, install apps, lock your phone and tablet, and delete all data on it)
through your Google and Apple accounts.

4. For security reasons, we recommend that you regularly update the software
on your phones and tablets, and that you install security updates for Android, iOS
and iPad operating systems to fix security gaps. It is better not to use old phones and
tablets that are no longer supported by their manufacturers due to security issues
that are no longer solved.
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5. Dispose of old phones and tablets that you no longer need, or restore them
to their manufacturing settings and delete all data in the process.

Features of creating and storing passwords

A few decades ago, it was enough to remember one or two passwords. But
these days, the list of websites and accounts you might want to sign up for is al-
most endless. Worse still, hackers like users who repeatedly use the same passwords.
That’s why it's important to make them strong and unique for each website or ac-
count. Tips for choosing passwords:

1. Use all symbols. We tend to have multiple online accounts, so many of us
take the easy way and create easy-to-remember passwords (e.g. Secret, qwerty, 1234,
1111, Spring, etc.). Unfortunately, these simple passwords are easy to hack. There
are databases of commonly used passwords on the Internet that are widely used
by hackers. To create a good password, mix uppercase, lowercase letters, numbers
and special characters. For example, instead of “Bingo123” it is much better to use
“b1Ng01789;”. You can also replace letters in words with similar symbols or num-
bers, e.g. instead of “druskininkai” use “dru5k!n!nk4!” etc.

2. Variety is key. Typically, most of us have at least one social network ac-
count (Facebook, Twitter), a bank account that we access frequently, various service
accounts, a cloud account (Dropbox, Onedrive, iCloud), an email account (Gmail,
Outlook.com), an app store (App Store, Google Play) and a few other accounts for
online activities. Remembering so many different passwords is not easy, so many
people tend to use the same password for several accounts. This is a bad choice, as
a hacker always tries to use the hacked password of one account on other accounts
of the same person and unfortunately often succeeds in hijacking them (domino
effect). Using different passwords for different accounts makes it much harder for
hackers to work and protects your data.

3. Personal information is not suitable for a password. Names, surnames,
pet names, birthdays or other dates that are important to you, or other information
that can be easily linked to you, are not suitable for passwords, as the password will
be easily guessed once information about you has been collected.

4. Old passwords are dangerous. Change the passwords of at least your most
important accounts and systems periodically - there’s a good chance that a password
you've been using for a long time is known to someone and even used to log in on
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your behalf.

5. Use of Two Level Authorisation (2FA). No online account security is
complete without the use of two-factor authentication (2FA). Two-factor authenti-
cation uses what you know (answers to questions), what you have (phone, comput-
er, code generator), or who you are (your fingerprint, face, voice). With two-factor
authentication, when you log in to your online account, you will be asked not only
to enter your password, but also, for example, to enter a one-time code received by
SMS, to use your fingerprint, to give an answer to a question that only you know,
etc. Many online accounts ask you to provide your phone number for this purpose
and then send you a one-time login verification code by text message. You can also
use special apps on your smartphone for a two-factor authentication, such as Google
Authenticator, Microsoft Authenticator, Authy and others. Using two-factor authen-
tication greatly enhances the security of your accounts and data.

6. Using password storage apps. A password manager is one of the most
important tools for the modern internet user. When you use it, all your passwords
are stored encrypted on your computer, your phone or on the server of the man-
ufacturer of the password storage app. As well as storing passwords, a password
storage app can generate passwords, assess the complexity of the passwords you use,
notify you if your account logins are found to have been used by hackers, and store
other confidential information. It is necessary to protect your password storage ap-
plication account with two levels of authorisation and a password that is difficult to
guess. The most popular password storage apps are LastPass, Bitwarden, Dashlane,
Keeper, 1Password, NordPass and Roboform. All the most popular web browsers also
have the option to store your passwords, but this method of storage is less secure.

7. Keep your passwords safe from prying eyes. It seems like a simple rule,
but many people ignore it. However, if you work with confidential data, this rule
should not be ignored. So:

7.1. Do not enter your passwords with anyone watching. Many smartphones,
tablets and many laptops can be unlocked using a fingerprint or a camera that rec-
ognises your face, rather than a password or PIN - use it.

7.2. If you have written your password on a slip of paper, don’t write what it’s
for, or don't write down the whole password. Do not keep your written password
within the easy reach of others, do not stick slips with password on screens, key-
boards, desks, etc., and do not dispose of your password slip in the trash without
destroying it first.
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8. The length of the password is also important. As computers get faster and
computing power increases, the length of the password also matters: the shorter the
password, the faster a powerful computer can “guess” it. Currently, various sources
recommend using a password of at least 11 characters, made up of at least numbers
and upper and lower case letters, which can take around 40 years to “guess’, while
12 characters can take thousands of years, while a 12-character number password
can be guessed in seconds.

CAUTION - Phishing

The National Cyber Security Centre (NCSC) provides the following defini-
tion of phishing: “Data theft - phishing (from English - password fishing) is a form
of fraud against organisations or individuals that uses spam emails or spoofed web-
sites to obtain passwords and other confidential data to access information systems.”

These attacks are mostly targeted at bank customers to obtain login creden-
tials to steal money through e-banking, but users of other electronic services can
also fall victims of phishing.

Criminals usually use mass emails, SMS or social networking messages con-
taining false information with specially generated links to fake emails, banks, social
networks, e-payment systems and other websites, where users are asked to enter
their login details, i.e. usernames, passwords, bank card details etc. Usually there
are mistakes in such fraudulent websites, but there are also very professionally de-
signed websites, so you should always be vigilant.

Recommendations for protection:

1. Check the sender of the email. No government institution or bank sends
emails using email servers such as gmail.com, yahoo.com, outlook.com and the like.
If you see that you are being emailed, e.g. policija@gmail.com, prokuratura@out-
look.com, swedbank@gmail.com, etc., this is a clear sign that the email is a fake.

2. Never click on links in messages and emails. Especially if the links are in
emails you weren't expecting. Manually type the address of the website into your
browser and look for the information you need there. Links may take you to fake
websites that look very similar to the ones you expected when you clicked on the
link. One quick way to check if a link is safe is to put the mouse pointer over it.
When you do that, don’t click on it, just wait until the actual address appears at the
bottom of your browser or next to the mouse pointer. Sometimes the address looks
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very similar because some of the letters in the address have been replaced by other
very similar letters or numbers, e.g. Factbook.com (‘t’ instead of €), swedbank.it (i’
instead of lower case ‘L), etc.

Destruction of printed information

In addition to digital information media, a wide range of information is
stored in printed copies. Printed confidential information should not fall into the
hands of persons not authorised to see it. Such documents cannot simply be thrown
away in waste bins. There are a number of ways of destroying unnecessary doc-
uments, but the most popular way of destroying documents in the office is with
special document shredders that can shred unnecessary paper documents or even
optical data discs (CDs, DVDs). Document shredders are divided into 7 security
classes, denoted by the letter “P” and a number from 1 to 7. The higher the security
class number, the finer the document is shredded. The larger the fragment of the
document that remains after shredding, the easier it is to recover the document. P1
and P2 shredders cut documents into full-page strips that can easily be re-stapled,
making them unsuitable for shredding confidential documents. For this purpose, it
is reccommended to use P5 or higher class shredders. By comparison, a P4 shreds an
A4 sheet into approximately 421 pieces, a P5 into 2000 pieces, a P6 into 6000 pieces
and a P7 into as many as 15000 pieces.

The publication contains only the views of project managers. They are entirely responsible for the content.
The European Commission accepts no responsibility for any impact that may result from the information con-
tained in this publication.
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Abbreviations

GDPR - Regulation (EU) No. 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the protection of individuals with regard to the pro-
cessing of personal data and on the free movement of such data, repealing Directive
95/46/EC and applied since 25 May 2018 (General Data Protection Regulation)

ADTA] - the Republic of Lithuania Law on Legal Protection of Personal Data

Charter - the Charter of Fundamental Rights of the European Union

EDPB - European Data Protection Board

EU - the European Union

CJEU - the Court of Justice of the European Union

ECHR - the European Court of Human Rights

LAT - the Supreme Court of Lithuania

LVAT - the Supreme Administrative Court of Lithuania

MRU - Mykolas Romeris University

TFEU - the Treaty on the Functioning of the European Union

ZEIT - the Office of the Inspector of Journalist Ethics, a supervisory
authority

Data subject means a natural person whose personal data is processed.

Controller means a natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the
data processing; where the purposes and means of such processing are determined
by EU or Member State law, the controller or the specific criteria for their appoint-
ment may be determined by EU or Member State law.

Processor means a natural or legal person, public authority, company or oth-
er organisation that processes personal data on behalf of the controller
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Introduction

The Charter of Fundamental Rights of the European Union (hereinafter the
‘Charter’) enshrines the right of every person to the protection of their personal
data. Following Article 8(2) of the Charter, “such data must be properly processed
and used only for specific purposes and only with the consent of the person con-
cerned or on other legitimate grounds laid down by law. Everyone has the right to to
access and rectify their personal data collected”” It is also worth recalling that Article
7 of the Charter, as well as Article 8 of the Convention for the Protection of Human
Rights and Fundamental Freedoms, ensures respect for the private and family life
of the individual, their home and communication. This legislation is complemented
by Regulation (EU) 2016/679 of the European Parliament and of the Council of 25
May 2018 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data, which repealed Directive 95/46/EC
(General Data Protection Regulation) (hereinafter ‘the Regulation’ or ‘GDPR’) and
came into force on 25 May 2018 in the entire European Union, including Lithuania.

The Regulation requires very high standards for personal data protection and
provides for strict sanctions for non-compliance with these standards. On the other
hand, the GDPR provides for exceptions that set out derogations from certain rights
relating to the protection of personal data, for example, with regard to the process-
ing of personal data for scientific research purposes. Following the Regulation, the
legislation of the European Union or of a Member State can set out provisions for
derogations in relation to the rights referred to in Articles 15, 16, 18 and 21. Follow-
ing the new Republic of Lithuania Law on Legal Protection of Personal Data, which
came into force on 16 July 2018, some provisions of Regulation (EU) 2016/679 8 do
not apply when data is processed for academic purposes. However, we may often
encounter questions, such as: What is data processing for scientific purposes? Is
it allowed to disseminate personal data for academic purposes? What obligations
stem from the processing of personal data for research purposes? How to process
particularly sensitive data, e.g. in the case of health research? How to prepare for the
processing of personal data in scientific projects?

We hope these guidelines will help you with the above questions and process-
ing personal data safely, per GDPR requirements.

This publication shall be an integral part of the EU-funded project: “Con-
necting not conflicting: removing the tension between personal data protection
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and freedom of expression and information” — CONCON). For more information
about the project, click the following link to see the record of the project opening
event:

https://www.youtube.com/watch?v=1YGfEp4JICI&ab_chan-
@ nel=NAME-EVENTPLANNINGAGENCY

The basic principles of personal data processing
applicable to the media
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PART I:
DATA PROCESSING FOR RESEARCH PURPOSES
WHAT IS PERSONAL DATA?

The term ‘information’ encompasses audio, video, genetic data, finger-
prints, traits of mental, economic, cultural or social identity, etc. This infor-
mation can be provided in letters, numbers, graphic and photographic images,
sound (via phone) and other forms.

A person can be identified:

« directly, using identifying data (e.g. by name, personal number, etc.), or

« indirectly, i.e. when the data available is not sufficient to identify a specific
person, but it is possible to identify the person by using other data, regardless of
whether the relevant authority has it (e.g. car registration number, video data, tele-
phone number, etc.).

As for the processing of personal data for research purposes, it is particularly
important to note that specific processing rules are provided for certain categories
of personal data. Fundamental importance is given to personal data on a person’s
racial or ethnic origin, political opinions, religious or philosophical beliefs or trade
union membership; genetic and biometric data that are processed to specifically
identify the natural person; health data or data on the sex life and sexual orientation
of a natural person.

“Genetic data means personal data relating to the inherited or ac-
quired genetic characteristics of a natural person which give unique infor-
mation about the physiology or the health of that natural person and which
result, in particular, from an analysis of a biological sample from the natural
person in question.” (Article 4(13) of the GDPR)

“Biometric data means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural character-
istics of a natural person, which allow or confirm the unique identification
of that natural person, such as facial images or dactyloscopic data” (Article
4(14) of the GDPR)

“Data concerning health means personal data related to the physical
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or mental health of a natural person, including the provision of health care
services, which reveal information about his or her health status” (Article
4(15) of the GDPR)

According to Article 29 Working Party’s letter of 5 February 2015 on
mHealth, addressed to the European Commission, health data should be under-
stood much more broadly than medical data. Based on the established practice
of applying data protection legislation in various EU countries, such information
as personal intellectual and emotional abilities and qualities (e.g. IQ), person’s
height, weight, a fact that the person has injured the leg and is temporarily unfit
for work (e.g. Lindqvist case), that the person wears glasses or contact lenses, in-
formation on smoking habits, drug and alcohol consumption habits, allergy data
disclosed to private entities (e.g. bank, insurance company or airline company)
or public sector bodies (e.g. school, state social insurance institution or univer-
sity hospital); membership of a person in a patient support group (e.g. cancer
support group), alcoholics anonymous, group psychotherapy or other self-help
and support groups with health-related goals; even information about the fact
that someone is sick in the context of an employment relationship — all this is
considered to be personal health data. J

Similar practices are followed by the the Supreme Administrative Court of
Lithuania, in its practice stating that the concept of personal data must be interpret-
ed broadly. On 2 March 2022, the Supreme Administrative Court of Lithuania stat-
ed: “The data on a relative of the patient, recorded in the epicrisis of the history of
the disease, shall be considered to be the personal data of that relative of the patient,
i.e. relatives of patients whose data are indicated in the epcrisis of the history of the
disease of the patients, even in the absence of indication of their names, shall be as
well considered as data subjects in respect of this data”

Health data can be collected from various sources:

Medical patient history collected in a healthcare institution;

Information that becomes available by linking health data to other data,
thereby revealing the state of health or health risks (e.g. the assumption that a per-
son has a higher risk of having a heart attack due to high blood pressure measured
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over a period of time);

The information obtained from a self-examination survey in which data sub-
jects respond to questions related to their health (e.g. symptoms);

Information that becomes health data due to its use in a specif-
ic context (e.g. information about a recent trip to or presence in a region af-
fected by COVID-19, processed by a medical professional for diagnosis).

Processing of personal data of special categories is generally subject to
more stringent safeguards!

What data does GDPR not apply to?

e Information about a deceased person is not personal data, therefore, the
processing of data of deceased persons is not subject to the GDPR.

¢ Information about a legal person, separately from its owners or directors,
is not personal data and does not fall within the scope of the GDPR. Information
about public authorities is also not considered personal data.

e The GDPR shall not apply to the processing of anonymous informa-
tion, including the processing of data for statistical or research purposes. Personal
data, rendered anonymous in such a manner that the data subject is not or no longer
identifiable, shall no longer be considered personal data. In order for the data to
be truly anonymous, anonymity must be provided irreversibly. The personal data
from which the personally identifiable information is removed, which is encrypted
or pseudonymised, but which can be used to re-establish the identity of the person,
remains personal data!

What is scientific research and academic self-expression?

The preamble to the Regulation (recital 159) states that “the processing of
personal data for scientific research purposes should be interpreted in a broad
manner including for example technological development and demonstration,
fundamental research, applied research and privately funded research. In addi-
tion, it should take into account the Union’s objective under Article 179(1) TFEU
of achieving a European Research Area. Scientific research purposes should also
include studies conducted in the public interest in the area of public health”
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In the Law on Higher Education on Research, research and experimental
development is defined as “systematic creative activity of the study of nature, man,
culture and society, and the use of the results of such activity”

In the context of the application of the GDPR, research can be carried out by
various public sector bodies, not necessarily only in scientific and study institutions.
It is important that research carried out are in line with methodological and ethical
requirements and good practices in its field (e.g. health sciences).

For example, data for research may also be collected in a health institution
whose main purpose is providing health services rather than scientific activity.

For example, the recital of Directive (EU) 2019/790 of the European Parlia-
ment and of the Council states: “Research organisations across the Union encom-
pass a wide variety of entities the primary goal of which is to conduct scientific
research or to do so together with the provision of educational services. The term
‘scientific research’ within the meaning of this Directive should be understood to
cover both the natural sciences and the human sciences. Due to the diversity of such
entities, it is important to have a common understanding of research organisations.
They should for example cover, in addition to universities or other higher education
institutions and their libraries, also entities such as research institutes and hospitals
that carry out research. Despite different legal forms and structures, research organ-
isations in the Member States generally have in common that they act either on a
not-for-profit basis or in the context of a public-interest mission recognised by the
State. Such a public-interest mission could, for example, be reflected through public
funding or through provisions in national laws or public contracts. Conversely, or-
ganisations upon which commercial undertakings have a decisive influence allow-
ing such undertakings to exercise control because of structural situations, such as
through their quality of shareholder or member, which could result in preferential
access to the results of the research, should not be considered research organisations
for the purposes of this Directive”

The guidelines adopted by the Ombudsperson for Academic Ethics and Pro-
cedures on 10 December 2020 for the assessment of compliance with research ethics
states that “the researcher must follow the principles of reliability, integrity, respect
and accountability”. Specific requirements for compliance with research ethics are
set for biomedical research and research/testing on animals.

For example, the Law on the Ethics of Biomedical Research of 11 May 2000
provides for special ethical requirements for the implementation of biomedical re-
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search, defining it as “verification of hypotheses of biomedical sciences by means of
methods of scientific research pursuing the aim of developing scientific knowledge
about human health, diseases, diagnosis, medical treatment or prevention thereof”.

In Sorgug against Turkey case, ECHR stated that academic freedom
in scientific research and training should guarantee freedom of expres-
sion and action, freedom to disseminate information and freedom to con-
duct scientific research. and to spread knowledge and truth without any

Processing of personal data for the purposes of ‘academic self-expres-
sion” means (1) processing directly related to the freedom of academics to dis-
seminate information, (2) their freedom to freely disseminate knowledge and
truth, e.g. through publication, dissemination of research results, and (3) sharing
data and methodologies with colleagues and exchange of views and approaches.
In its preliminary opinion, EDPB “considers that the specific data protection regime
for research shall be applied when all three criteria are met:

1) personal data are processed;

2) appropriate sectoral methodological and ethical standards are applied, in-
cluding informed consent, accountability and supervision;

(3)scientificresearcharecarried outwiththeaimofincreasing collectiveknowl-
edge and welfare of society, and not primarily to satisfy one or more private interests.”

What exception are applied when processing personal data for research
purposes?

Article 89(2) of the GDPR states that “where personal data are processed
for scientific or historical research purposes or statistical purposes, Union or
Member State law may provide for derogations from the rights referred to in
Articles 15, 16, 18 and 21 subject to the conditions and safeguards referred to in
paragraph 1 of this Article in so far as such rights are likely to render impossible
or seriously impair the achievement of the specific purposes, and such deroga-
tions are necessary for the fulfilment of those purposes.” y
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Article 4 of the Law on Legal Protection of Personal Data provides that
“where personal data are processed for the purposes of journalism or academic,
artistic or literary expression, articles 8, 12-23, 25, 30, 33-39, 41 to 50, 88 to 91 of
the Regulation (EU) 2016/679 shall not apply.”

In other words, the processing of data for academic purposes is not subject
to the GDPR provisions on the consent of the child to whom information society
services are offered; on the rights of the data subject; on records of processing ac-
tivities; on notifications to the supervisory authority and the data subject about a
personal data breach; on the assessment of the impact on data protection and prior
consultation; some provisions on codes of ethics and certification; on the transfer of
personal data to third countries or international organisations; on the processing of
data in an employment context and the obligation of secrecy.

However, the controller and the processor must comply with the fundamen-
tal principles of personal data protection established by the GDPR, even
when processing data for scientific research purposes!

It should also be noted that, according to the CJEU case-law, all restrictions
on the rights of data subjects must be applied only to the extent that is strictly nec-
essary.

Thus, the permitted derogation from certain provisions is not absolute! The
controller and the processor must:

Ensure measures of data protection, such as pseudonymisation;

Demonstrate that without derogation from before mentioned rights specific
objectives may not be achieved or these rights may constitute a serious obstacle to
achieving them.

The right to access information for academic purposes

Principles of EU scientific research policy and facilitating data sharing

Under Article 13 of the EU Charter, “arts and scientific research must not be
restricted. Academic freedom must be respected”

Following article 179(1) of the TFEU, “the Union shall have the objective
of strengthening its scientific and technological bases by achieving a European
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research area in which researchers, scientific knowledge and technology circulate
freely, and encouraging it to become more competitive, including in its industry,
while promoting all the research activities deemed necessary by virtue of other
Chapters of the Treaties”

The EU therefore encourages the sharing and reuse of research data. Pub-
lic funding for research projects shall be provided on condition that their results
are disseminated and shared with the public.

Public Sector Information Directive requires public sector bodies to al-
low the reuse of all public information. The Directive requires Member States to
“ensure the accessibility of research data” by means of measures to “make publicly
funded research data freely accessible (open access policy)”. This openness is sub-
ject to certain limits: the Commission Recommendation on access to and storage
of scientific information States that research data should be “as open as possible, as
close as necessary’.

Scientific research data includes not only peer-reviewed publications, but also
data that underpin the findings so that other researchers can re-apply or rely on
the methods. This allows to combine data from several research and build on it
instead of replicating existing studies, thus the data can be used for completely

different purposes than they were originally collected for!

The ECHR has also shared its opinion on the accessibility of information
on several occasions.

“Article 10 shall not entitle a person to access information held by a public
authority and shall not oblige the Government to provide such information to a
person. However, such a right or obligation may arise where access to information
is essential for the exercise of a person’s right to freedom of expression, in particu-
lar ‘freedom to receive and disseminate information, and where refusal to grant it
constitutes interference with that right” (ECHR, Magyar Helsinki Bizottsag against
Hungary).

Threshold criteria for access to state-protected information (ECHR, Mag-
yar Helsinki Bizottsag against Hungary):

(A) the purpose of the request for information

In order to apply Article 10, it must be ascertained whether the informa-
tion requested is indeed necessary for the exercise of freedom of expression. In the

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
117




. j j ZURNALISTY ETIKOS
MkalO Romerlo :rojektassﬁr\ansuojamas
mae universitetas H oD S00s b Y INSPEKTORIAUS TARNYBA

programos lésomis

ECHR's view, access to information would be considered necessary if failure to re-
ceive it would hinder the person from exercising their right to freedom of expres-
sion, including the freedom to “receive and disseminate information and ideas”, in a
manner consistent with such “duties and responsibilities” as may arise from Article
10(2).

For example, in the case of scientists, such information may be necessary
for the preparation of a scientific paper or a book. In Sheks against Croatia, ECHR
stated: “in the Court’s view, it is not very important whether the documents were
indeed of great importance for its book; it is sufficient that the applicant sought to
get to know them in order to provide his readers with a detailed and exhaustive
chronology of the events that took place during that period”

(B) the nature of the information requested

The ECHR considers that, in order to create a need for disclosure under the
Convention, the information, data or documents to which access is requested nor-
mally shall have to meet the criteria of public interest. Such a need may exist where,
inter alia, disclosure ensures transparency on the manner in which public affairs are
handled and on issues of public-wide interest, thereby enabling the general public
to participate in public governance.

The Court emphasised that the circumstances of each case determine what
might be considered a public interest subject. The public interest relates to issues
which affect society in such a way that it can legitimately interest them, which at-
tract its attention, or which are of great concern to it, especially because they affect
the well-being of citizens or the life of the community. This may include data that
is controversial, may be related to an important social issue or a problem that the
public would be interested in being informed about. The public interest cannot be
reduced to the public’s desire to receive information about the private interests of
others. In order to determine whether a publication relates to a matter of general
interest, it is necessary to assess the entire publication in the context in which it
appears.

For example, in the Sheks against Croatia case, the ECHR agreed with the
conclusion of the Croatian Constitutional Court that “the scientific monograph on
the establishment of the Republic of Croatia was a matter of public interest.”

(o) the role of the applicant

In the judgment of the ECHR in Magyar Helsinki Bizottsag against Hungary
case, it is stated to be “important to take into account whether a person seeking
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access to relevant information does so in order to inform the public as a ‘guard
dog’ However, this does not mean that access to information should be restricted
to NGOs and the press. The Court reiterates that a high level of protection also
applies to academic researchers (see judgment in Baskaya and Ok¢uoglu against
Turkey [GC] case”).

(D) the readily available information

This means that the requested information is “readily available” and that the
authority, from which the information is requested, is not required to collect any
data. On the other hand, the public authorities cannot refuse providing information
on the grounds of difficulty, if such difficulty arises from the practice of the public
authority itself.
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PART II: RIGHTS AND OBLIGATIONS WITH REGARD
TO THE PROCESSING OF PERSONAL DATA FOR
RESEARCH PURPOSES

Data processing means “any operation or set of operations which is per-
formed upon personal data or sets of personal data, whether or not by auto-
mated means, such as collection, recording, organization, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, era-
sure or destruction.” (Article 4(2) of the GDPR). y

The processing of personal data for research purposes is subject to appropri-
ate safeguards for the rights and freedoms of the data subject as provided for in the
GDPR. Those “safeguards shall ensure that technical and organisational measures
are in place in particular in order to ensure respect for the principle of data mini-
misation.” (Article 89(1) of the GDPR). Those measures may include pseudonymi-
sation or depersonalisation provided that those purposes can be fulfilled in that
manner.

In other words, the purpose of the safeguards is (a) to protect the rights and
freedoms of data subjects and (b) to process personal data as little as possible and
only to the extent necessary to achieve the research purposes. However, it is not
always possible to achieve the research purpose by depersonalising the data, and in
such cases other technical or organisational safeguards must be taken.

Personal data which are pseudonymised and which could be attributed to a
natural person by means of additional information should be considered as infor-
mation about an natural person who can be identified.

In determining whether a natural person can be identified, it is necessary
to:

e take into account all means, for example exclusion, which could reason-
ably be used by the controller or another person to identify a person, directly or
indirectly.

e in determining whether certain measures could reasonably be used to
identify a natural person, account should be taken of all objective factors, for exam-
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ple the costs and the time required to identify, given the technological development
and technologies available at the time of processing.

e Itis also necessary to assess whether the identity of the person could not
be established on the basis of data held by third parties.

Thus, even if pseudonymisation methods have been applied, this data is still
considered personal data in accordance with Article 4(5) of the GDPR!

~

It should be noted that the complete depersonalization of genetic data is
practically impossible, and therefore the processing of this data should al-
ways comply with the requirements of the GDPR! )

Depersonalisation of data is particularly important in the publication of re-
search results in scientific publications: personal data for publication or dissemina-
tion should be technically processed in such a way that it is not possible to identify
the data subject.

The principle of data minimisation enshrined in the GDPR means that the
scope of processing of personal data should be minimised in accordance with the
principles of proportionality and necessity. It is proposed to define research ques-
tions as precisely as possible and to assess what data is needed. If scientific research
can be conducted using anonymised data, it should be done.

“Personal data must be (...) adequate, relevant and limited to what is neces-
sary in relation to the purposes for which they are processed (‘data minimi-
sation’)”. (Article 5(1)(c) of the GDPR)

For example, if, in the beginning of the scientific research, it is understood
that some of the data collected are excessive and not to be used for scientific research
purposes, excess personal data that are not necessary to posses must be destroyed
in order to protect data subjects from the potentially improper processing of their
personal data. For example, when collecting data on the most common chronic
diseases among men of working age in Vilnius, data on their family status were also
collected. During research it became clear that data will no longer be used for the
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purpose of the scientific research. Such data should therefore be further processed
and destroyed.

Technical and organisational measures include:

e pseudonymisation and encryption of personal data;

e the ability to ensure the continued confidentiality, integrity, availability
and resilience of data processing systems and services;

o the ability to restore the conditions and access to personal data in a timely
manner in the event of a physical or technical incident;

o the verification, assessment and assurance of a regular performance eval-
uation process of technical and organisational measures to ensure the security of
the processing;

e measures shall be taken to ensure that any natural person under the
authority of the controller or the processor who has access to personal data does
not process them unless the controller has instructed them to be processed, except
where that person is obliged to do so in accordance with the law of the EU or Mem-
ber State.

In addition, Article 32(2) of the GDPR states that “in assessing the appro-
priate level of security account shall be taken in particular of the risks that are pre-
sented by processing, in particular from accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data transmitted, stored
or otherwise processed.”

The Regulation also requires to establish reasonable period for which the
personal data shall be stored. As stated in Article 5(1)(e) of the GDPR, “personal
data may be stored for longer periods insofar as the personal data will be processed
solely for archiving purposes (...), scientific (...) research (...) purposes in accord-
ance with Article 89(1) subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to safeguard the rights
and freedoms of the data subject” The periods of storage should depend on the du-
ration and objectives of the scientific study.
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Other important principles of personal data processing

The controller and the processor must also comply with other principles
of personal data processing set out in Article 5 of the GDPR. This is especially
important because large amounts of (often particularly sensitive) personal data
can be processed for scientific research purposes.

The principle of transparency. The controller and the processor of person-
al data must comply with the principle of transparency - personal data must be
processed in a fair and transparent manner in respect of the data subject. It is related
to the obligation to properly inform the data subject about the processing carried
out. Depending on the nature of scientific research carried out, different require-
ments regarding informing the data subjects may be imposed.

The more significant data (e.g. genetic data) is used for scientific research,
the more detailed the information on transparency, such as the specification
of types of research and the updated consent, should be.

For example, when personal data is collected from the data subject for
biomedical scientific research, the following information is required:

the purpose of biomedical research, the plan, and the methods used;

decisions of the Lithuanian Bioethics Committee or the respective regional
biomedical research ethics committee;

the expected benefits of biomedical research for the subject;

research rights, possible risks and inconveniences that the subject may be
caused by biomedical research, as well as the procedure for compensation of possi-
ble damages caused by biomedical research;

the right of the subject to withdraw in writing the consent of the person to
participate in the biomedical research at any time, providing information on the
consequences of termination of such biomedical research;

guarantees of confidentiality of information.

Principle of purpose limitation. The controller and the processor must
comply with the principle of purpose limitation, i.e. data are collected for spec-
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ified, explicit and legitimate purposes and not further processed in a manner that
is incompatible with those purposes. Further processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purpos-
es pursuant to article 89(1) shall not be considered incompatible with the original
purposes.

The purpose for which the personal data will be processed must be defined
in advance, i.e. before the person gives their consent to the processing of their per-
sonal data. Personal data cannot be collected simply because this data may be useful
in the future.

For example, researchers decided to conduct research on lung cancer and
collect data from individuals related to their health. Thus, the data collected has to
be related to the planned research. The case where the data collected is not needed
for a specific study, but where researchers take the opportunity to try to gather as
much information (data) as possible for undefined future studies, is not appropriate.

However, “it is often not possible to fully identify the purpose of personal |
data processing for scientific research purposes at the time of data collection.
Therefore, data subjects should be allowed to give their consent to certain are-
as of scientific research when in keeping with recognised ethical standards for
scientific research. Data subjects should have the opportunity to give their con-
sent only to certain areas of research or parts of research projects to the extent
allowed by the intended purpose.” (recital 2 of the preamble to the GDPR). Thus,
even if the controller and the processor are unable to formulate a specific pur-
pose, it must be clear to the data subject that their data will be used for scientific
research. In such cases, it is particularly important to give the data subject the
right to withdraw consent and to inform them of such possibility. -/

While recital 33 of the GDPR gives some flexibility in describing the purpos-
es of the research for which the data subject’s consent is obtained, the requirements
of Article 5 of the GDPR must still be met in order to ensure that the processing is
lawful, fair and transparent. It is therefore necessary to narrow down the areas of
research, to provide the context in which personal data are collected, and to take
into account the reasonable expectations of data subjects.
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For example, the European Court of Human Rights emphasises in its ju-
risprudence that data is essential for the person to be able to exercise their right
to respect for private life, as guaranteed by Article 8 of the Convention. National
law must therefore provide for adequate safeguards to prevent any use of a person
incompatible with that Article’s guarantees. National law should, in particular, en-
sure that such data are relevant and not excessive, taking into account the purposes
for which they are stored, and are stored in a form that allows the identification of
data subjects for no longer than is necessary for the purpose for which those data
are stored. National law must also provide adequate guarantees to ensure that the
personal data stored is effectively protected against abuse.

Re-processing or further processing of data

Personal data may be reused or used for further research only if appropriate
safeguards are complied with in the further processing of data for scientific research
purposes. It is important that further processing is consistent with the clearly de-
fined and legitimate purposes for which the data were collected. In case of specific
categories of personal data (e.g. personal data relating to health), it is necessary for
the further processing to take place with the explicit consent of the subject, unless
the processing is necessary for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes, which shall be proportionate
to the objective pursued. In addition, further processing of personal data must not
violate the essential provisions of the right to data protection, and appropriate and
specific measures must be provided for the protection of the fundamental rights and
interests of the data subject.

The data collected for scientific research purposes cannot be used for
other purposes!

For example, researchers collected data on individuals’ habits related to
smoking and alcohol consumption to assess the impact of these habits on a person’s
health. The data collected by researchers cannot be further used, for example, for
marketing of manufacturer’s medicinal products for giving up smoking or alcohol.
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However, data collected for purposes other than scientific research
can be used for scientific research!

For example, data collected for statistical purposes can be used for scientific
purposes.

The Law on Ethics in Biomedical Research provides: “a decision on whether
a person’s consent to participate in research is necessary for conducting biomedical
research on a person’s tissues, organs, embryos, cells and genetic material which has
been obtained for the purpose of provision of medical interventions before applying
for undertaking research on this person shall be taken by the Lithuanian Bioethics
Committee or a regional biomedical research ethics committee issuing an approval
to conduct biomedical research.”

For example, if personal data were collected when providing the health ser-
vices in a health institution, this data cannot be used for scientific research unless
authorised by the relevant authority. Also, if the data collected for one scientific
study (e.g. lung cancer) is to be used for another scientific study (e.g. the influence
of smoking on family well-being), a new legitimate ground for such further process-
ing will be required.

Legitimate ground for the processing of personal data
The processing of personal data requires a legitimate ground in accord-

ance with Article 6 GDPR. Article 6 of the GDPR provides for the following
grounds for legitimate processing of personal data:

. Consent of the data subject

. For the performance of a contract to which the data subject is a
party

. Legal obligation

. The person’s vital interests

. Public interest Y.
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The main legitimate ground for processing data for research purposes is con-
sent. The Regulation defines the consent of the data subject as “any freely given, spe-
cific, informed and unambiguous indication of the data subject’s wishes by which
he or she, by a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her”

Consent is therefore considered appropriate when it is:

o Freely given;

e Specific and unambiguous;

e The expression of the will of the duly informed person by a statement or
by a clear affirmative action in which they consent to the processing of personal data
relating to them.

e Consent shall be considered freely given if the person is actually given
the opportunity to decide to give or not to give the consent to process their personal
data and the person does not suffer any negative consequences as a result of such a
decision.

Although the GDPR does not provide consent forms, it does establish cer-
tain conditions for consent:

e the controller must be able to demonstrate that the data subject has given
their consent to the processing of their personal data;

o If the consent of the data subject is given by a written declaration relating
to other matters, the request for consent shall be submitted in such a way that it is
clearly distinguished from other matters,

e consent is given in an understandable and easily accessible form,

e consent is written in clear and plain language;

e The withdrawal of consent must be as easy as giving it. The person must
be informed of the right to withdraw their consent before giving it.

For scientific research purposes, particularly sensitive personal data (e.g.
related to personal health) may be processed as well; however, this requires consent
that meets the specific conditions set out in Article 9(2) of the GDPR and detailed
in the Law on Ethics of Biomedical Research:

e The data subject has expressly consented to the processing of such per-
sonal data for one or more specified purposes;

e The consent of the person must be given in writing;

e Before giving consent, this person shall be informed (upon sign-
ing), in a form that they understand, about the purpose of biomedical re-
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search, the plan, the methods used, the decisions of the Lithuanian Bioeth-
ics Committee or the relevant regional biomedical research ethics committee,
as well as other relevant information related to the research and their rights.

The consent to participate in scientific research activities in clinical trials should
be subject to the relevant provisions of Regulation (EU) No 536/2014 of the European
Parliament and of the Council (hereinafter: Regulation on Clinical Trials).

The Regulation on Clinical Trials sets out the following requirements
for consent:

e The consent shall be in writing, with a specified date, signed by the sub-
ject (or, where the subject is unable to give informed consent, by the representative
legally designated by them) during a prior interview with a member of the research
group with an appropriate qualification. The person receives a copy of this consent.

e If a person is unable to write, their consent may be given and recorded
by other appropriate means, with the participation of at least one impartial witness
who signs the document of informed consent and indicates the date.

e The person or their legally designated representative shall be given suffi-
cient time to consider their decision to participate in the clinical trial.

In order to obtain an informed consent, the subject or, where the subject is
unable to give an informed consent, their legally designated representative shall be
provided with information that:

a) enables the subject or their legally designated representative to understand:

o the nature, objectives, benefits, effects, risks and inconveniences of the
clinical trial;

o the rights and guarantees of the subject with regard to their protection,
in particular their right to refuse to participate and the right to withdraw from the
clinical trial at any time without experiencing any harm or need to provide justifi-
cation;

e the conditions under which the clinical trial is to be conducted, including
the expected duration of the participation of subjects in the clinical trial; and

e possible treatment alternatives, including follow-up measures, if the sub-
ject’s participation in the clinical trial is terminated;

b) is comprehensive, concise, clear, relevant and understandable to a non-pro-
fessional;
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c) is submitted during a prior interview with a member of the study group
who is appropriately qualified in accordance with the legislation of the Member
State concerned;

d) includes information on the applicable system of procedure for reimburse-
ment, and

e) includes an EU trial number and information on the possibility of finding
out the results of the clinical trial.

Where appropriate, an informed consent may also be obtained under a sim-
plified procedure. This is allowed under the following conditions:

e The clinical trial shall be conducted exclusively in one country.

e The person is provided with the above information and informed about
the possibility of refusing to participate in the study.

e The potential subject after being informed does not object to participa-
tion in the clinical trial.

e The simplified procedure for obtaining informed consent shall not con-
flict with the national law of the Member State concerned.

e The clinical trial methodology requires that, in a clinical trial, different
investigational medicinal products are administered to groups of subjects rather
than to individual subjects.

e A clinical trial is a low-intervention clinical trial, and investigational me-
dicinal products are used under the conditions set out in the marketing authorisa-
tion.

e Only interventions that are standard treatments for the subjects con-
cerned shall be performed.

e The protocol shall justify the reasons for obtaining informed consent in a
simplified manner and shall describe the scope of the information provided to the
subject and the ways in which it is provided.
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Part lll: Scientific research data management plan.
How to develop it properly?

Most national and international projects require project participants to
complete a data management plan (hereinafter ‘DMP’) and specify, among other
things, how personal data will be processed. When completing the plan uncertain-
ties often arise, thus we would like to provide some guidelines to make it easier for
you to complete the part of the DMP that deals with the processing of personal data.

Legal and ethical requirements, codes of conduct

Before you start processing personal data, make sure that you process them
in accordance with the provisions of the General Data Protection Regula-
tion and Republic of Lithuania Law on Legal Protection of Personal Data.

Therefore, before processing of personal data begins, determine how you will
ensure the compliance with the applicable legal acts regulating the protection of
personal data:

Have you obtained consent to the storage and/or sharing of personal data?
e Please pay particular attention to whether your consent meets the specific
requirements set for it!

What personal data will be anonymised?

e Remember: in data anonymisation, the more (data) and the earlier (time
of anonymisation) means the better.

e If you believe that anonymisation of data will hinder achieving the pur-
pose of the research, you need to justify this statement in a clear and as detailed
manner as possible.

¢ Guidelines for anonymisation:

https://vdai.lrv.it/uploads/vdai/documents/files/Rekomend_nuasmenini-

mo_metodai_2015.pdf

What personal data will be pseudonymised?

e [t is important to remember that even pseudonymisation of data some-
times leaves a possibility to identify individuals, for example, through the data held
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by third parties, and therefore such data will continue to be subject to the provisions
on the protection of personal data.

Will you encrypt your data? If so, what data will be encrypted? How?
e Make sure that the data is absolutely not understandable to any person
who does not have permission to access the given data.

What procedure for managed access to processed personal data is applied
to authorised personal data processors and/or controllers?

e Check how the protection of personal data is regulated in your institu-
tion, what procedures should be implemented regarding the authorised personal
data processors and/or controllers. If there are no specific procedures provided for,
it is necessary to do so in the DMP for your scientific research.

Will intellectual property rights apply? What laws will apply and to what
extent?

e Check how intellectual property law issues are regulated in your insti-
tution. If no regulation is in place, it is necessary to provide for these issues in the
DMP for your scientific research.

Who is the data processor and/or the owner of the controller and who will
have the right to control access to the data processed?

e It is very important to discuss this issue as specifically as possible - to
indicate the specific persons (e.g. project manager, special person appointed only
for these issues, third parties, etc.).

o If, for example, staff from other partner institutions have access to the
data (for example, if a scientific project is carried out by several institutions), please
indicate them. What are the provisions on the right of several partners to control
access to data included in a consortium or other type of agreement?

What access conditions will apply to the data? Will the data be open or
will access restrictions apply?

e If the data is openly available, make sure that you have the appropriate
consents or that the data will be properly anonymised or pseudonymised.

e If restrictions apply, describe them.
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e Please indicate if data access and reuse licenses are available.

Are there restrictions on the reuse of third-party data? If there are, what
are the restrictions?

e If the data is reused, please specify who can see or use them. How long
will the data be stored? — The description of these aspects should be as detailed as
possible.

What national and international codes of conduct and institutional ethi-
cal guidelines do you follow? Does data collection require an ethical review (e.g.
by an ethics committee)?

e If you process particularly sensitive data, pay extra attention to these as-
pects.

Sharing and long-term storage of data

Data sharing is another important aspect to be discussed in your DMP.
Answer the questions below to find out if you have decently prepared.

How and when will data be shared?
Are there any possible data sharing restrictions or prohibitions?

o If yes, please specify the restrictions and the reasons (e.g. for the protec-
tion of intellectual property, etc.)

How will the data be accessed and shared?

e For example, by placing the data in a reliable data storage, adding to a
directory, using a secure data service, directly submitting data queries, or using an-
other mechanism.

How long will the data be stored?
e Keep in mind that the storage period of the data must be closely related
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to the ongoing scientific research, thus it cannot be that the data will be stored for
an indefinite period of time. Provide a data storage plan.

When will the data be reported?
e Indicate the estimated time of release.

Will exclusive use of data be required?

e If so, please explain why and how long.

e Please indicate whether data sharing will be delayed or restricted, e.g. to
publish, protect intellectual property, etc.

Who will be able use the data?

¢ Indicate who will be able to use the data for research and/or be consum-
ers. In this case, the best solution is to indicate specific persons, their institutional
affiliation, contacts.

Should access be restricted to certain persons or subject to a data sharing
agreement?

e If so, please specify why and how access will be restricted.

e Indicate what action will be taken to remove or reduce restrictions.

How will data be collected and where will data be stored for a long time?

For example, in the data storage or archive?

e How will it be decided which data to store? Describe the data that needs
to be stored for a long time.

e It is recommended to demonstrate that the policies and procedures of
the repositories, including all metadata standards and associated costs, have been
checked.

What data must be stored or destroyed for contractual, legal or regulatory
purposes?
e Particular attention should be paid to particularly sensitive data.

What methods or software tools are needed to access and use data?
e Indicate the specific tools that potential users need to access and (re)use
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the data.
e Specify how sustainable is the software required to access data.

Will data be shared through repository?
Will the requests be processed directly or will another mechanism be used?

e How will the application of a unique and permanent identifier be ensured
for each set of data?

How can data be reused in other contexts?

e Indicate whether permanent identifiers (PID) will be used to identify the
location of the data and direct towards it in a reliable and efficient manner. PID also
help to track citations and reuse.

Data processing and management responsibilities and resources

When processing personal data, it is particularly important to properly
allocate duties and responsibilities, indicating the specific persons and their
areas of responsibility.

Who will be responsible for data management and processing?
e Specify the role, job position, authority, contacts, etc.

Who is responsible for performing specific functions?

e For example, data capture, metadata production, data quality, backup
and storage, data archiving, data opening. If there is a possibility to identify specific
persons.

If the research (project) is implemented with partners, how will the re-
sponsibility for data management and/or processing be divided between part-
ners/institutions?

e How will the responsibilities be divided?

e What is the possible specificity of the data management responsibility of
the partners? How will it be coordinated with all partners?
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Who is responsible for implementing the DMP? Who will ensure the re-
view and, if necessary, the revision of the plan?
e [tis necessary to identify specific persons.

How will a regular update of the DMP be ensured? What is the regular
frequency of revision and, if necessary, update?
e For example, at least once a year?

What resources (such as finance and time) will be allocated to data man-
agement and to ensuring that data are findable, accessible, interoperable, re-us-
able?

e Project funding is usually limited in time, but it may also be necessary
to store data for longer periods (e.g. due to publication, reuse, etc.). It is, therefore,
important to specify how the funding of storage will be ensured after the funding is
no longer provided to the scientific project.

How have you assessed the necessary resources (e.g. time) for sharing and
storing data?

e The storage and sharing of data must be linked to the objectives of the
project and the expected results.

Justify all resources required to provide data:

e e.g., data storage costs, hardware, special equipment, staff time, special-
ised experience (qualifications), training (if necessary) costs, removal of possible
technical barriers, costs required for data preparation input and storage fees).

What additional resources may be needed to prepare the data for storage
(e.g. performing data processing tasks)?

e [If applicable, specify the storage fee. How much financial resources you
will need and how you will cover these costs?

PLEASE PROCESS PERSONAL DATA RESPONSIBLY!
135




. j j ZURNALISTY ETIKOS
MkalO Romerlo Erojektassﬁr\ansuojamas
m°° universitetas “ oD S00s b INSPEKTORIAUS TARNYBA

programos lésomis

Literature:

Legislation:

1. The Convention for the Protection of Human Rights and Fundamental Fre-
edoms

2. The Charter of Fundamental Rights of the European Union

3. Regulation (EU) 2016/679 of the European Parliament and of the Council
on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, repealing Directive 95/46/EC (General data
protection Regulation)

4. Republic of Lithuania Law on Legal Protection of Personal Data

Case law:

1. 19 October 2016, the judgement of the CJEU in case C-582/14 P. BREYER,
ECLILI:EU:C:2016:779.

2. 14 February 2019, the judgment of the CJEU in case C-345/17 S. BUIVIDS,
ECLLI:EEU:C:2019:122.

3. 11 June 2020, the judgment of the ECHR in case PN. against Germany, sta-
tement No. 74440/17.

4. 2 March 2022, ruling of the Supreme Administrative Court of Lithuania in
case No. A-233-525/2022.

5. 23 June 2019, the judgment of the ECHR in case Sorgug against Turkey, sta-
tement No. 17089/03.

6. 8 November 2016, the judgment of the ECHR in case Magyar Helsinki Bizo-
ttsag against Hungary, statement No. 18030/11.

Other useful links:
1. European Data Protection Board, Guidelines 03/2020 on the processing of

data concerning health for the purpose of scientific research in the context of the
COVID-19 outbreak, adopted on 21 April 2020,

https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guide-
lines-032020-processing-data-concerning-health-purpose_en
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2. EDPB document on response to the request from the European Commission
for specifications on the continuing application of the GDPR, using on health rese-
arch, adopted on 2 February 2021,

@ https://edpb.europa.eu/our-work-tools/our-documents/other-guidance/ed-
pb-document-response-request-european-commission_en

3. Study on the appropriate safeguards under Article 89(1) GDPR for the pro-
cessing of personal data for scientific research. Final report. EDPS/2019/02-08,
2021,

https://edpb.europa.eu/system/files/2022-01/legalstudy_on_the_appropri-
@ ate_safeguards_89.1.pdf

4. European Data Protection Board, a preliminary opinion on data protection

and scientific research, adopted on 6 January 2020,

@ 20-01-06_opinion_research_en.pdf (europa.EU).
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