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INTRODUCTION

Between 2015 and 2017, 80.000 Facebook posts were published by Russia-based
operatives and seen by 126 million Americans (half of the total population); 2.752 Twitter
accounts were found linked to Russian operatives; and Google identify 4,700$ of Russia-linked
ad spending in 2016'. Those are the numbers revealed, after the American election of 2016,
during the hearing of the executives from Facebook, Twitter and Google before three United
States (US) congressional committees®. The outcomes of the American elections are known but
the extent of the Russian influence remains difficult to quantify. Was Donald Trump victory due
to Russia involvement or did the democratic process remain intact even if a major disinformation
campaign was organised by a foreign State? The question here is the consequence and impact of
false information in the functioning of the State society, including its democratic process, but

also social cohesion, trust, health, economy;, etc.

The phenomenon of spreading false information is not new, the Experts dated it back to
480 BC and Themistocles spreading false information on the Persian army’. Another example
took place in the end of the 19th century, in France, where, the aggregation of false information,
public opinion and antisemitism led to the condemnation for treason of an innocent French
soldier: the unfortunately famous Dreyfus Case®. Finally, during the 20th century, war and
confrontation of societies’ ideology conducted states to engage in propaganda in different
scales’. However, at the end of the cold war, most of researchers shifted away propaganda,
thinking that it was, from now on, an old phenomenon: what Florian Zollman named “The

Marginalisation of Propaganda’®.

! Reuters. David Ingram, “Facebook says 126 million Americans may have seen Russia-linked political posts”,
October 31 2017,
https://www.reuters.com/article/us-usa-trump-russia-socialmedia/facebook-says-126-million-americans-may-have-
seen-russia-linked-political-posts-idUSKBN1CZ20I1

And: Free Speech and the Regulation of Social Media Content, Congressional Research Service, March 27, 2019,
https://fas.org/sgp/crs/misc/R45650.pdf

2 Ibid

3 “Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States”,
European Parliament Report, February 2019,

https://www.europarl.europa.eu/thinktank/en/document.html?reference=IPOL_STU(2019)608864

4 Ministére de la Justice, « L affaire Dreyfus », 23 August 2011: http://www.justice.gouv.fi/histoire-et-patrimoine-
10050/proces-historiques-10411/laffaire-dreyfus-22696.html

5> “Bringing Propaganda Back into News Media Studies”, Florian Zollmann Newcastle University, UK, Critical
Sociology 2019, Vol. 45(3) 329 —345, DOI: 10.1177/0896920517731134 journals.sagepub.com/home/crs

6 Ibid



However, the phenomenon of spreading false information, in order to manipulate
populations, took recently a new extent and resurrected the interest on this matter. The
terminology has changed, as it is now commonly designed as fake news. The Cambridge
Dictionary even consecrated it as the word of the year in 2017. Even if the substance of the
phenomenon (spreading false or misleading information to influence public opinion) is the same,
the extent of it is far more alarming. The new means to distribute false information are global,
direct and without regulations. The social medias, such as Facebook, Twitter, Instagram, but also
private messages apps like WhatsApp or Snapchat, provide citizens with possibility to access
directly a variety of information without any institutionalised pre-filter’. Moreover, the form of
the information has changed. In 1966, Arthur Larson expressed his concerns about the
development of television when he could see the effect of propaganda on radio, which he
qualified as a swift mode of communication with a potential to “reach people whether literate or
illiterate” and its emotional influence through “the timbre and expression of the human voice”.
Finally, he emphasized the “extreme difficulty of combating or blocking it”®. It sounds familiar
with how Internet and social media are described, but with an exponential development of what
the radio could do: today, people have the information in their hands. Anyone with education or
not, without age restriction can access the information and can create it. Governments cannot
block it - exception of measures affiliated to censor - and, it is not only just a voice, it is images,
live videos, expressions, reactions, symbols that are used. Finally, the techniques used by the
authors of false information are much more advanced with the use of Artificial Intelligence (Al),

bots, trolls, etc. and allow a dissemination in a scale never reachable before.

The consequences of false information are hard to quantify and ascertain. Did targeted
ads and Russian driven Facebook profiles determined the outcome of the American elections of
2016? Did the 261 media articles of Russia Today (RT) and Sputnik and the “156,252 Russian

accounts tweeting about Brexit™

swing the British votes to the leaving option in 2016? To which
extent the “Macron leaks” and the rumours spread by Russian sources influenced the French
Presidential elections of 2017? Did the 100 000 accounts banned by WhatsApp influenced
Brazilian voters in favour of the populist Jair Bolsonaro? The phenomenon of providing false

information can affect a variety of domains such as the health, with false information campaign

" 1bid

8 “The Present Status of Propaganda in International Law”, Arthur Larson, Law and Contemporary Problems, Vol.
31, No. 3, International Control of Propaganda (Summer, 1966), pp. 439-451, Published by: Duke University School
of Law, Stable URL: https://www.jstor.org/stable/1190732

® “Disinformation and ‘fake news’: Interim Report Contents, “Russian influence in political campaigns”
https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/363/36308.htm# idTextAnchor033




regarding vaccination'®, trust in military with, for example, false information campaign against
NATO Soldier in Lithuania!l. It affects all the spheres of society and even if it is easy to find an
influence of false information on those events, States are not measuring yet the consequences
and are still lacking a strong will to regulate the phenomenon: unclear terminology, lack of
efficient responsibility regimes, etc. After the results of the American elections, experts and
governments realised the necessity to understand this phenomenon. The Senate of the United-
States (US) started to have hearings to understand better the extent of the phenomenon. The
United Kingdom (UK) did the same after the Brexit referendum. French President Emmanuel
Macron declared, soon after its election, his intention to have a law to protect the elections
process, which was adopted in 2018'2. The European Union (EU) also emphasizes the
importance to respond to false information. Firstly in communication of the European
Commission (e.g. Communication on Tackling online disinformation of 2018!%), then by actions
such as the Action Plan against Disinformation and the Code of Good practice'* and finally the
European Parliament (EP) concerned for the security of the elections of 2019 also conducted
research in this field"> and took a Resolution in October 2019 regarding foreign electoral

interference!'®.

The first attempt of the researchers was to define the phenomenon of spreading false
information online, in order to influence public opinion. The High Level Expert Group (HLEG)
Report excludes the term fake news and prefers the term disinformation. Most of the research
consecrate the same analysis to exclude fake news as there is a “notable lack of consistency

among human rights organisations using the term ‘fake news’” and because of its ambiguous

10 World Health Organisation. “Vaccine misinformation: statement by WHO Director-General on Facebook and
Instagram”, 4 September 2019, Geneva:
https://www.who.int/news-room/detail/04-09-2019-vaccine-misinformation-statement-by-who-director-general-on-
facebook-and-instagram

' LRT. “More fake news target NATO’s presence in Lithuania”, 2019-09-27:
https://www.Irt.lt/en/news-in-english/19/1101632/more-fake-news-target-nato-s-presence-in-lithuania

2 Law n® 2018-1202 du 22 décembre 2018 relative a la lutte contre la manipulation de I'information,
https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000037847559&categorieLien=id

13 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions, Tackling online disinformation: a European Approach,
Brussels, 26/04/2018, EUR-LEX : https://eur-lex.europa.cu/legal-content/EN/TXT/?uri=CELEX%3A52018DC0236

14

“EU Code of Practice on Disinformation”, European Commission, https://ec.curopa.cu/digital-single-
market/en/news/code-practice-disinformation

15 Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
Report requested by LIBE Committee: http://www.europarl.curopa.cu/supporting-analyses

16 European Parliament resolution of 10 October 2019 on foreign electoral interference and disinformation in

national and European democratic processes (2019/2810(RSP))



character'’. However, there is no consensus on the proper term to use. Some are using
disinformation, other misinformation, mal-information, information warfare, or finally
propaganda. Moreover, when discussing the definition and the appropriate terminology, few
authors are taking the approach chosen here, meaning, starting from a complete description of
the phenomenon to emphasize its characteristics before analysing the existing terms. The
objective is to have a complete understanding of the phenomenon before analysing the terms

related and the one(s) fitting best.

The spread of information, true or false, is undeniably linked to the fundamental right of
freedom of expression. Freedom of expression includes not only the right to free speech, express
opinions and ideas, but also the right to receive and impart information. This right is one of the
most incontestable rights for democratic society as the basis for “political debate, truth finding,
social cohesion, avoidance of censorship and self-development™'®. It is consecrated in most
International legal instruments such as Article 19 of the Universal Declaration of Human Rights
(UDHR)' and of the International Covenant on Civil and Political Rights (ICCPR)?°, Article 10
of the European Convention on Human Rights (ECHR)?! and Article 11 of the European Union
Charter of Fundamental Rights (EU Charter)?. It is also found in national constitutions: Article
11 of the Déclaration des Droits de I'Homme et du Citoyen (DDHC - France)?, Article 25 of the
Lithuanian Constitution®*, etc. Freedom of expression is not limited to the ideas that comply with
the State perspective, it includes also the ones that “offend, shock or disturb the State or any
sector of the population”?. The European Court of Human Rights (ECtHR) justified this broad
interpretation of freedom of expression on the ground of pluralism, tolerance and broad
mindedness, which constitute the basis of a “democratic society”?®. However, some state security

institutions alert that the purveyors of false information usually use freedom of expression and a

17 Ibid

18 Sarah Eskens, Natali Helberger & Judith Moeller (2017) Challenged by news personalisation: five perspectives on
the right to receive information, Journal of Media Law, 9:2, 259-284, DOI: 10.1080/17577632.2017.1387353

19 Universal Declaration of Human rights, 1948:
https://www.ohchr.org/en/udhr/documents/udhr_translations/eng.pdf

20 International Covenant on Civil and Political Rights, 1966 :
https://www.ohchr.org/Documents/Professionallnterest/ccpr.pdf

2! European Convention on Human Rights, 1950: https://www.echr.coe.int/Documents/Convention ENG.pdf

22 EU Charter of Fundamental Rights, 2000: https://www.europarl.europa.eu/charter/pdf/text_en.pdf

23 Déclaration des Droits de 'Homme et du Citoyen, 1789: https://www.conseil-constitutionnel.fr/le-bloc-de-
constitutionnalite/declaration-des-droits-de-l1-homme-et-du-citoyen-de-1789

24 Lithuanian Constitution, 1992: https://www.lrs.lt/home/Konstitucija/Constitution.htm
2 ECHR, Handyside v. the United Kingdom, judgment of 7 December 1976, §49.
26 Tbid




biased interpretation of it, for brandishing the censorship alerts in order to avoid any regulation
or actions to tackle the intentional spread of false information®’. Nevertheless, some limits of this
right have always been accepted in order to have a balanced system of protection of the
fundamental rights. In this regard, hate speech, defamation and incentive to violence are
generally prohibited (Article 19 ICCPR), and most of States consider it as a crime or offence.
However, there is no consensus regarding the prohibition of spreading false information, which
conducts to asymmetries in the European legislations and the national protection of speech. It is
not per se an issue to have different national acceptation of the limitation of fundamental rights,
as long as those limitations remain an exception and are answering a triple test condition: the
limitations must have been prescribed by the law?®, they have to be necessary for the protection
of the democratic society?® and proportionate in regard of the goal of general interest*® (Article
10(2) ECHR). Indeed, States benefit from a certain margin of appreciation depending on the
protected interest. Regarding the spread of false information by a foreign State it is usually
related to the principle of State security and territorial integrity (Article 2(4) UN Charter).
Indeed, the phenomenon can endanger the democratic process and institutions of a State or as the
Ukrainian case and the annexation of Crimea illustrates, it can have consequences on the
territorial integrity of a State’!. When States apply national security or territorial integrity
objectives, they usually enjoy a wide margin of appreciation, and the ECtHR restricts its control.
Freedom of expression in itself benefits from a large amount of research papers and both the
ECtHR and the ECJ have detailed reports on their case law for a better understanding’.
However, for now, the case law is mostly related to illegal speeches such as hate speech, or
defamation®. Therefore, the consequences of propaganda on State integrity have been analysed*

but few researches have been conducted regarding the balance and compatibility, with freedom

7 National Threat Assessment 2019, State Security Department of the Republic of Lithuania, Vilnius 2019
28 ECHR, Herczegfalvy v. Austria, judgment of 24 September 1992 §93 and 94.

2 ECHR, Autronic AG v. Switzerland, judgment of 22 May 1990, §61 : “The necessity for restricting them must be
convincingly established

39 ECHR, Thorgeir Thorgeirson v. Iceland, judgment of 25 June 1992

31 How to Stop Disinformation Lessons from Ukraine for the Wider World, by Marina Pesenti and Peter
Pomerantsev, Transitions Forum, Beyond Propaganda | August 2016

32 Freedom of expression in Europe, Case-law concerning Article 10 of the European Convention on Human Rights,
available here: https://www.echr.coe.int/LibraryDocs/DG2/HRFILES/DG2-EN-HRFILES-18(2007).pdf

33 ECHR Factsheet — Hate speech, October 2019

3% “International Propaganda and Minimum World Public Order”, William V. O'Brien, Law and Contemporary
Problems, Vol. 31, No. 3, International Control of Propaganda (Summer, 1966), pp. 589-600. Stable URL:
https://www.jstor.org/stable/1190741




of expression, of blocking foreign contents in order to limit the dissemination of false

information, as endangering State security.

Secondly, scholars usually limit their analysis to the European legal order, or to one
Member State’s regulations in relation to the EU. Indeed, at the national level, as soon as France
adopted the “anti-fake news Law” scholars analysed its efficiency and the limitations regarding
freedom of expression®>, same for Germany and the “Network Enforcement Act” (NetzDG) 3. At
the EU level, the main preoccupation was the elections of the EP of 2019, and the discussion of
the competence of the EU and its margin of action. In addition, since 2018, as the European
Commission adopted a Code of Good Practice, which is a code of self-regulation for the relevant
and engaged stakeholders, the research analysed the adequacy and suitability of a self-regulatory
approach®’. The opinions are usually divided on this matter. On one hand, for example, Boris
Barraud®® considers that the platforms are driven by economic purposes, which render auto-
regulation inefficient. On the other hand, some recognised auto-regulation only as a first step,
which should be complemented by regulations®®. Here, a comparative analysis of the initiatives
in three Member States (France, Germany and Lithuania) will be conducted before examining

the opportunity and the necessity of a EU approach.

35 See for example : « Analyse juridique de la proposition de loi frangaise relative a la lutte contre la manipulation
de I’information au regard des principes internationaux régissant la liberté de I’information », Commissioned by the
Office of the OSCE Representative on Freedom of the Media from Laurence Franceschini, Independent Media
Freedom Expert, November 2018. Le Lamy droit des médias et de la communication, 218-4 - Nouvelles
technologies et qualité¢ de l'information. « Fake news, infox, quelles réponses juridiques ? » Myriam Quéméner,
Magistrat - Docteur en droit, Dalloz IP/IT 2019 p.178

36 See for example: “How to Counter Fake News? A taxonomy of anti-fake news approaches”, by Alberto
Alemanno. « Fake news : une loi polémique, qui pose plus de questions qu'elle n'en résout », Constitutions 2018
p.559, Diane de Bellescize, Professeur émérite de 1'Université du Havre

37 See for example: Avis du Comité économique et social européen relatif 4 la communication conjointe au
Parlement européen, au Conseil européen, au Conseil, au Comité économique et social européen et au Comité des
régions Plan d’action contre la désinformation [JOIN(2018) 36 final], JOUE (C) 5 Juillet 2019. The Tallinn
Guidelines on National Minorities and the Media in the Digital Age & Explanatory Note February 2019 OSCE
HCNM. On Regulating International Propaganda: A Plea for Moderate Aims, Richard A. Falk, Source: Law and
Contemporary Problems, Vol. 31, No. 3, International Control of Propaganda (Summer, 1966), pp. 622-634,
Published by: Duke University School of Law, Stable URL: https://www.jstor.org/stable/1190743, Accessed: 08-11-
2019 17:25 UTC

38 « La lutte contre les fausses informations sur internet : un jeu de lois », Boris BARRAUD (Docteur en droit),
Revue Lamy Droit de I'Tmmatériel, N° 154, ler décembre 2018

39 See for example : Rapport d’information déposé par la Commission des affaires européennes, portant observations
sur les proposition de loi organique et proposition de loi relatives a la lutte contre les fausses informations (nos 772
et 799), M. Pieyre-Alexandre ANGLADE, Député. L’analyse juridique de la proposition de loi francaise relative a la
Lutte contre la manipulation de I’information au regard des principes internationaux régissant la liberté de
I’information, Commissioned by the Office of the OSCE Representative on Freedom of the Media from Laurence
Franceschini, Independent Media Freedom Expert. Avis du Comité économique et social européen relatif a la
communication conjointe au Parlement européen, au Conseil européen, au Conseil, au Comité économique et social
européen et au Comité des régions Plan d’action contre la désinformation [JOIN(2018) 36 final], JOUE (C) 5 Juillet
2019. Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member
States, Report requested by LIBE Committee: http://www.europarl.europa.cu/supporting-analyses




Aim of the Research:

This research aims at analysing the best ways for the EU to tackle the phenomenon of
spreading false information, in respect of the fundamental rights, by defining it and emphasizing
the absence of a uniform approach of the different legislation of the Member States, leaving the

place for the EU to step in.

Objectives of the Research:

For achieving this aim, the following objectives are set:

1. To disclose the content of the characteristics of the spread of false information by
comparing different terminologies and determining the best terminology to reflect properly the

phenomenon in order to propose an harmonisation of the terminology at the EU level.

2. To elaborate if the Member States have the opportunity, and to which extent, to use
the principle of State integrity to block foreign content disseminating false information, as
defined in the first part, while respecting freedom of expression, enshrines in the EU Charter and

the ECHR, by conducting an analysis of the relevant case law of the ECtHR.

3. To disclose the possibility and opportunity of a EU approach by analysing whether

the national initiatives in selected Member States are uniform and efficient enough.

Research Methodology:

For achieving the aim and objectives, the terminological analysis and description
methods permitted to conceptualize the phenomenon of the dissemination of false information.
Indeed, starting from the description of the phenomenon of dissemination of false information, it
permitted to reveal the main characteristics and have a complete understanding of the different
aspects. This descriptive methods, combined with the analysis of the existing terminology

revealed the nuances and specificities of the phenomenon to tackle.

The comparative method and the legislative analysis used regarding the legislation of
the national states are particularly relevant to emphasize the lack of a uniform approach from the
Member States. Indeed, only by comparing the existing legislations of the Member States it is
possible to demonstrate the lack of uniformity inside the EU, as well as the arising issues

regarding the efficiency of such separate approaches.

Finally, the analytical method was used regarding the EU competences and its
possibility to step in. The principle of conferral competences limits the EU domains of actions to

the one enshrine in the treaties. In the context of false information, the EU can invoke two

10



competences. Firstly, the shared competences as it affects the internal market, and secondly the
external competences of the EU as the dissemination of false information can endanger the
security and territorial integrity of the EU. The analysis of the current Directives related to
Internet and Media service providers demonstrate the existence of the exercise of EU
competence in this matter, and can serve as a basis for further actions, especially regarding an

harmonisation of the status of the platform providers and their obligations.

Structure of the research:

After this introduction, the research is structured with a first part dedicated to the
understanding of the characteristics of the phenomenon of spreading false information in order to
determine the best terminology to use. The second part focuses the analysis on the necessary
balance between freedom of expression and state security for the national states when regulating
the dissemination of false information. Finally, the third part analyses the scope of the EU
competences and possibilities of actions regarding the dissemination of false information, as the

approach of the national states might be insufficient.

Defence Statement:

The EU should establish a common framework regarding the definition and
responsibility of the platform providers in order to tackle efficiently the dissemination of
intended false information, as the national approaches are insufficient and may impair the digital

single market.

11



I. DETERMINING THE TERMINOLOGY REFLECTING THE
PHENOMENON OF SPREADING FALSE INFORMATION

The term “fake news” became worldwide known after the 2016 American elections, but
designed an imprecise phenomenon. As was mentioned above there are number of different
terms used to describe the phenomenon, thus the first sub-part will analyse the phenomenon of
spreading false information in all its aspects to reveal its characteristics (1) before analysing the

different existing terms and determining the best terminology to reflect the phenomenon (2).

1. Characteristics of the phenomenon of spreading false information

The starting point, in understanding this phenomenon is the delimitation of the
definition of an information (1.1), before determining the intention (1.2) and to finally analyse

the consequences of the phenomenon on the individuals and on society (1.3).

1.1. Defining information

The definition of an information is a pre-requisite when analysing the phenomenon of
“fake news”. The International Code of Journalistic Ethics of 1983, in its Principle II, called
“The journalist's dedication to objective reality”*’, defines the task of a journalist as to “serve the
people’s right to true and authentic_information, through an honest dedication to objective reality,
whereby facts are reported conscientiously”. The Resolution 1003 of 1993 of the Parliamentary
Assembly of the Council of Europe emphasizes that “a clear distinction must be drawn between
news and opinions. News is information about facts and data, while opinions convey thoughts,
ideas, beliefs or value judgments” (Point 3)*!. Point 21 alerts on the necessity for journalists not
to “alter truthful, impartial information or honest opinions, or exploit them for media purposes,
in an attempt to create or shape public opinion”. Finally, Point 36 reaffirms the “fundamental

right of the citizens to receive truthful information and honest opinions”. The term “information”

40 International Code of Journalistic Ethics of 1983, Principle II: “The journalist's dedication to objective reality”:
The foremost task of the journalist is to serve the people's right to true and authentic information through an honest
dedication to objective reality whereby facts are reported conscientiously in their proper context, pointing out their
essential connections and without causing distortions, with due deployment of the creative capacity of the journalist,
so that the public is provided with adequate material to facilitate the formation of an accurate and comprehensive
picture of the world in which the origin, nature and essence of events, processes and states of affairs are understood
as objectively as possible.

https://accountablejournalism.org/ethics-codes/International-Principles

4l Resolution 1003 (1993), Ethics of journalism, Parliamentary Assembly, Council of Europe.
https://assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-en.asp?fileid=16414&lang=en

12
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is associated with the adjectives “authentic”, “objective reality”, “truthful, impartial” and the
“facts and data”. In this regard, the information must be based on a reality, a fact, admissible for
all individuals and not relying on an interpretation or an opinion. In this respect Boris Barraud
identifies three criteria to define information: 1) it has to be related to a fact; i1) the knowledge of
the fact must represent an interest for the public (flexible notion); and iii) the reality of the fact

must be verifiable and certain*2.

1.1.1. The existence of verifiable facts and data

The false information by definition is not information, and therefore should be
excluded from the definition of an information and of the scope of the Article 10 of the ECHR. A
false information is neither an opinion nor an idea. Boris Barraud defines it as “a statement
presented as a fact, an event, which did not take place, or at least whose reality cannot be verified

[...] a false information is a non-information™?

. However, it might be very difficult to
distinguish information from an opinion or a false information or satire and parody. Indeed, the
information as the result of a transmission is never just about the fact: it is also an interpretation
of the fact or reality, indicating personal choices and values. Therefore, the truthfulness of an
information, according to Boris Barraud, is more measured according to the method employed to
deliver it: did the author have an idea and looked for a proof to support his idea or on the
contrary, did he encounter a fact and then provide an explanation**. Another, even more insidious
technique exists: the information is true but only selected facts or elements are transmitted from
which results complete bias information leading to a misunderstanding of the situation. This

technique goes against the Code of ethics of Journalism and the Journalist’s dedication to

objective reality and reporting the fact conscientiously.

The false information might be followed by the intention of the author or by genuine
believe that the information is true. Some try to influence the opinion to harm or make profits, or
to diffuse the author ideology (see below point 1.2). But some false information can exist also by
error of the author or on the contrary in the intention to entertain the public such as parody. The
danger is not coming from the parody, which might be provocative (e.g. Charlie Hebdo cover-

page parodying Mahomet) but the authors’ intention is either to entertain or to encourage

42 « La lutte contre les fausses informations sur internet: un jeu de lois », Boris Barraud, Revue Lamy Droit de
I'ITmmatériel, n°154, ler Décembre 2018.

+ Ibid
* Ibid
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thinking and public debate among the public opinion. The ECtHR consider it as a “form of

artistic expression™.

1.1.2. The exclusion of some type of speeches from an information

The ECHR and the EU Charter include in the freedom of expression not only the right
to receive and impart information but also the right to hold opinions and ideas. The opinions and
ideas must be distinguished from the information: it is commonly accepted to exclude them and

rumors from the definition of an information.

Nevertheless, the distinction between information and opinion is not always easy to
disclose: when giving information, journalists can express their opinions, which are mixed with
the content of the information. The expression of opinions is well protected by the ECtHR
especially when it concerns political debate*®. E.g. in Lopes Gomes da Silva v. Portugal, 28
September 2000, the ECtHR stated that freedom of expression was not limited to ideas that are
favorable to the State, it included also the ones that “offend, shock or disturb the State or any
sector of the population”. The ECtHR justified it on the ground of pluralism, tolerance and
broadmindedness, which constitute the basis of a “democratic society”*’. Only a significant

abuse can be subject to limitation of the freedom of expression of the press*®.

Finally, some illegal contents are excluded from the definition of information and of the
protection offered by the freedom of expression such as hate speech, incitement to violence and
defamation®. Indeed “tolerance and respect for the equal dignity of all human beings constitute
the foundations of a democratic, pluralistic society [...] it may be considered necessary to
sanction or even prevent all forms of expression which spread, incite, promote or justify

hatred”°.

To sum up, the information, protected under the fundamental right of freedom of
expression, can be defined as based on real, verifiable and objectives facts. The false information
by opposition is not information because it is not based on an objective presentation of the fact,

either because the fact is not real or verifiable, or because the presentation of the fact is

4 ECHR, Ziembinski v. Poland (No. 2), (Application no. 1799/07), 5 July 2016

4 ECHR, Lopes Gomes da Silva v. Portugal, No. 37698/97, judgment of 28 September 2000, Reports 2000-X, §34
47 ECHR, Handyside v. the United Kingdom, judgment of 7 December 1976, Series A No. 24, §49.

48 ECHR, Prager and Oberschlick v. Austria judgment of 26 April 1995, Series A no. 313, pp. 17-18, paras. 34-35
4 Article 20 ICCPR

S0 ECHR, Erbakan v. Turquie, No 59405/00, 6 juillet 2006.
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subjective and bias, conducting to a misunderstanding of the situation. The opinions or ideas
(also protected by the freedom of expression), the satire and parody, and finally illegal content
such as hate speech and defamation are excluded from the definition of information. However, it
has to be bear in mind that it is difficult to draw a strict separation between information and

opinions as, the authors usually reflect their opinions when presenting information.

1.2. The intentions behind the spread of false information

1.2.1. Political destabilization

States are one of the main sources of false information. A foreign state can benefit from
destabilisation of the other States and can use it to affirm its primacy or at least legitimacy. For
example, the EU and the US>! have clearly identified Russia as one of the main foreign sources
of such content. The impact of the false information on the American elections or on the United-
Kingdom has resulted in a weaker “western” position, benefiting to other States. The diffusion of
massive false information in Ukraine led to the annexation of Crimea and major tensions in the
rest of Ukraine, favouring Russia’s influence over the region®?. However, the exact assessment of
the scope of such interference and its consequences remain today difficult to ascertain by lack of

research>.

In the case of national State spreading false information, States can also benefit from a
divided society to maintain their power. Usually it concerns non-democratic states or the one
flirting with the respect of human rights that can benefit from false information in order to
maintain a control on the society. In this case, spreading false information goes usually in hand
with censorship. Some concerns have been raised inside the EU, notably regarding Hungary with

the Government funding disinformation campaigns>*.

31 Communication from the Commission to the European Parliament, the Council, the European Economic and
Social Committee and the Committee of the Regions: Tackling online disinformation: a European Approach, 26
April 2018

And Report of the Select committee on intelligence United States Senate on “Russian active measures campaigns
and interference in the 2016 U.S. election, Volume 2: Russia's use of social media with additional views
https://www.intelligence.senate.gov/sites/default/files/documents/Report Volume?2.pdf

52 Foreign Affairs, “Why Putin took Crimea — The Gambler in the Kremlin” by Daniel Treisman, May/June 2016,
https://www.foreignaffairs.com/articles/ukraine/2016-04-18/why-russian-president-putin-took-crimea-from-ukraine

53 Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
European Parliament Report, February 2019

54 1bid, “1.3.3.1 Hungarian government campaigns against migrants and against George Soros”, p44
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1.2.2. Economical interest

Sometimes linked to political destabilization, the false information can benefit
economically to different actors. First regarding the State, it can be illustrate with the example of
Russia gaining influence in Ukraine, which represents an important market for Russia®>. But
companies or economic groups can also be the source of false information, usually to serve their
private economic interest. Lobbying, to a certain extent, can be sources of spreading false or at
least misleading information as for example during the campaign regarding the Copyright
Directive®. The health sector is also impacted in a large scale with false information regarding

vaccination®’.

Medias also can be the source of false information. In regard of the self-regulation
existing, false information produced by media might be either an error, or the sign of poor
quality journalism®®. However, as false information is usually more attractive than real one,
modern journalism, especially online, can have major gain with false information, or at least
misleading headlines in order to get revenue from the number of clicks or views>®. This is the
phenomenon of clickbait: putting emotional, misleading headlines in order to have people

clicking or sharing it to gain more revenue from publicity sector®’.

Finally, citizens are also sometimes sources of spreading false information as a
profitable business. For example, investigation revealed that some Macedonians citizen

employed to publish false information, were earning three times the average wages®'.

55 World Finance — The Voice of the Market, “Crimea doesn’t pay: assessing the economic impact of Russia’s
annexation”, Barclay Ballard, October 28 2019: https://www.worldfinance.com/strategy/crimea-doesnt-pay-
assessing-the-economic-impact-of-russias-annexation

56 Buropean Parliament News, “Questions and Answers on issues about the digital copyright directive”, Press
Releases, 27-03-2019: https://www.europarl.europa.cu/news/en/press-room/201901111PR23225/questions-and-
answers-on-issues-about-the-digital-copyright-directive

57 World Health Organisation. “Vaccine misinformation: statement by WHO Director-General on Facebook and
Instagram”, 4 September 2019, Geneva:
https://www.who.int/news-room/detail/04-09-2019-vaccine-misinformation-statement-by-who-director-general-on-
facebook-and-instagram

58 Journalism, fake news & disinformation: handbook for journalism education and training, UNESCO, Ireton,
Cherilyn, Posetti, Julie, 2018, ISBN:978-92-3-100281-6
https://unesdoc.unesco.org/ark:/48223/pf0000265552

3 Adperfect, “How fake news is creating profits”, October 26, 2017: https://www.adperfect.com/how-fake-news-is-
creating-profits/

6 BBC, “Clickbait: The changing face of online journalism”, Ben Frampton, 14 September 2015,
https://www.bbc.com/news/uk-wales-34213693

61 “She was paid 3 euros per post, amounting to a mere 24 euros per day. That’s not much to some, but triple what
she might have earned doing a job locally”. BBC, “I was a Macedonian fake news writer”, Simon Oxenham, 9"
May 2019: https://www.bbc.com/future/article/20190528-i-was-a-macedonian-fake-news-writer
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1.3. The consequences of the spread of false information

1.3.1. The consequences on individuals

False information affects firstly the individuals. When receiving a false information, the
individual may believe it as true, it may have a critical look, or it may spot the false information
and then lose trust in the source of information. False information affects in general the trust in
the media and the information®. It affects the individual’s right to receive information, protected
by the article 10 of the ECHR and Article 11 of EU charter. Freedom of expression is based on
different ideals, which are the ability for a citizen to develop its own thinking and critical
knowledge, the quest of truth, and, in a global perspective, the way for the citizen to make a
thoughtful vote during the democratic process. The dissemination of false information hinders

those rights.

False information impacts another fundamental right of the citizen, which is the right of
data privacy. In the European legal order, data privacy is related to the right to a private life
(Article 8 ECHR) whereas in the EU, the article 8 of the EU Charter specifically concerns the
right to the protection of personal data. How is the spread of false information related to data
privacy? It has been revealed, specifically with the Cambridge Analytica scandal, that data of the
citizens were used against them in order to target them with specific content®>. Publicity bought
by different actors (politics, companies) is targeting users according to their sex, age, nationality,
interests, etc. And with Cambridge Analytica, it appears that those data have been illegally used
in order to target different social groups and encourage them to vote in one way or another®.
Therefore, two distinct issues are arising from the false information and the data privacy. First,
data of citizens have been collected and used for ends they were not aware of, which is a breach
of their rights for privacy. Secondly, it has been used to target and manipulate them, which is

against their free determination, and will: it affects their dignity®.

62 EP Report 2019: “When no distinction was made in the questionnaire between online and offline media, the
results were significantly lower: only 34 % trusted "the media" and 61 % did not trust it”

8 European Parliament resolution of 25 October 2018 on the use of Facebook users’ data by Cambridge Analytica
and the impact on data protection (2018/2855(RSP))

%% The Guardian, “Facebook faces fresh questions over when it knew of data harvesting”, Carole Cadwalladr,
17/03/2019, https://www.theguardian.com/technology/2019/mar/16/facebook-fresh-questions-data-harvesting-
cambridge-analytica

65 “The act of micro-targeting based on sensitive information violates human dignity, the right to freedom of
(truthful) information and distorts public discourse”, European Parliament Report, p131.
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1.3.2. The consequences on society

The example of the American election or the Brexit proves that spreading false
information affects the democratic process. Described as “the triangular relationship between the

766 none can exist without the others.

Fundamental Rights, Democracy and the Rule of Law
Consequently, when the spread of false information affects fundamental rights of the individuals,
especially freedom of expression, it affects the democracy and the rule of law. If the citizen
cannot make an informed choice when voting, if it has been misled by false information, then the

process of voting loses its value and sincerity. A third party impacts the results of the election.

The second major consequence on the society is its destabilization. Indeed, false
information can be spotted which lead usually to a loss of confidence from the citizen toward the
media or the authorities. The Eurobarometer indicated an average trust in the media of 50% in
2016 (depending on the source of the media: the radio as the most trust media and social media
as the less trustworthy)®’. Moreover, according to Rob Procter, the objectives of spreading false
information is not much about making people believe in it but to make them doubting about the
truthfulness of any information, which leads to distrust®®. Finally, from this mistrust, in the media
and authority, results a general suspicion and more generally a destabilization of the society
equilibrium. In addition, this destabilization can be encouraged by spreading even more false
information. For example, during the yellow vest jacket movement in France, false information

in both sides were used to inflame the opposition®.

2. Existing terminology to designate the dissemination of false
information

Multiple terms exist in order to speak about false information. The multiplication of

terms leads to major misunderstanding in the distinction of the different meanings of each terms.

In this section, each terms will be analyzed in order to determine if they fit the characteristics

previously developed to finally have a better understanding of which terms to use.

6 Carrera, S, Guild, E & Hernanz, N 2013, ‘The Triangular Relationship between Fundamental Rights, Democracy
and the Rule of Law in the EU, Towards an EU Copenhagen Mechanism’, Study, CEPS, Brussels

67 Standard Eurobarometer 88, Autumn 2017, Media use in the European Union, Survey requested and co-ordinated
by the European Commission, Directorate-General for Communication.

68 The Economist, “Disinformation, Lithuanians are using software to fight back against fake news”, Martina
Paukova, 24" October 2019
https://www.economist.com/science-and-technology/2019/10/24/lithuanians-are-using-software-to-fight-back-
against-fake-news

% Euractiv, «Les Gilets jaunes noyés sous les infox sur Facebook », Marion Candau, 13/03/2019,
https://www.euractiv.fr/section/elections/news/les-gilets-jaunes-noyes-dans-les-infox-sur-facebook/
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2.1. Information Warfare

Before the XXI Century, false information was known and used only in the military
spheres. Spreading false information with the intention to mislead individuals or cause harm can
still be part of information warfare, understood in the wider context of the hybrid threats,
designing a huge variety of threats in different fields (diplomatic, military, economic, and
technological)’’. The European External Action Service (EEAS) defines it as a combination of
“conventional and unconventional, military and non-military activities that can be used in a
coordinated manner by state or non-state actors to achieve specific political objectives”. This
term reflects the potential harm on the democratic institutions and the use of the dissemination of
false information as a weapon in a context of destabilisation of the foreign States. However, the
problem arising with the term information warfare is its limitation to the military’s activity,
whereas today, the spread of false information may have other objectives or sources such as
economical ones. Moreover, false information is no longer only the product of States or military

actors, every citizen can be the source of it. Therefore, this term will be excluded in the

following developments because of its restriction to the military sphere.

2.2. Fake news

The term fake news has been widely popularised by its use by well-known politicians —
Donald Trump as the first one. The important use of this term permitted to bring the light on the
on-going phenomenon. However, by being used by so many politician and citizens all over the
world, it loses some scientific precision in its definition and can design too many different
things. Thus, the High Level Expert Group (HLEG) Report design fake news as associated “with
partisan political debate and poor journalism broadly rather than more pernicious and precisely
defined forms of disinformation”’!. A Report of the UK Parliament of July 2018 also rejects the
term fake news because it “has been used to describe content that a reader might dislike or
disagree with”. Both of those reports recommend the decision-maker to prefer the term
disinformation instead of fake news. In comparison with the French terminology, the
Commission of enrichment of the French language advises to use the term “infox” (from
Information and intoxication) as the French version of “Fake news”. Nevertheless, in the Report

of the French National Assembly, they prefer to use the term “Fausses informations” literally

70 Joint Communication to the European Parliament, the European Council, the Council, the European
Economic and Social Committee and the Committee of the Regions, Action Plan against Disinformation, Brussels,
5/12/2018.

"I “A multi-dimensional approach to disinformation”, Report of the independent High level Group on
fake news and online disinformation.
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“False information” for the same reasons mentioned above. The term “fake news”, not precise
enough and lacking scientific rigor, leads to designate also news with which people simply
disagree with’?. Therefore, the term should be avoided in scientific research and regulations,

except if it provides, first, clear delimitation of the understanding of the term.

2.3. Disinformation

By rejecting the term fake news, most of the experts turn to the term “disinformation”
which is defined according to the HLEG as: “false, inaccurate, or misleading information
designed, presented and promoted to intentionally cause public harm or for profit. The risk of
harm includes threats to democratic political processes and values, which can specifically target
a variety of sectors, such as health, science, education, finance and more. It is driven by the
production and promotion of disinformation for economic gains or for political or ideological
goals, but can be exacerbated by how different audiences and communities receive, engage, and

amplify disinformation””?

. This definition is quite similar in the Code of Good Practice, which
defines it as “verifiably false or misleading information". It has to present two cumulative
criteria: the motivation should be the “economic gain or to intentionally deceive the public" and
the consequences of this information is the “public harm", understood as "threats to democratic
political and policymaking processes” and threats to public interest (health, security, etc.)’*. The
term fits the characteristics developed in the first part, which is logical, as the term has been
developed to designate this specific phenomenon. However, by designing this specific
phenomenon, the term might be too limited to future unforeseeable development of the
phenomenon, which might gain other characteristics. For example, the phenomenon of deep

fakes, designating false content which falsification is “to become unrecognisable by both human

and machine control”, will soon present new challenge as the falsity will be unrecognisable’.

2 Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
European Parliament Report, February 2019

73 A multi-dimensional approach to disinformation”, Report of the independent High level Group on fake news and
online disinformation.

7 “BU Code of Practice on Disinformation”, European Commission, https:/ec.curopa.cu/digital-single-
market/en/news/code-practice-disinformation

5 Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
European Parliament Report, February 2019, Point 5.1.2
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2.4. Misinformation

3

The prefix “mis-“ is defined as expressing that an action has been done wrongly or
badly’®. The HLEG Report defines misinformation as “misleading or inaccurate information
shared by people who do not recognize it as such”. The Full-fact report on tackling
misinformation in an open society distinguish misinformation which is “the inadvertent spread of
false or misleading information; and disinformation [which] is the deliberate use of false or

»77 Misinformation usually designates false

misleading information to deceive audiences
information, which are not perceived as such and shared without the intention of sharing false
information. The elements are the same, the consequences can be the same as for disinformation
but there is no intention of harm or economic interest. The distinction would be relevant
regarding responsibility regimes of the authors if such regimes existed. Therefore, according to
the context and the elements set forward (intention or not), mis- and dis- information can be used

concomitantly.

2.5. Propaganda

Propaganda is often used at the same time as disinformation. EP Report of 2019 defines
it as “the art of influencing, manipulating, controlling, promoting, changing, inducing, or

”8  In this regard,

securing the acceptance of opinions, attitudes, action, or behavior
disinformation and propaganda overlap: information distributed in the intention of influencing
people’s opinion for political purpose match both definitions. The Joint Declaration on Freedom
of Expression and “Fake news”, Disinformation and Propaganda of the 3™ March 20177’ uses the
terms Disinformation and Propaganda in a similar perspective. The only distinction made
between the two terms can be found in Point 2.6: “State actors should not make, sponsor,
encourage or further disseminate statements which they know or reasonably should know to be
false (disinformation) or which demonstrate reckless disregard for verifiable information
(propaganda).” The distinction is a thin one as in both cases, either the person knows or should

know it is false information and still disseminates it, or the person is indifferent if the

information are true or false in general and disseminates it. In both cases, the person

76 Cambridge dictionary, “mis-: https:/dictionary.cambridge.org/dictionary/english/mis

7 “Tackling Misinformation in an Open Society: How to respond to misinformation and disinformation when the
cure risks being worse than the disease”, Full-Fact Paper (UK) — 2018

78 Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
Report requested by LIBE Committee: http://www.europarl.curopa.cu/supporting-analyses

7 OSCE, Joint Declaration on Freedom of Expression and “Fake News”, Disinformation and Propaganda,
https://www.osce.org/fom/302796?download=true
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demonstrates a disregard for truthful information, which justifies the concomitant use of the

terms.

However, a distinction should be made with War propaganda, which is prohibited by the
Article 20 of the ICCPR®, and designates propaganda campaigns promoting war or incitement to
war, which enters into the meaning of the term information warfare. The phenomenon of false
information is a more pernicious way of propaganda used in democratic society, outside a war

context, to influence citizens, which is like the disinformation phenomenon.

The definition of propaganda may lack mentions of the way of diffusion, the novelty of
the use of new technologies, etc., but the definition matches the existence of false or misleading
content, the intention of the author to harm or to have economical interest from it, and it has
definitely major impacts on the democracy and the rule of law, as preventing the individual to
have access to truthful and objective information to build its opinion and make choices.

Moreover, by not mentioning the means of diffusion, this definition is more timeless than the

other terms.
CONCLUSION:
TABLE SUMMARIZING KEY ELEMENTS
Advantage Disadvantage
Information Takes into account the | Limited to military context
Warfare characteristics of false information
and the intention to cause harm or
to mislead individuals.
Fake News Commonly known Unprecise and too broad: may include

opinions with which people disagree, poor
quality journalism, etc.

Disinformation | False or misleading information to | Might be limited for future development

cause harm or for profit, taking into
account new technologies aspects

Misinformation | False or misleading information No intention to cause harm or mislead
individuals
Propaganda False or misleading information to | Old term with no reference to the
cause harm or for profits specificity of the new technological means
Intemporal

8 International Covenant on Civil and Political Rights, entry into force 23 March 1976:
Article 20: “1. Any propaganda for war shall be prohibited by law.

2. Any advocacy of national, racial or religious hatred that constitutes incitement to discrimination, hostility or
violence shall be prohibited by law.”
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After the wide spread of the term fake news, which has therefore been used to describe
a lot of different things, from the spreading of false information to information or opinions with
which public personalities disagree, scholars and experts needed a more precise terminology. The
elements taken into account are 1) the existence of a false information, which is either based on
false facts, or misleading presentation of the facts; ii) the intention to cause harm or to make
profit ; iii) the consequences on the individual’s rights and dignity, and on the society security

and integrity.

The term disinformation is used in the major part of recent publications analysing the
phenomenon, as well as misinformation and propaganda. However, the term misinformation
lacks the intentional element. In this regard, the author advises on the use either of the term
disinformation or propaganda, and when the intentional element is not relevant, misinformation

could also be used.
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II. BALANCING INTERESTS: FREEDOM OF EXPRESSION
AND NATIONAL SECURITY

The dissemination of intentional false information may have major consequences on the
institution of a State by influencing its election process (e.g. US elections), or major political
decisions (e.g. Brexit in the UK), or encouraging protest for destabilisation (Yellow vest jacket
movement in France), or even for secession/annexation (e.g. Crimea in Ukraine and Catalufia).
The issue is to find a way to protect State integrity by blocking foreign propaganda, while
respecting freedom of expression and free movement of services. Article 11 in combination with
Article 52(3) of the EU Charter has the same scope as Article 10 of the ECtHR®!. By
consequence, an analysis of the ECHR understanding of scope and meaning of freedom of
expression in the context of disinformation is necessary (1). Then, in order to determine the need
and opportunity of a EU action (3), the Member States (MS) current regulations must be

scrutinized (2) to identify if a common approach exists and if their separate actions are sufficient.

1. The high protection of freedom of expression under the ECHR

1.1. The broad scope of freedom of expression

Different Articles of the ECHR are usually constructed in the same way: a first
paragraph declaring the protection of the right and a second one presenting the limitation of this
right. Article 10 of the ECHR is an exception, with a limitation already present in the third
sentence of the first paragraph: “This Article shall not prevent States from requiring the licensing
of broadcasting, television or cinema enterprises.” In the same paragraph, that promotes freedom
of expression and the right to receive and impart information, the ECHR sets up the right for

State to require license for broadcasting, which is a limitation of the freedom of speech in itself.

The ECtHR, in the case Groppera Radio AG and others v. Switzerland, first interpreted
it as allowing States to limit broadcasting due to technical or legal difficulties. Indeed, the
Convention was prepared at a time where there were a “limited number of available frequencies”
and “major capital investment [was] required for building transmitters”. However, “since then,

changed views and technical progress have resulted in the abolition of State monopolies”, and by

81 ECJ, 4 May 2016, Philip Morris Brands and Others, C-547/14, paragraph 147
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consequence, limitations based on technical or legal difficulties are harder to justify®’. Even if
the text of the ECHR provides the State with an opportunity to limit broadcasting, the ECtHR
narrowed it, with time, to provide a broad protection of freedom of expression. The second
aspect of this explicit reference to broadcasting in the first paragraph is that it allowed the
ECtHR to include in the scope of freedom of expression not only the content but also the means
of diffusion. As the right of broadcasting is “enshrined in the first two sentences of Article 10§1”

there is “no need to make distinction according to the content of the programmes™®>.

The ECtHR has adopted a broad acceptation of the speech protected under Article 10,
including all types of content (except illegal) without distinction of its author (natural or legal
person®!). However, the Court established distinctions according to the type of speech and some
speeches are more protected than others. For example, political speeches are enjoying the highest
protection with “little scope under Article 10§2 of the Convention for restrictions on political
speech or on debate on matters of public interest”. On the contrary, regarding “commercial
matters or advertising” the “States have a broad margin of appreciation™®®. This distinction is
relevant when the Court is conducting the classical control of proportionality, enshrined in

paragraph 2 of Article 10.

Finally, Article 10 is applicable “regardless of frontiers”. In the Ekin case of 2001, the
French authorities banned the “circulation, distribution and sale” of a Spanish book concerning
Basque minority, constituting, in their view, a threat to public order because it was encouraging
separatism and violence. The ECtHR held that “the exceptional circumstances in 1939 might
have been justified tight control over foreign publications” but as the circumstances have

3

changed, maintaining this system “would appear untenable”®®. As the Court admits that war
circumstances were justification to ban foreign publications, the Court may accept specific
limitation where circumstances justify it, even if the wording of the Convention states
“regardless of frontiers”. It is possible to relate the ban of foreign publications in time of war,
with preoccupation against the dissemination of disinformation, as a potential justification to

override the requirement “regardless of frontiers”. However, the Court maintains a strict control

of the accepted limitations.

8 ECHR, Groppera Radio AG and others v. Switzerland, judgment of 28 March 1990 (p. 60), confirmed by
Autronic AG v. Switzerland, judgment of 22 May 1990

8 Ibid Point 55

8 ECHR, Autronic AG v. Switzerland, judgment of 22 May 1990, para. 47: “The Article (art. 10) applies to
"everyone", whether natural or legal persons.”

8 ECHR, Sekmadienis LTD v. Lithuania, 30 January 2018 (Point 73).
8 ECHR, Ekin Association v France, 17 July 2001 (Point 62).
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1.2. A strict control of the limitations

The ECtHR always considered Article 10 “as a whole” and that the limitation provided
in the first paragraph “does not provide that licensing measures shall not otherwise be subject to
the requirements of paragraph 2”%’. The requirements of Article 10(2) constitute the classical
control of proportionality where the ECtHR conducts a triple test: i) the interferences must be
prescribed by law; ii) it must be necessary in a democratic society and; iii) the limitation has to

be proportional to the objectives aimed by the measure.

1.2.1. Prescribed by law

The requirement “prescribed by law” reflects “that only the legislature, as a
democratically elected body, should have the power to put in place measures that limit this
fundamental right”®3. Primary legislation, but also secondary legislation authorised by primary
legislation meet the requirement. However, when assessing the first requirement, prescribed by
law, the ECtHR does not limit itself to the existence of a law, but considers its “quality”®’,
including its accessibility, foreseeability and its precision. For the States to be compliant with the
ECtHR control, the restrictions provided by the law should be precise and clear enough
regarding especially the objectives aimed. The precision and clarity must be present regarding
the wording and definitions of the terms. However, when the balance between the other criteria -

the legitimate aim and the necessity - reveals that the measure was not justified, the Court does

not always elaborate on this first condition®.

1.2.2. Necessary in a democratic society

The criteria “necessary in a democratic society” in the context of Article 10(2) can be
generally justified by the need to ensure “national security, territorial integrity or public safety”.
Disinformation affects the national security or territorial integrity as it can influence the citizens’
vote regarding major decisions (U.S elections, Brexit) but can also lead to secession (Crimea).
The following analysis therefore will focus on the assessment of national security and territorial

integrity.

87 ECHR, Groppera Radio AG and others v. Switzerland, judgment of 28 March 1990

88 “Freedom of Expression: A Guide to the Interpretation and Meaning of Article 10 of the European Convention on
Human Rights”, Toby Mendel, Executive Director Centre for Law and Democracy

8 Satakunnan Markkinapérssi Oy and Satamedia Oy v. Finland, 27 June 2017 (Point 142).

% ECHR, Autronic AG above mentioned, Point 57: “But it does not appear necessary to decide the question, since
even supposing that the "prescribed by law" condition is satisfied, the Court comes to the conclusion that the
interference was not justified (see paragraphs 60-63 below).”
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Neither the Convention nor the ECtHR defines national security, even if present in
different articles of the ECHR (Article 8, 10 and 11). The ECtHR even went further by
recognising unnecessary having a “comprehensive definition of the principle of the interests of
national security” because it “requires to be flexible” and subject to “interpretation and
application” according to the practice’. In general, when it concerns national security, States

enjoy a “wide margin of appreciation” and the Court limits its control®?

. However, the necessity
control is not limited to the aim but must “corresponds to a pressing social need” which the
Contracting parties may assess with a certain margin of appreciation, but the ECtHR is
“empowered to give the final ruling”®*. The ECtHR balances all these factors when conducting

its final assessment: proportionality.

The EP Report of 2019 emphasizes that “the connection of an individual piece of fake
news item to these goals [national security, territorial integrity, and public safety] may be very
limited”. Indeed, for example, an article about “total Russo phobia” in Lithuania®®, even if it may
encourage hate and have, on the long run, impact on the state stability, it is difficult to link this
one article to the objectives of maintaining internal peace and security. Therefore, the European
Parliament advises to focus on the prohibition of concerted actions, which would “have a chance
to withstand constitutional scrutiny”®>. Indeed, the proof of an organised campaign with multiple
articles from the same sources should be enough to prove the necessity of the restriction on

freedom of expression.

1.2.3. The proportionality test

The proportionality control is the balance between, on one hand, the aim of the
interference - here national security or territorial integrity, where States enjoy a wide margin of
appreciation — and, on the other hand, the restriction of speech, which may enjoys different level

of protection according to the nature of the speech and the means used to diffuse it. For a

1 ECHR, Esbester v. the United Kingdom, 2 April 1993: http://hudoc.echr.coe.int/eng?i=001-1537
%2 See for example, ECHR, Leander v. Sweden, judgment of 26 March 1987, Series A No. 116, p59.
% ECHR, Oztiirk v. Turkey [GC], No. 22479/93, judgment of 28 September 1999

%4 EUvsDisinfo, “Lithuania is afflicted by total russophobia”, 13/05/2019: https://euvsdisinfo.eu/report/lithuania-is-
struck-by-total-russophobia/ and original article: New Inform, “B CoBdene 3zasBunu, uro JInTBy mnopasuia
«rotanbHas pycodpobus», 13 March 2019: https://newinform.com/173870-v-sovfede-zayavili-chto-litvu-porazila-
totalnaya-rusofobiya

% Disinformation and propaganda — impact on the functioning of the rule of law in the EU and its Member States,
European Parliament Report, February 2019
https://www.curoparl.curopa.eu/thinktank/en/document.html?reference=IPOL_STU(2019)608864
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measure to be proportionate, the State must demonstrate that none other less restrictive measure

existed to achieve the objective.

Regarding the nature of the speech, the ECtHR affirmed the wide protection of
“political speech or debate of questions of public interest” with “little scope under Article 10
para. 2 of the Convention for restrictions””®. Commercial speech enjoys also the protection of
Article 10, nevertheless, it is subject to more restrictions, as the States enjoy a wider margin of
appreciation’’. Most of the content delivered in the context of disinformation is of political
nature or a question of public interest and therefore benefits from the highest protection under

Article 10 of the ECHR.

Another mixed category exists, which is the advertisement of political nature (or
political speech of commercial nature). For this category, the ECtHR first approach consisted on
considering mostly the political nature of the commercial and rejected bans on it as
disproportionate®®. However, the ECtHR seems to have taken another approach with the case
Animal Defender of 2013. In this case, the Communications Act of 2003 of the UK provided a
general prohibition on broadcasted (radio and television) political advertisement. The Court
conducted less an assessment of the measure in itself, than of the general measures — the
Communications Act of 2003. To determine its proportionality, the Court decided to assess “the
legislative choices underlying” the general measure, including “the quality of the parliamentary
and judicial review” and “the risk of abuse, if a general measure were to be relaxed”. The Court,
after a detailed examination on the condition of the adoption of the law, its limitations (restricted
to certain medias, and to address specific risks), the absence of a European consensus regarding
paid political advertising, and the necessity of a general measure to prevent the “risk of abuse

and a risk of arbitrariness”, declared the general measure not disproportionate”.

However, the decision was only taken by a few majority, nine votes to eight, illustrating
the diverging views and the difficulty to find a balance between the protection of political speech
and the protection of the democratic society. In this case, the decision was motivated on “the

danger of unequal access based on wealth and to political advertising as it was considered to go

% BECHR, Wingrove v. the United Kingdom, 25 November 1996, para. 58: “Whereas there is little scope under
Article 10 para. 2 of the Convention (art. 10-2) for restrictions on political speech or on debate of questions of public
interest”

97 ECHR, Markt Intern Verlag Gmbh and Klaus Beermann v. Germany, 20 November 1989.
% ECHR, Verein Gegen Tierfabriken Schweiz (Vgt) v. Switzerland (No. 2), 30 June 2009.
% ECHR, Animal Defenders International V. The United Kingdom, 22 April 2013
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to the heart of the democratic process”!?. Indeed, allowing political advertisement presents the
danger of leaving only the wealthiest and economic powerful groups to promote their ideas,
which are necessarily biased in an advertisement. However, it is also possible to argue that most
of political speeches are in any case biased and representing the views only of the person or
political group behind it. And it is usually the wealthier that have the most important tribune to
speak even outside advertisements, either directly through meetings, or broadcasted. The Joint
dissident Opinion of the Judges Ziemele, Sajo, Kalaydjieva, Vucini¢ and De Gaetano goes in this
way, arguing that “programming choices are not likely to stand on the side of NGOs which may

99101

represent minority or controversial views”'”'. The ECtHR decision for this case was also

balanced by the limitation of the ban to some means of broadcasting, e.g. radio and television.

The second criterion to consider, when assessing the proportionality, is the source and
means of diffusion of the speech. Concerning the source, the ECtHR has always emphasized the
special role of the press, written or broadcasted, as “one of the best means of discovering and

9102

forming an opinion of the ideas and attitudes of political leaders and its role of “public

watchdogs™!%. NGOs are also benefitting from this qualification!%*,

Regarding the type of broadcasting, the ECtHR has an ambiguous approach. On one
hand, it emphasizes the special nature of radio and television “as familiar sources of
entertainment in the intimacy of the home”, and “recognizes the immediate and powerful effect
of the broadcast media”. Whereas even if Internet is a “powerful communication tools”, nothing
demonstrates that it is more influential than the broadcast media!®. It seems that the Court
considers that broadcasted information, as it is synchronized, has a greater impact than Internet,

where the users may choose individually and at any time the content to watch!®.

On the other hand, the ECtHR ruled that Internet “will never be subject to the same
regulations and control”!?? than radio and televisions. And the Court uses sometimes Internet to

justify restrictions on other broadcasting media. Indeed, in the Case Animal Defender, the

100 Tbid, par. 117

101 Joint dissident Opinion of the Judges Ziemele, Sajo, Kalaydjieva, Vu€ini¢ and De Gaetano, par. 11-15.
102 ECHR, Animal Defenders International v. The United Kingdom, 22 April 2013

103 Lingens v Austria, 8 July 1986

104 Case Animal Defenders above mentioned.

105 Tbid

106 Thid

107 ECHR, Editorial Board of Pravoye Delo and Shtekel v. Ukraine, 5 May 2011
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possibility for the NGO to publish its advertisement online or on printed media, made the ban on

television not disproportionate.

The Court struggles to find a right balance between the growing importance of Internet,
which in the majority of judges’ opinion remains less powerful than radio and television.
However, some of the Judges do not share this view. For example, Judges Spielmann and
Laffranque wrote in their dissident opinion in the case Animal Defenders: “Information obtained
through the use of the Internet and social networks is gradually having the same impact, if not
more, as broadcasted information”, and drawing conclusions that no special measures should be

applied to the traditional broadcasting media'®,

However, the Courts position may change with the recent development and the
influence of Internet in our daily life, taking into account also that for the younger users, Internet
and Social Media are now the main sources of information. Indeed, according to the
Eurobarometer, “Internet has overtaken radio in the media use of European citizens”, 65% of the
respondent are using Internet daily, and this proportion goes up to 93% and 87% respectively for

the 15-24 and 25-39 age category'®.

2. The heterogeneous regulations of the Member States related to
disinformation

In this section, three Member States will be compared: Lithuania, France and Germany,

as those three States have adopted regulations in order to contain disinformation. German

legislation have been largely mediatised, analysed and criticised as a breach to the fundamental

rights to freedom of expression, which makes it interesting to study''®. Lithuania has to face

daily disinformation campaign from Russia and wrote down on its fundamental text —

Constitution of the Republic of Lithuania — the prohibition of disinformation. Therefore, the law

108 This struggle can also be found in the U.S Supreme Court case law. The Supreme Court in 1997 already
recognised t