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Summary. Following the alarming escalation of hate speech, misinformation
and propaganda in online spaces, the European Union has been focused on re-
gulating the Internet in order for it to be a fairly moderated space. In this vein,
various pieces of legislation, including the recent Digital Services Act, have been
and continue to be introduced. Behind such legislation there is an underlying
aim: to hold service providers accountable for the content they make available.
Just as much as in other fields, the European Union is set to prevent technology
companies from escaping accountability on the issue of online content.

Nevertheless, social media providers do not create content themselves. Mostly,
they provide a platform for individuals, users, to share their own. As such, users
can post whatever they want within the limits imposed by the internal conditions
of the service providers on the one hand, and by the law on the other. Art. 10 of
the European Convention on Human Rights is the root of this: freedom of speech
is not absolute, as it can be limited under certain conditions. In this respect, a
relevant case concerning the responsibility of users for online hate speech was
recently decided by the European Court of Human Rights: Sanchez v. France. The
case demonstrated the necessary of clearly defining the conditions related to the

responsibility of internet users for what regards hate speech - not just related to
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their own content, but also to what individuals post in relation to it.
Keywords: hate speech; ECHR case-law; cybercrime; discrimination; social

medias
Introduction

The Internet experienced a collective shock when Twitter, one of the biggest
social media networks in the contemporary world, banned President Donald
Trump from its platform. Twitter’s decision was motivated on the grounds of “in-
citement of violence” following Trump’s messages about the outcome of the
2020 US presidential elections.

The Internet is widely seen as the optimal space for freedom of speech, as it
offers a platform for anyone to voice their own opinion. Therefore, such a po-
werful figure being silenced on social media was a milestone in contemporary
discourse.

However, it has become increasingly clear that freedom of speech does not
equal fair, moderate discussions. Modern discourse is characterised by polari-
sation and a growing sense of division stemming from a conception of social
relations characterised by the concepts of “us” and “them”?

In this context, the question arises of who is responsible for the spread of hate
and misinformation. On the one hand, social media platforms offer a place for
this to occur and oftentimes neglect the issue of governance and moderation of
their own spaces. On the other hand, it is individuals themselves who post and
share hatred on social media and it would be infantilising them to deny their role
in this act.

In addition, this situation is free to exist given the lack of a sufficiently broad

1 Twitter Inc., “Permanent Suspension of @realDonaldTrump’, Twitter Blog, 8 January 2021, https://blog.twitter.
com/en_us/topics/company/2020/suspension.

2 Sabina Civila, Luis M. Romero-Rodriguez and Amparo Civila, “The Demonization of Islam through Social Me-
dia: A Case Study of #Stopislam on Instagram’, Publications 8, no. 4 (2020): 52.
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and homogenous legal framework. While the European Union (EU) has increa-
singly introduced rules on the matter, especially concerning providers of spaces,
the specificities around the extent to which users are responsible are still blurry.

On this matter, on 2 September 2021 the Fifth Section of the European Court
of Human Rights (hereinafter referred to as ECtHR or the Court) decided on
Sanchez v. France, a case concerning the alleged infringement of Article 10 of the
European Convention on Human Rights (ECHR).

The case sheds interesting light on, on the one hand, what constitutes the line
between (religious) hate speech and freedom of expression in a political context.
On the other hand, it illustrates how the responsibility for hate speech is split
between more than just one subject: namely, the user and the service provider.

To frame the issue adequately, this paper first provides an analysis of Sanchez
v. France through the display of the relevant facts and then via the reasoning of
the Court in the dissenting opinion of Judge Morou-Vikstréom. This is followed
by a critical analysis of its ratio decidendi, in particular for what regards the rele-
vance given to the political context. The Court expanded broadly on the issue of
responsibility but failed to offer a clear justification for its flawed reliance on past
case-law. As will be made clear, this case is useful in order to understand the need
for certain rules on the matter of online hate speech, to avoid legal uncertainty,

and to diminish the possibility to circumvent the law.
1. A brief note on online hate speech

There is no set definition of hate speech, as the concept is in constant evolu-
tion. However, a commonly accepted meaning is “Forms of expression aimed at
persecuting people by vilifying their racial, ethnic or other identifies”’ In recent

years, the power of hate speech has been further intensified due to the development

3 Cherian George, “Hate Speech Law and Policy”, In The International Encyclopedia of Digital Communication and
Society, edited by Robin Mansell and Peng Hwa Ang (John Wiley & Sons, Inc., 2015), 2-10.
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of technology and, more specifically, the Internet. The globalisation of the digital
space has caused an increase in the number of online hate groups and hate-rela-
ted activities taking place in cyberspace,* and has resulted in a new conception of
hate speech which has become a concept of its own: online hate speech.

Indeed, such new spaces have been provided to intolerant individuals for the
spread of racist, homophobic and xenophobic opinions, among others. Onli-
ne hate speech differs from traditional forms of expression because it provides
advantages to the attacker which they would not have in real life. Such differences
concern, for instance: the scale of the publication, which can reach more people
than traditional printed views; and the lack of editorial mediation between the
author the publisher, which would be identified as the service provider (Facebo-
ok posts and tweets on Twitter are an example of publications which do not go
through any kind of review or filtering). In fact, Brown suggests five main factors
which make online hate speech stand out against other forms of expression: ano-
nymity, invisibility, community, instantaneousness and harm.> The concept of
instantaneousness serves as particularly relevant for this section, as it relates to
the fast spread of the effects of the content and the subsequent necessity for the
provider or the moderator to act promptly and accordingly.

From a legal point of view, the majority of national legislations in the EU have
rules in place for what concerns hate speech, a concept usually attributed to the
wider spectrum of hate crimes and discrimination. Even in the absence of natio-
nal protection, individuals’ needs on this matter would still be fulfilled by the Eu-
ropean Convention on Human Rights (ECHR), which limits freedom of expres-
sion to the extent disclosed in Art. 10.2. Both the EU and the Council of Europe

have attempted to regulate the subject over the years, introducing measures such

4 James Banks, “European Regulation of Cross-Border Hate Speech in Cyberspace: The Limits of Legislation’,
European Journal of Crime, Criminal Law and Criminal Justice 19, no. 1 (2011): 1-14.

5 Alexander Brown, “What is so special about online (as compared to offline) hate speech?”, Ethnicities 18, no. 3
(2018): 297-326.
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as the Convention on Cybercrime (2001), the Framework Decision on combating
certain forms and expressions of racisms and xenophobia by means of criminal
law (2008) and the Code of Conduct on Countering Illegal Hate Speech Online
(2016). Most recently, the approval of the Digital Services Act has sparked discus-
sion for the introduction of new, defined obligations for service providers.

Notably, most rules on this topic concern the responsibility of service provi-
ders. The EU, in particular, is concerned with the liability of powerful firms and
is focused on the recognition of their culpability for what regards not just singular
cases, but the whole of the online discourse.

For what regards individuals, however, the matter of liability is left to national
legislations to be defined in detail, likely because the violation of the law is usu-
ally related to criminal law, a field governed by national law. This often requires
supranational courts to interpret national laws in light of supranational conven-
tions.

This will be clear in the next section, where Sanchez v. France will be analysed.
The matter at stake was the responsibility of the applicant, a local politician, for
offensive content directed at Islamic individuals posted on his Facebook “wall”.
The applicant was not convicted for the content of the hate speech itself, but rat-

her for his lack of vigilance and reaction.

2. Sanchez v. France

2.1. Facts

Sanchez (the applicant), a local politician and candidate in the French Parlia-
mentary elections at the time of the events, published a post on his Facebook wall
about EP, his political opponent, on 24 October 2011. The page was managed by
Sanchez solely who, by his own admission, perused it every day. While accessible

to anyone, only accepted “friends” had permission to comment. Sanchez’s post
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was commented on by a number of users, including S.B. and L.R., who expres-
sed discriminatory opinions on Algerian immigrants and Muslims and explicitly
mentioned EP. and his partner L.T.

L.T. became aware of the comments the day after they were posted and,
promptly thereafter, went to S.B’s workplace, whom she knew personally. S.B. de-
leted his comment immediately after L.T. left. On 26 October 2011, L.T. requested
that the public prosecutor of her constituency file a criminal complaint against
Sanchez, S.B. and L.R. on account of the offending comments published on San-
chez’s Facebook wall. On 27 October 2011, Sanchez shared a post on his Facebo-
ok page, asking users to “be careful with the content of [their] comments”.®* Ho-
wever, he did not remove L.R’s comment. When interviewed by the gendarmes,
Sanchez explained that, while he made use of his Facebook account every day, he
was unable to read the large number of comments published and he had neither
known of L.R’s comment before being summoned nor been able to delete S.B’s
comment himself.

Following the lodging of the criminal complaint and the subsequent investi-
gation, the applicant, S.B. and L.R. appeared before Nimes Criminal Court for
charges of incitement to hatred or violence against a group under Section 23.1
and Section 24.8 of the Law of 19 July 1881 and Section 93-3 of Law no. 82-652
of 19 July 1982.

On 28 February 2013, S.B. and L.R. were found guilty as charged and ordered
to pay a fine. Sanchez was convicted on the same grounds, but did not suffer from
electoral disqualification as requested by the public prosecutor. He was ordered to
pay a total fine of €5,000. Following an appeal by the applicant, the Nimes Court
of Appeal upheld his conviction, but reduced his fine to €3,000. Relying on Art.
10 ECHR, the applicant appealed, claiming that the comments did not violate

the Convention. The case reached the Court of Cassation, which dismissed the

6  Sanchez v. France, 45881/15 European Court of Human Rights, 1 (2021), para. 10.
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appeal and found no violation of Art. 10. Sanchez thus brought the decision of
the Court of Cassation before the ECtHR, claiming that the conviction was in

violation of Art. 10 of the Convention.
2.2. Reasoning of the Court

The ECtHR upheld the decision of the Court of Cassation and thus found no
violation of Art. 10 ECHR.

In its decision, the ECtHR highlighted that the applicant’s conviction was un-
doubtedly an interference of his freedom of expression. However, the objective
of the Court is not to determine the existence of an interference, but whether the
latter is in compliance with the requirements set out by Art. 10.2 ECHR, speci-
fically whether it is “prescribed by law”, “necessary in a democratic society” and
whether it pursues a legitimate aim.

As regards the first issue, the Court considered the national law which trig-
gered the decision in the first place. Specifically, the French prosecutor claimed
a breach of Sections 23 and 24 of the Law of 19 July 1881 on the Freedom of the
Press and Section 93-3 of the Law 82-652 of 29 July 1982. The former provisions
define the unlawfulness of any incitement of violence and discriminatory speech
on the grounds of ethnicity, nationality, race or religion. Section 93-3 determines
the liability of the applicant. In the context of an “electronic means of public com-
munication’, the “publication director” shall be prosecuted as principal, unless
it is proved that they had no effective knowledge of the content or had gained
awareness but had acted promptly. The Court noted that there is no specific case-
law on the responsibility of a Facebook user over comments posted on their page.
However, given the “novel character” of the issue at stake, the Court observed that
it is sufficient for the solution adopted to be “possible and reasonably foreseeable”

for it to be legitimate.’

7  Sanchez v. France, 45881/15 European Court of Human Rights, 1 (2021), para. 72.
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In opposition, the Court relied heavily on case-law when determining whet-
her the interference pursued a legitimate aim, and found that the legitimate aim
was that of protecting the reputation of others, as provided by Art. 10.2 ECHR.
Among the relevant framework, it cited the European Commission Against Ra-
cism and Intolerance’s (ECRI) General Policy Recommendation No. 15, which
extends hate speech to the scope of “denigration, hatred or vilification” as well as
“harassment, insult, negative stereotyping, stigmatization or threat”?

Furthermore, in its assessment of whether interference is necessary in a de-
mocratic society, the ECtHR considered the political backdrop of the events. Re-
lying particularly on Delfi v. Estonia (hereinafter referred to as Delfi), the Court
carried out a balancing test between the necessity of the interference, the context
of the comments and the reaction of the applicant.

The nature of the comments in themselves was not debatable: the words pos-
ted were unlawful. On the one hand, they defined Muslims as delinquents (the
comments specifically associated them with “drug dealers and prostitutes’, and
those who “throw stones at white people’s cars”)’; on the other, they associate
Sanchez’s political opponent and his partner with contributing to the delinquen-
cy in Nimes. These comments were, thus, not simply of a polemic nature, but in-
tended to “arouse a strong feeling of rejection and hostility”,!® thus contributing
to their illegal nature.

Furthermore, the comments must be analysed in the context in which they
tit. The comments fit in a two-fold context, of which both factors must be con-
sidered. First, this is a digital space, where information spreads easily. Secondly,
the political context plays an important role. While free political debate must be
particularly promoted and protected in a democratic society, politics create an

8  “ECRI General Policy Recommendation No. 15 on combating hate speech’, https://rm.coe.int/ecri-general-pol-
icy-recommendation-no-15-on-combating-hate-speech/16808b5b01, 3.

9  Sanchez v. France, 45881/15 European Court of Human Rights, 1 (2021), paras. 6, 7.
10 Ibid., para. 17.
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environment which is sensitive to risks of hatred and violence, including racist or
xenophobic discourse. This does not, in any way, justify or mitigate the severity
of the language used, nor does it minimise the claims inferred through the com-
ments. In fact, the peculiarity of covering a political role in the public eye implies
that the applicant is put in a special position: they must monitor, with care, that
the polarising context does not prevent the protection of democracy and its prin-
ciples.

While there is no concrete evidence that Sanchez had been informed of the
content of the comments, his own declarations that he was the sole moderator of
the account and that he consulted the wall every day created the strong presump-
tion of awareness. Moreover, L.R’s comment was actually not removed until 6
weeks had passed, making it unlikely that Sanchez had not become aware of the
message in this time span. Therefore, the French judiciary had relevant and suffi-
cient reasons to find the applicant guilty, while respecting the limits and require-

ments imposed by the ECHR.
2.3. The dissenting opinion of Judge Mourou-Vikstrom

Judge Morou-Vikstrom disagreed on the lack of a violation of Art. 10 ECHR,
offering two main justifications.

Firstly, Morou-Vikstrom suggested that the majority committed a mistake in
relying on Delfi. Indeed, Delfi explicitly only concerned the case of a news portal
run on a commercial basis and excluded from its judgement other online spaces,
such as social media platforms. By merely relying on foreseeability, the ECtHR
failed to give a proper explanation of why it relied on the Delfi case to find San-
chez liable.

Secondly, the dissenting opinion criticized the burden placed on the applicant
in terms of the vigilance requirement. On the one hand, the mere presumption

that the applicant was aware of the comments is not a sufficiently concrete piece
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of evidence to find accountability: the self-admission that the page was perused
daily does not necessarily imply that Sanchez became aware of the comments
in the span of a day. Moreover, Morou-Vikstrom considered the requirement of
prompt removal to place a heavy burden on the user, who runs a disproportionate
risk of criminal prosecution. Here, the difference between Delfi and Sanchez is
self-obvious: while the former is a large platform run by employed staff, the latter
concerns a private page whose holder runs it on a non-commercial basis.

Given these elements, the judge found that the requirements for limitations
set out by Art. 10.2 ECHR had not been respected. The risk, following this judge-
ment, is that, given the uncertainty on the matter, holders systematically censor
certain comments in fear of prosecution. This would create a real threat for free-

dom of expression.
2.4. Analysis

Sanchez v. France is a building block of the case-law of the ECtHR on the com-
plex issue of the evolution of hate speech in the modern world. While the main
subject at issue remains the alleged infringement of Art. 10 ECHR, the Court
must give proper regard to the context in which said infringement took place.

Hate speech does not only present itself in light of the digital space, but is also
strictly linked to the context of political debate. The digital ecosystem provides a
new structure for intercommunication and affects the way society and social re-
lations evolve.! In this context, polarising issues mix with an environment whe-
re information can travel quickly and is often uncontrolled. The Court was aware
of this and approached the issue accordingly through two main elements: the
space in which the event occurred and the political context in the background.
Judge Mourou-Vikstrom’s dissenting opinion was indeed related to such issues.

While the Court recalled that those in a public role have a particular

11 Civila, M. Romero-Rodriguez and Civila, supra note, 2: 52, 15.
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responsibility in tackling hate speech, as they are able to exercise influence on a
vast audience, Judge Mourou-Vikstrom expressed disagreement over this level of
responsibility. Indeed, her opinion found the requirement to monitor the Face-
book wall unreasonable and considered that it posed an interesting question on
what the expected time-limit is to delete another’s message. Nevertheless, the ap-
plicant admitted that he checked the page every day and a high level of presump-
tion could be inferred from the comment he had posted 3 days after the event,
where he warned his “friends” to be careful with the content of their comments.
In fact, even after being summoned for investigations, the applicant had maintai-
ned the remaining comment by L.R. on his profile.

While the major responsibility of the applicant in his role as a political figu-
re may be questioned, it is undoubtable that the digital context makes the case
different from other traditional situations of the spread of information, such as
in a newspaper. The concept of foreseeability is used in order to find a link with
past case-law which does not consider the matter specifically. In particular, the
Court relied on Delfi. The case concerned a large news portal which published
hundreds of newspaper articles per day and was known to attract inflammatory
content. Delfi’s judgement is explicitly reserved to a “large professionally mana-
ged Internet news portal run on a commercial basis” and excludes “other fora on
the Internet where third-party comments can be disseminated”,'* such as social
networks. There is no solid relation between a news portal, run on a commercial
basis, and the personally owned profile of someone in a public position, who
is the sole manager of the page. Indeed, quite the difference exists between the
requirements that can be imposed on an employed team of moderators on the
one hand and on a single individual who uses their platform to post personal
opinions on the other.

Opverall, the Court failed to give an appropriate justification of why it applied

12 Delfi v. Estonia, 64569/09, European Court of Human Rights, (2015), paras. 115, 116.
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seemingly unrelated rules to the case in question. As the world, Europe included,
is more sensitive to online issues, differential features which make online spaces
unique are evident. While it is reasonable to find that some judgements on Art. 10
can be relied on for online hate speech, the Court must give a proper explanation
of this reliance.

Therefore, while the Court is careful in approaching the issue in an appro-
priate way, it remains in question whether it is fair and legitimate to apply similar
rules to both commercial entities and single individuals, even if the latter are

public figures.
Conclusion

The development of the Internet has brought various benefits, such as the fa-
cilitation of communication and the spread of knowledge. However, such benefits
have risks attached, and these also include the issue of hate speech. Individuals
and groups use more and more social media and other digital spaces in order
to spread hate. Islamophobia (the “manifestation of dislike towards people who
profess Islam or come from countries where it is professed”)"* has become pro-
minent on social media, and has increased thanks to online tools such as com-
ments and the possibility of sharing.'* A 2013 study performed on Facebook, for
instance, found that out of 50 Facebook pages, there were 191 different examples
of hate speech against Muslims.”” Notably, in a 2018 interview, Mark Zucker-
berg, the founder of Facebook, made the quite controversial declaration that the
platform would not remove users posting false statements on the Holocaust. The

measure was reversed shortly after, following a series of calls from Jewish activist

13 Sanchez v. France, 45881/15 European Court of Human Rights, 1 (2021), para. 3.
14 Ibid., para. 6.

15 Imran Awan, “Islamophobia on Social Media: A Qualitative Analysis of the Facebook’s Walls of Hate”, Interna-
tional Journal of Cyber Criminology 10, no. 1 (2016): 1-20, 19.
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groups to classify Holocaust-denial as hate speech.'® Nevertheless, this event
displayed a stark reality: that social media platforms are a world of their own,
which self-regulate with complex, often debatable consequences.

Against this background, national, European and international legislators
must ensure the existence of a legal framework which efficiently tackles online
hate speech. Such a framework must be able to address current issues. This would
not only be an efficient tool against discrimination, but would also ensure legal
certainty. Indeed, as the dissenting opinion in Sanchez v France states, the risk of
uncertain and disproportionately strict responsibility is that, through the fight
against discrimination, a controversial consequence occurs. Specifically, instead
of the creation of a safe online space where there is no fear to express one’s voice
and confrontation is possible of a level playing field, the risk is systematic censors-
hip. This might be caused by individuals’ fear of being prosecuted for something
they did not post in the first place, generating the deletion of any controversial
content en masse. Nevertheless, this is not the role of a human rights court such
as the ECtHR, but rather of the legislator. In this sense, it is also important to
have collaboration between the State and social media providers. Efficient inter-
nal rules, such as those related to content moderation, may prevent much online

content from even being posted at all.

16 Elizabeth Dwoskin, “Mark Zuckerberg’s Reversal on Holocaust Denial Is a 1807, The Washington Post, October
12, 2020, https://www.washingtonpost.com/technology/2020/10/12/zuckerberg-holocaust-denial-facebook/.
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NEAPYKANTOS KALBA INTERNETE IR NAUDOTOJU
ATSAKOMYBE

Roberta Rombola

Turino universitetas, Italija/Mykolo Romerio universitetas, Lietuva

Santrauka. Po nerimg kelianc¢iy neapykanta kurstanciy kalby, dezinforma-
cijos ir propagandos iSplitimo internetinéje erdvéje Europos Sajunga sutelké dé-
mesj j interneto reguliavima, kad jis tapty moderuojama erdve. Siuo pozitriu
buvo ir yra priimami jvairas teisés aktai, jskaitant neseniai priimtg Skaitmeniniy
paslaugy jstatyma. Uz tokiy teisés akty slypi pagrindinis tikslas - reikalauti, kad
paslaugy teikéjai buty atsakingi uz jy teikiama turinj. Kaip ir kitose srityse, net ir
internetinio turinio klausimu Europos Sagjunga yra pasirengusi neleisti technolo-
gijy imonéms i$vengti atsakomybés.

Nepaisant to, socialinés ziniasklaidos paslaugy teikéjai patys nekuria turinio.
Dazniausiai jie suteikia platforma asmenims, jy vartotojams dalytis savo turiniu.
Véliau vartotojai gali skelbti kg tik nori, nevir§ydami, viena vertus, paslaugy tei-
kéjy vidaus salygy ir, kita vertus, jstatymy nustatyty riby. To pagrindas yra Euro-
pos zmogaus teisiy konvencijos 10 straipsnis: asmeny zodzio laisvé néra absoliuti,
nes tam tikromis sglygomis ji gali biti apribota. Siuo atZzvilgiu Europos Zmogaus
Teisiy Teismas neseniai priémé svarstyti atitinkamga atvejj — Sanchez pries Pran-
ciizijg dél vartotojy atsakomybés uz neapykantg internete kurstancia kalbg. Byla
atskleidé, kaip butina aiskiai apibrézti salygas, susijusias su interneto vartotojy
atsakomybe uz neapykantg kurstancia kalba, susijusia ne tik su jy paciy turiniu,
bet ir su tuo, kg asmenys skelbia sykiu.

Reik$miniai zodZiai: neapykantos kalba; EZTT teismy praktika; elektroniniai

nusikaltimai; diskriminacija; socialiniai tinklai.
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