MYKOLAS ROMERIS UNIVERSITY

FACULTY OF SOCIAL INFORMATICS

DEPARTMENT OF ELECTRONIC BUSINESS

ALEXIOS VASILEIADIS

E-BUSINESS MANAGEMENT

SECURITY CONCERNS AND TRUST IN THE
ADOPTION OF M-COMMERCE

Master Thesis

Supervisor

Dr. Zaneta Paunksniené

Vilnius, 2013



TABLE OF CONTENTS

LIST OF FIGURES ...ttt ettt st st et e b e e bt e s bt e s at e et e et e e sbeesaeesanesabeeabe e bt eabeesmeeeneeenseenseens 4
LIST OF TABLES ...ttt ettt ettt sttt st et e b e bt e s bt e s ae e e et e et e e sbeesaeesasesabe e b e e bt e nbeesmeeemseenreenseens 5
INTRODUGCTION ...eittetteitieeite ettt ettt st ettt e b e s bt e saee st e e bt e bt e beesbeesaeeeat e et e e sbeesheesasesabeeabeebeenbeesmeeemseenseenseens 6
1. THE EVOLUTION OF M-COMIMERCE........cccttttttttttueuertrenereneneneeenenenerereeeeeeererereeeseseseaeeeserereserererererenenrsemmmmsennes 10
1.1 Businesses, ICT and the INTEINEL...... ... e e e e e rrre e e e e e e e e arraaeeeeeeeeennes 10
1.2 The commercial potential of the INTEINET.........ooociiiiieieeeece e aaee e 11
1.3 E-COMIMEICE ..ttiiiiiiiiie ittt b e sb et e e s b e e e s bbbt e e s b b e e e s aba e e e saba e e e sanbaeeesaanaaee s 11
L E-DUSINESS ettt ettt ettt ettt e b e s bt e sh e sat e et e e bt e b e e e b et ea et e et et e e b e e sheesateeane e b e e beenneeenees 12
B\ B 0o T 4T 4 1= ol PP OPPTPTT 13
1.5.1 MODIIE COMMEBICE. ..cciiiiiiiiiiit ettt ettt ettt et e st e s bt e e sabeesabeeesabeesabeesaneeesabeesanes 13

1.5.2 Factors for the adoption of M=COMMEICE ......cvuiiiiiciiiieicciieee ettt srre e s s aree e seaaaeeeeaes 16

2. SECURITY CONCERNS IN M-COMMERGCE..........eiitiittinttenienie ettt sttt ettt et saee et et e sbeesbeesaeesare e 18
2.1 Security as @ SENEIral NOTION ... ..uii i e e e e e e e e e e are e e e eabeee e e nbaeeeennseeeeennnens 18
2.1.1 Definition @and Cat@BOIIES .....uuiicciieeeeciiie e ettt e ettt ece e e e e e e e e rte e e e s staeeeesbaeeesaasaeeesensbeeesenreeens 18

P A T =Yoo T a o) Yol U1 1 Y USRI 19

B I Y Tl 0 4 VA - (o1 o ] PSP UPPPPUPPTRRNE 20

2.2 Security Risks and Trust in M=COMMEICTE .....ccuviiiiiiieee ettt e erireeeessie e e esre e e e seree e s sabeeessssbeesesnsreeeessnsees 22

D % W [ o) oY g e F= Yo YT ol UL Y2 22

2.2. 2 TPUSE CONCEIMS . eeiiieiieiee ettt ettt ettt ettt e st e s s et e e s mr et e e s s re e e e s s ba e e e sanne e e e snbaeeesannaeeesannneeess 25

2.2.3 SECUNIEY RISKS .eeietiiieieiiiie ettt ettt e ettt e ettt e e e et e e e e e ata e e e e ataeeeentaeeeeaasaeeesansseeesansseeesansreeens 26

3. FRAMEWORK AND METHODOLOGY .....uetiiiiiieitenieeniee st et et esreesiee s st sreeneesneessee st seeeneenneesreesanesanesane 32
3.1 Methods of asseSSING USEr aCCEPLANCE .. .uviiiiiiieeeciieee ettt es e e ree e s e e e e e rabee e e s sbaeeeenareeeesnnsees 32
3.1.1 Innovation Diffusion TNEOIY (IDT) ...ececieiiiiieeciieeeiee ettt et e et eetre e e re e e sare e e baeebreesbaeenneas 33

3.1.2 Theory of Reasoned ACtION (TRA)....cccciuiiie ettt et e e e tree e e e eare e e e e be e e e e abeeeeeeaseeeeennnees 35

3.1.3 Theory of Planned Behavior (TPB) ...ttt e et e e e e e e e 36

3.1.4 Technology Acceptance Model (TAM) ......eiouiiieciie ettt e ere e et e erare e s baeeenae s 37

3.1.5 Extended Technology Acceptance Model (TAM2) ......oooieeeceeiciee et e 39

3.1.6 Unified Theory of Acceptance and Use of Technology (UTAUT) ....ccccccceeeiieecieecciee e, 39

3.2 Conceptual Framework and Research MOdel .........co.eeuriiiiieii i 40
3.2, VAri@bles e s e b e e s be e ae e s b e e e neeesreeeneeas 40

3.2.2 Proposed Conceptual FrameWOorK ........ccuiiiiiiii ettt e e e e e e snrree e e e e e e eanes 42

3.2.3 Hypotheses DeVEIOPMENT .......cii ettt e e e e ee e e e e e e s e abe e e e eabeeeeenanees 42

3.2.4 Proposed RESEArCh MOMEL........ccccuuiiiiiiiiiiiceee ettt e e et e e e e aee e e e e e e e e eaeees 44

R R (ST 1ol T\ =k g oo [o] fo = RS 45



3.3.1 RESEAICI PUIMPOSE ......ettiiiiiee ettt ettt e e e e ettt ee e e e e e e s e anbtaeeeeeeessnstataeeeaesesannsraaaeaaeesennsnes 46

I I A =TT ol o I o] o] fo Y- ol o TSP 46

I T B YT o o ] A =1 =T =4V RS 47

3.3.4 Data Collection METhOM .......cooiiiiiie ettt esne e e saeeas 48

I TR Y 10 oY o[PS 50

3.3.6 OPeratioNalization ......cc.uiii i e e e e e e e e narees 51

4. RESEARCH FINDINGS AND ANALYSIS. ...ttt ettt sttt sttt e st sttt s b e beesbeesmeesmeeenneeneeens 54
O (T =T Y ol Y T o [TV PR 54
4.1.1 Response rate and respondent CharacteristiCs ......uviiieiieieiiiiee e e e 54

4.1.2 Findings about Perceived RiSK ..........uii it 55

4.1.3 FINAINGS @bOUL TrUSE ..ccueiiiie ettt e e e s e e e s s e e e e s bt e e e e s beeeeesbaeeeennnees 59

4.1.4 Findings about Perceived USefUlINESS .........cicciiiiiiiiie ittt e e e 61

4.1.5 Findings about Perceived Ease Of USE........cocciiiiiiiiii ittt 62

4.1.6 Findings about Adoption of M-COMMEICE .......cccoccuiiiiiiiieee e e e e e e aae e e e 63

B DY - I o =Y 2] PR 63
4.2.1 Perceived RisSk ANAIYSiS.....cui ittt e e et e e e e e s bee e e e s bee e e e e rae e e e narees 64

N A VT Y F= 1 AV SRS 64

4.2.3 Perceived UsefulNess ANGlYSiS......ccuiiiiiiiiii e cciiee e seitee ettt e e svte e e s sbre e s e sbee e e e sbaee e enanees 65

4.2.4 Perceived Ease Of USe ANAlYSiS........ueiiiiiii ittt et e e et e e e aee e e e 65

4.2.4 Adoption of M-COmMMErce ANAIYSIS ......ccuviiiiiiiie et e e e e e e e 66

e B U1 oY 0 A o] =X U £ PR P 66
CONGCLUSIONS ..ttt sttt b e st st st et e b e e s bt e s ae e s et e e bt e bt e s e e e be e sme e emt e et e ebeesreesanesanesane 68
REFERENCES ...ttt ettt sttt ettt ettt st st e b e b e b e s m et sae e et e et e e bt e sheesbeesanesaneeane e reenreennees 70
SUMMARY IN ENGLISH ...ttt ettt e e e ettt e e e e e e e st b et e e e e e e e s s bereeeeeeesaaannreneeeeeessannnns 79
SUMMARY IN LITHUANIAN L.ttt ettt e ettt et e e e e e ettt e e e e e s s s an b et eeeeeeeesannrebteeeeeesasannseneeeaesssaaannns 80
SUPPLEIMIENT ...ceeeeeee ettt ettt et e e e e ettt e e e e e e e b e b et e e e e e e s e aabeateeeeeea e an s b b aeeeeeeeeaannsbnteeeeeesaaannseneeeaesssanannns 81
A, QUESLIONNAIre iN ENGIISH oo et e e e et e e s e et e e e e ebta e e e ertaeeesseaeaeeans 81

B. QUESTIONNAINE IN GIrEEK c..eeneiiiee et st ettt s s b b e neennees 83



LIST OF FIGURES

Figure 1 The basic concepts underlying user acceptance models............ocoovveieneiiiniiisiceee, 32
Figure 2 INNovation DIffUSION PrOCESS...........ciuiiieieiie ettt te e sre e sneenne e 34
Figure 3 Theory of RaSONEA ACLION .........coviiiiieie ettt nae e 35
Figure 4 Theory of Planned BeNAVION ..........ccooiiiiiiiiiiiiiee s 37
Figure 5 Technology Acceptance MOTEN ...........cooiiiiiieiiee e e 38
Figure 6 Extension of Technology Acceptance Model (TAM2) .....c.oooviveieiieiiece e, 39
Figure 7 Unified Theory of Acceptance and Use of Technology ........ccccccevvviiieiiiic i, 40
Figure 8 Conceptual FramEWOIK ..........ooiiiiiiieiee s 42
Figure 9 Proposed ReSearch MOTEN ... 45
Figure 10 Cochran‘s formula to determine sample SI1Z€..........ccocvvvviiiiiiiiiiicii e 51



LIST OF TABLES

Table 1 Independent, Mediation and Dependent Variables ... 41
Table 2 Factors Related to Independent Variables............c.ocooveiiiiiiieiecc e 41
Table 4 ReSEArch APPIrOACHES .......cvi ettt e re e te e e s re e aeeneenres 46
Table 5 Survey questions in accordance with hypotheses and dependent variables.................c........ 49
Table 6 Constructs along with indicators and attribUteS ...........ccccveiveiiieiic i 52
Table 7 Age categories and number of reSPONAENTS ..........ccecveiiiiieiecie e 54
Table 8 The web-services that reSPONTENTS USE .........ccveiueiiieiieieiie et eee e e sae e sres 55
Table 9 Attitude when current 10cation IS reVealed.............coiveiiiiriieie s 55
Table 10 Attitude when internet habits are revealed............ccooeveieiieii s 56
Table 11 Respondents’ concerns towards secondary use of personal data..............cccccvevveiieeiienennen, 56
Table 12 Respondents’ concerns towards unauthorized transSactions .........c.ccceevvveesiiveesiineessineesinnens 57
Table 13 Respondents’ concerns towards the security of Networks ..o, 57
Table 14 Respondents' concerns towards operating SyStem SECUNILY .........cceoererenerenenesieeieeene 58
Table 15 Respondents' concerns towards mobile application SECUFItY ..........cccoeverireriininiieiiciene 58
Table 16 Respondents’ concerns towards the quality of delivered products ...........ccccceviviiiiiiinnnn, 59
Table 17 Respondents' concern about the protection of m-commerce legislation.............c.cccco.... 59
Table 18 Intention to buy if the online vendor has good reputation .............cccccoveveieniniininicien, 60

Table 19 Intention to buy if the online vendor offers contracts and guarantees in case of dispute ...60

Table 20 Intention to buy if the online vendor offers encryption SeCUrity...........cccoocevveveiieceeiiennen, 61
Table 21 Intention to buy if the online vendor offers transparency on how the data are used .......... 61
Table 22 Perceived usefulness of getting POLICIES ........ccooiiiiiiiiiii e 62
Table 23 Perceived ease of use of finding comprehendible poliCies ... 62
Table 24 Respondent‘s attitude towards actual adoption of m-COMMEICE ..........ccccoveviiviiiiiiiinnnnn, 63
Table 25 Descriptive Analysis of “Perceived Risk™ CONSIIUCE.........cccvvuieiiiiiiiiiiiiese e 64
Table 26 Descriptive Analysis of “Trust” CONSIIUCE ........cceiviiiiiiiiiiiiie e 65
Table 27 Descriptive Analysis of “Perceived Usefulness” CONStruct........ccovvvveevieriiieeiiiieiniiesinenns 65
Table 28 Descriptive Analysis of “Perceived Ease of Use” CONSLIUCE .........cceevviiiiieiiieniiriiieieeninens 66
Table 29 Descriptive Analysis of “Adoption of M-commerce” CONStruct...........coeevverierreeaieennns 66
Table 30 HYPOtNESES SUMMIAIY.....c..iiiiiieie ettt te e ae e ra e ae e s e sreenneeneesseeaaeneenrens 67



INTRODUCTION

Nowadays, new technologies and communication channels are constantly emerge and lead to new
ways of conducting businesses. Mostly, this situation influence businesses to restructure themselves
by employing new tools in order to tailor to new markets or business trends. It is needless to say
that, today, consumers easily embrace all these new technologies and channels than in previous
decades. In a nutshell, both businesses and consumers can take a number of advantages such as
having convenient, fast and safe transactions than they had in the past. It is well-known that
millions of people use smartphones and tablets to surf the internet for entertainment, information,
purchasing of products and the like. For this reason, year in year out, the use of hand-held devices
to purchase services or products on the go is constantly increasing. This is a great opportunity for e-
businesses to take this situation under serious consideration and provide e-consumers with
associated services such as Mobile Commerce not only to meet consumers’ needs but also to be
more competitive by increasing the offered value, entering new markets and generating more

revenues.

The topic of this master thesis will be of both theoretical and practical importance. Due to the in-
depth examination of variables such as customer perception of risk and trust attitude in the adoption
of mobile commerce, the author will generate new knowledge which will help not only future
researcher to further investigate this context but also e-business to get an insight of how people
react in mobile commerce security and trust factors. To begin with future researchers, they can
combine the results of this study with other relevant factors in terms of risks and trust, namely, to
further extend this study and keep up the academic discussion in this context. As for e-businesses,
they can leverage this new knowledge in a practical way because they will understand all the
associated factors affecting the intention to use m-commerce, that is to say, their services. This
process would be of paramount importance to them as they will be able to better plan all future

mobile activities, from design to content creation perspectives.

After having searched into research databases such as ebscohost.com and academic search engines
such as Google Scholar, base-search.net and academia.edu the author found that a lot of researches
examined the adoption of electronic commerce not only in a holistic way but also in specific areas
by taking determinants such as the perception of risk and trust under consideration. Moreover, the
author encountered researches in terms of mobile commerce, at this context, despite the fact that
researchers examine the adoption of m-commerce in a holistic way, there was not any research to

focus solely and in-depth on the determinants of trust and perceived risk.



After reviewing the literature in an effort to identify as many factors as possible that affect these
two variables, they will be examined individually. To further clarify, there will be examination of
factors in terms of risk such as privacy, mobile transactions, quality of product or service and
mobile commerce legislation, as well as, factors in terms of trust such as institution-based,
transparency, and characteristics of safety and security an online vendor offers. Last, but not least,
factors associated with perceived usefulness and perceived ease of use such as availability, easy

way of finding and understanding policies about current issues, will be examined, as well.

This topic is intrigued by lots of authors and works that contributed not only to electronic but also
mobile commerce as well. Also, Davis F. examined e-commerce issues. Tsalgatidou examined the
challenges and emerging issues of m-commerce in two different papers. Siau k. et al developed a
framework for trust in mobile commerce. Shon et al, investigated the security perceptions for
mobile payment systems. Moreover, Amoroso D.L. and Hunsinger D.S. investigated the
consumer’s acceptance of online purchasing. Challeppa and Pavlou investigated the consumer trust
in e-commerce transactions (trust and risks). What is more, Clarke examined the person location as
implications to risk and policy in new technologies. Culman explored the consumer attitude towards
secondary use of information. Gururajan examined the new financial transaction security concerns
in m-commerce. Joubert and Belle investigated the role of trust and risk in m-commerce adoption.
Mahatanankoon P. et al, conducted a research on exploring consumer perception of mobile
applications. Phelps J. et al, investigated the privacy concerns and consumer willingness to provide
personal information. Last, Swaminatha T.M. and Ghosh A.K examined the software security and

privacy risks in m-commerce communications.

In this thesis the object is twofold, that is to say, mobile commerce and security concerns (risks and
trust).

When it comes to the novelty of the research, as the author mentioned before, there was a holistic
research on mobile commerce adoption and this research aims to examine more in-depth two
specific determinants such as perceived risk and customer trust. The novelty of this research is to
perform an empirical study by testing the developed hypotheses of a proposed research model build
by the author and based on TAM model.

As for the research problem, there is lack of knowledge on which determinants of trust affect
negatively the perception of risk as well as which determinants of these two individual variables

directly affect in a negative or positive way the intention to adopt mobile commerce.



In order to solve this problem, some research questions have been set. Initially, there will be
examination on whether trust attitude reduces the perception of security risks to adopt mobile
commerce. Secondly, it will be examined whether trust directly influence customers to adopt
mobile commerce. Next, if security risks directly deter the intention to adopt mobile commerce. At
last, another question is whether mobile customers are willing to adopt mobile commerce if they are
provided with detailed and easy to understand policies capable to handle all security concerns. To
solve this problem, a number of hypotheses were developed in order to validate or reject them and

answer the research questions.

In the beginning, the purpose of this study is an empirical research as the author will put an effort to
prove or disapprove the developed hypotheses. To delve into details, identified factors related to
mobile commerce adoption in terms of security concerns (risk and trust) are going to be tested in
order to validate or reject the stated hypotheses. Afterwards, the study slightly becomes
explanatory, as there will be identification of whether and how much the examined factors in terms
of risk and trust influence the intention to use mobile commerce as well as if and how much the

trust factors affect the perception of risk.

There are four main objectives, first and foremost, the author aims to discover factors that might
affect the adoption of m-commerce by collecting and analyzing existing information about security
concerns and trust derived from academic literature in terms of both electronic and mobile
commerce. This procedure takes part as these both fields are relevant between each other. Secondly,
an additional objective is to review technology acceptance methods in order for the author to
propose a relevant for this study model base on an existing and widespread method. Moreover, the
identified factors to be examined and tested though the proposed model in order to keep an
academic level of investigation. The last main objective is to analyze the data in order to indicate

which factors negatively or positively affect the adoption of mobile commerce.

In order to achieve all the objectives mentioned above, the use of a variety of methods is essential.
When it comes to theoretical collection methods, firstly, analogy is used to discover new
phenomena in terms of risks and trust as electronic and mobile commerce have an abundance of
similar characteristics. Moreover, generalization method is used to indicate principles of security
concerns that are necessary not only to understand better this discipline but also to identify relations
in m-commerce context. The last theoretical collection method is the modeling one which is used to
show the relation between objects and variables (independent and dependent). As for the empirical
collection methods, a survey instrument is conducted with the use of a quantitative approach.
Therefore, after operationalizing the constructs, a questionnaire was prepared to gain an insight of



customer perception in terms of risk and trust in the adoption of mobile commerce. The questions
associated with the research constructs employed Likert scales in order to get measurements later
on. Moreover, the data of some scales were transformed to increase the accuracy of results. Next,
the sample characteristics as well as it size were defined in order to perform a generalizable survey.
After the survey was performed, a descriptive data analysis (univariate analysis) was used,
measuring score means and standard deviation of the questions. At last, all the proposed hypotheses
were validated according to the final results.

Keywords

Mobile Commerce, Security Concerns, Trust, Perceived Risk, Privacy, Mobile Transactions, M-

commerce Legislation, Technology Acceptance Model, M-commerce Adoption



1. THE EVOLUTION OF M-COMMERCE

1.1 Businesses, ICT and the Internet

Throughout the past decades, there was a development in information and communication
technologies that influenced businesses to change dramatically their environments. Nowadays,
businesses have the opportunity to avail of the offered benefits as long as there is a will to change
their function in order to not only provide more value to their customers and generate more
revenues but also to gain a competitive advantage over their competitors in a specific industry. In
other words, they take information and communication technologies under serious consideration
and try to integrate them as much as possible into their business. However, it is well known that
businesses differ from each other when it comes to the degree of ICT integration. To further clarify,
some businesses have a systematic and integral use of ICT, also they have a great scale of external
collaboration with other businesses, and the organization is oriented towards net economy and
customer needs, while other businesses do not have systematic use of ICT, they have little external

collaboration, the alignment of the business is partly towards net economy and they do not always

trying to satisfy customer needs [69, p.23].

The evolution of the Internet is going hand-in-hand with the development of ICT. It is well-known
that the internet is the largest network of computers in existence today. The number of its users is
becoming huge, namely, there is an increasing amount of connected computers that support peer-to-
peer relationships. In terms of the market, this can provide a great opportunity for sellers to get
connected with buyers and vice versa. The Internet is a two-way communication network in which
sellers and buyers can not only communicate their messages but also a variety of transactions such
as payments can successfully take part in it. Moreover, in this two-way communication system
every party is given with the same level of reach at a low cost. The cost of using the internet is next
to nothing comparing to other traditional media as sellers can reach buyers by developing an
inexpensive website which provides all the associated and detailed information about a business
such as conduct details and background, and its products or services. Also, one other cheap way to
reach buyers is through online advertisement which is also proved to be more efficient and targeted
compering to other traditional media such as TV, Radio, Newspaper and the like. On the other side,
buyers can reach seller in a relatively low cost by conducting a simple search through search
engines such as Google, Yahoo, Bing, AOL etc. Moreover, the internet saves time because all these
parties mentioned before can reach each other in a small amount of time, for instance, buyers are

able to find the product or services according to their needs in literally few seconds, while in
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traditional media they had to spend ages to get relevant products or services and additional time to

go at brick-and-mortar stores to buy them [25, p. 5].

1.2 The commercial potential of the internet

The Internet reduces the gap between customers and retailers by offering a combined channel of
marketing and distribution which is interactive. The word “Channel” is defined as a way in which a
product from source flows to an end-user, for example, from retailer to consumer. Initially, the
internet was a means of communicating information about the retail organization as well as its
products and services. Next, this channel was used as a more proactive marketing tool, inviting
consumers to interactively access the Website. Today, it is a means for businesses to sell their

products or services on-line through transactions with the customers [48, p. 955].

As | mentioned in the previous subchapter, the advantages offered by this new channel are
accessibility, direct communications, cost and time saving, and the opening of new markets as
businesses can enter to new markets that were previously incapable of. Consequently, the internet
enables retailers to focus their marketing efforts on managing the customers more effectively. On
the other side of the coin, this commercial potential has also some limitations such as technical
problems. It is well-known that some websites have complex user interface and users might find it
difficult to easily navigate in it. Moreover, user’s connection speed and security concerns can set

barriers to this retail channel [71, p. 23].

Nowadays, it is very common that businesses aim at reaping all the benefits offered by the internet
because they have increasingly started to apply technologies based on the World Wide Web and the
like. This situation provides them with many opportunities and new challenges arising monthly and
even daily. In other words, they are innovative by employing activities such as electronic commerce
and the like.

1.3 E-commerce

Electronic commerce (e-commerce) can be defined as a procedure in which financial or none
financial transactions can be accomplished between organizations and customers. In other words,
technology offers electronic means to conduct commerce within-business, business-to-business,
business-to-consumer, government-to-consumers and many more interactions. The common thing
here is that organizations use the same infrastructure and all actions are conducted online.
Electronic commerce can have a wide range of various perspectives. Initially, there can be an easier
delivery of information, products, services or payments by electronic means. Also, there can be the

application of technology towards business transactions and workflows. Cost reduction and
11



augmentation of service delivery speed can also be doable processes. Last, but not least, business

can have an intermittent online presence (24/7) [17, p.10].

It is worthwhile to mention that electronic commerce impacts not only marketing but also
production and consumption. Information collected through web stores is used to customize
products, to forecast future demand, and to formulate business strategies. Consumers not only order
and pay for products online, but also search for product information, reveal their preferences,
negotiate with sellers, exchange information about products and firms, and use products online by
filtering, processing, and linking them with other computer programs [24, p. 21].

1.4 E-business

After electronic commerce has been adopted by a multitude of businesses, there was a need of
transformation of key business processes by the use of internet technologies. In 1997, IBM was the

first company which use the term “E-Business” to promote its services [17, p.13].

Electronic business (e-business) is any process that a business organization conducts over a
computer-mediated network. Organizations which use e-business activities can be governmental,
profit or nonprofit entities. These activities can be related to production, customers and internal

management processes [20, p.9].

First and foremost, there is the ability to acquire goods and services that are procured at the best
possible cost to meet the needs of the purchaser when it comes to quality time and location. Stock
can be replenished automatically as the stock is controlled by the computer so it is well known how
many products have been bought and sold. E-business can employ electronic payment processes as
well as having electronic links with suppliers. When it comes to customer-focused processes, they
can employ digital marketing activities. Initially they can optimize the website content to rank
higher in the search engines. Also, they can get reports about sales and viewership and according to
them, to revamp content or to put more emphasis on some specific content in order for them to
include the element of personalization, in which only associated products or services are shown to
particular visitors according to their preferences. Online advertisement (CPC/CPM etc.) is also a
new tool used by e-businesses to promote their messages to people meeting the criteria of the
advertisement such as location, language and the like. Moreover, it is very common for e-businesses
to use online PR, social media, email and mobile marketing not only to increase revenues but also
to engage more consumers to e-business brand. Customer management and support is of paramount
importance too. For this reason, e-businesses can employ eCRM activities to better support their

consumers, that is to say, they can be able to easily access every client’s purchase and

12



communication history and provide him with faster support. It is worth to say this process increase
the value of the business. As for, the internal focused processes, normally e-businesses can provide
their employees with automated services, training, ability to share information among them, have

video conferencing and so on [20, p.10].

In a nutshell, business can get a lot of benefits by reducing their operational costs such as shop
assistances, store expenditures. Also the new way of marketing is cheaper comparing to traditional
way of promotion and it can be more personalized, also business can keep track of returns of
investment to recognize how effective an advertisement campaign was. What is more, information
collected through the web stores is used to customize products, to forecast future demand and help
business to give more emphasis in specific product lines and revamp their strategies. Internet can be
used as an alternative marketing channel selling existing products online. Also, it can increase
competition in the market because it lowers the cost of bringing together geographically distant
buyers and sellers [24, p. 22].

This venture can be of paramount importance not only for the business itself but also for its
consumers too. In other words, more available choices for consumers are offered. This process
lowers search for products and they can be lower transaction costs. Moreover, e-businesses remove
location, so consumers can purchase products or services from their homes 24/7. In this way, they
reduce time and do not spent money to go at a physical store. Also, they are offered with more
alternative ways of communication with the business, such as email, web chat and so on [17,
p.344].

1.5 M-Commerce

1.5.1 Mobile commerce

Mobile Commerce (MCM) is the next generation of commerce and e-businesses from a variety of
fields try to integrate it into their models. M-commerce is defined as any type of transaction of an
economic value by using mobile telecommunications network and at least one mobile device.
Transactions include buying or selling of goods / services, transferring ownership or rights,
transferring money and the like. In other words, it is similar to e-commerce transactions performed

by a customer using a hand-held device and a wireless internet connection [103, p.26].
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The mobile and electronic commerce business environments and activities have a lot in common.
Since they involve much of the same functionality, that is to say, the use of the internet to conduct
business they differ to each other when it comes to the mode of communication as well as the types

of internet access devices [28, p. 2].

Communication Mode - The main mode of conducting wired e-Commerce is through a wired
connection to a Local Area Network (LAN) while that for m-Commerce is through a wireless
network such as GSM, 3G, HSPA, Wi-Fi and the like.

Internet Access Devices - Wired e-Commerce is conducted mainly through desktop and laptop
computers. M-Commerce, on the other hand, is conducted through a variety of wireless devices
including cell phones, tablets, PDAs, and wireless-enabled laptops. Since most of these devices are
more personal in nature than the usual desktop (i.e. they tend to be used by a single user who carries

the device at most times), the potential for offering personalized products/services is higher.

A number of reasons have contributed to the increasing importance of Mobile Commerce. Initially,
it is worth to say there were many advances in wireless network technology [105, p.1]. To further
clarify, all major mobile handset manufacturing companies make smart phones and tablets which
totally support wireless internet and web facilities that cover the personal, official and commercial
benefits offered by the internet in order for consumers to get connected through the internet from
many places and rip of the benefits. Moreover, network operators have contributed to build this new
way of commerce by offering consumer information such as location and the like [105, p.7]. What
is more, the miniature size of hand held devices permits everybody to carry them everywhere, so it
can be a new channel of marketing for offering personalized and localized services. Also, the use of

hand-held devices such as PDAs, mobile phones, tablets and the like is continuously increasing.

The Mobile commerce has some unique features that someone cannot find in the other forms of
commercial transactions such as e-commerce. Below there is a short description of them [70, p.
10]:

Ubiquity — It is the ability to take advantage of mobile transactions independently of the user’s

current geographical location.

Immediacy — This feature is closely related with ubiquity and renders the mobile user capable of
using the associated services immediately and anytime. This feature particularly attractive to mobile

commerce as the demand for a fast reaction is constantly increasing.
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Localization - Positioning technologies, such as the Global Positioning System (GPS), allow
companies to offer goods and services to the user specific to his current location. Location based
services can be, thus, offered to meet consumers’ needs and wishes for localized content and

services.

Instant connectivity — Nowadays, mobile devices are constantly “online” thanks to the
development of various mobile telecommunication technologies such as 3G, HSPA and 4G. This
feature brings convenience to the mobile user reducing time consumption when it comes to mobile

commerce activities.

Pro-active functionality - M-Commerce opens, by the virtue of its ability to be immediate, local
and personal, new avenues for push-marketing, such as content- and product offers. Services like
“Opt-in advertising” can be offered, so that a user may choose the products, services and

companies, which he wants to be kept informed about.

Simple authentication procedure: Mobile telecommunication devices function with an electronic
chip called Subscriber Identity Module (SIM). The SIM is registered with the network operator and
the owner is thus unambiguously identifiable. The clear identification of the user in combination
with an individual Personal Identification Number (PIN) makes any further time-consuming,

complicated and potentially inefficient authentication process redundant.

Nowadays, modern consumers are willing to pay for goods and services by using their mobile
devices. However, there are a small number of applications and mobile websites available through
the internet. So the potential of m-commerce is enormous, as this way of online purchasing can be
very convenient for the consumers and can provide a competitive advantage to the vendor
organization. First and foremost, it can be an ideal channel not only for offering personalized and
location-based services but also one-to-one marketing. Mobile devices also open new ways to
mobile marketing such as mobile advertisement [106, p. 485]. Other characteristics of m-commerce
beyond mobility and reachability can include flexibility, exceptional business market potential,

greater efficiency and higher fruitfulness [47, p.25].

Despite the fact that mobile commerce is getting a great deal of global attention, mobile consumers
are coping with some difficulties to engage in this new type of commerce. There are some factors
which dramatically affect the buying procedure such as trust, security, satisfaction, user interface,
habit and many more. Thus, e-businesses should provide services which are demand-driven and

customer-focused in order to achieve their ultimate goal [59, p. 37].
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1.5.2 Factors for the adoption of M-Commerce

As | mentioned in the previous paragraph there are some factors affecting the adoption of M-
commerce such as trust, security, privacy, satisfaction, user interface, habit and many more. In this

subchapter I will shortly provide you with the definitions of some associated factors:

Trust — The Oxford Dictionaries define it as a belief in the reliability, truth, or ability of someone
or something [104, p. 1]. Also, trust is the confidence in the other’s goodwill and can also be
viewed as being a consensual ideology [86, p. 118]. It plays a crucial role in commercial
relationships [72, p. 110]. Trust is a highly complex and multidimensional phenomenon [61, p.
967] that I will examine in-depth, in terms of m-commerce, throughout this thesis.

Security — It is the state of being free from danger or threat and is highly correlated with trust. The
greater the trust, the more secure someone might feel [92, p. 1]. The author discusses this factor

from different perspectives in the next chapter.

Privacy — According to Longman Dictionary, there are two definitions of the word “Privacy”. It is
the state of being able to be alone and not seen or heard by other people, or the state of being free
from public attention [84, p. 1]. There are plenty of privacy elements that go hand-in-hand with the
adoption of m-commerce and are going to be examined in the next chapter, as well.

Satisfaction — It is a pleasant feeling that someone gets when he receives something he wanted or
when he has done something he was craving for. Other definitions such as the of achieving a need
or wish as well as the way of dealing with a complaint or problem that makes the person who
complained feel happy, can also considered to be correct [89, p. 1]. When it comes to M-commerce,
it is determined that customer satisfaction is of paramount importance [62, p.7]. Good mobile
website quality through a proper user interface described before (customization and interactivity)
can create good experience, consequently customer satisfaction [63, p. 16]. Rapid customer support
and responsiveness can also contribute to satisfaction [35, p. 16]. Last, but not least, good

transaction experiences always satisfy consumers [46, p. 290].

User interface — The procedure of designing an application or website according to consumer
needs can be defined as User Interface. The role of efficient interaction is of paramount importance.
Understanding usability problem and solving them according to what are the customer needs is vital
for the adoption of m-commerce. When it comes to usability, relevant information
(personalization), ease of input, navigation, readability on display, accuracy and quality of

information and the ability of search are very important factors [95, p.88]. In other words,
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customization and user friendly interface can also dramatically affect the buying process. On the
other side of the coin, that Gamification seems to gain territory in e-businesses because m-
consumers fancy playing with mobile data services. It goes without saying that these services
should support interactive consumer experience and provide entertainment in order to be considered

as a type of generating revenues [32, p.65].
Other factors

There are also some other factors which can affect the adoption of m-commerce. First of all, some
consumers might not have mobile devices capable to support such kind of services or they might be
not enough literate on how to use new technologies to purchase products or services. Consequently,
they render themselves incapable of using a mobile commerce service. Secondly, the lack of
telecommunication infrastructure, such as incapability of the mobile portal to supply e-businesses
with information relevant to the current location of the user as well as user’s profile, past behavior
and the like can play a dramatically important role. Moreover, in some countries telecommunication
providers do not offer their users with enough amount of downloadable space in order to download
digital products. Also, one factor can be the small capital investment of e-businesses towards
mobile commerce [73, p.33]. In addition, there might be a great reliance on cash as a medium of
paying instead of mobile payment systems, credit cards and the like. On the other side, consumers
might be willing to use such kind of services but they have concerns about the small size of screens.
To further clarify, they might feel more comfortable of purchasing product or services through
desktops or laptops [73, p.17]. Lastly, the emergence of mobile viruses and worms might affect the
sales factors as there’s an increase number of criminals who seek to obtain important financial data

and exchange information from consumers [73, p.39].
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2. SECURITY CONCERNS IN M-COMMERCE

It turns out that security aspects are very important when it comes to m-commerce adoption by m-
customers. In this relatively new field, security has a number of different aspects which are closely
related between each other. To further clarify, privacy is the security of private user information.
Moreover, when there is an existence of good security in an e-business, then users trust it

accordingly.
2.1 Security as a general notion

In this subchapter there will be a detailed explanation of the notion “Security” and its main
categories. Afterwards, an indication of how people do perceive security from both objective and
subjective aspects. Next, there will be a short explanation of the security perception factors. This
general context about security will lay the groundwork for further investigation, this time, by

delving more into m-commerce aspects.

The detailed examination of the current or potential security issues in this context will provide us
with necessary information to better understand and probably handle them in time.

2.1.1 Definition and Categories

The definitions of the word “Security” vary. Oxford is providing us with four definitions mainly
pointing that security is the state of being free from danger or threat. The three other explanations,
such as “the state of feeling safe, stable, and free from fear or anxiety”, “the safety of a state or
organization against criminal activities such as terrorism, theft or espionage” and “procedures
followed or measures taken to ensure that security of a state or organization” can define the word
“Security” as well [92, p. 1]. Similarly, Collins dictionary gives us a relevant to the previous one
definition, that is to say, Security may be considered as assured freedom from poverty or want,
precautions taken to ensure against theft, espionage or a person or thing that secures or guarantees

[34, p. 1].

Scientists that are adept at the security field have opened a conversation examining the psychology
of this notion. Security as a condition is the degree of resistance to, or protection from, harm. It
applies to any vulnerable and valuable asset, such as a person, dwelling, community, nation, or
organization [91, p. 26]. However, there are plenty of scientists insisting that “Security” is an
undefined term [100, p. 64] as well as capricious in nature and application, practiced across many

domains and with heterogeneous actors [49, p. 99].
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Indeed, from the above paragraphs, we can conclude that the categorization of security is
tremendous in variety because in many fields there are weak points that people want to eliminate by

finding a proper and applicable solution.

In an effort to provide security knowledge categories, Brooks performed a research indicating 13
knowledge categories such as Risk Management, IT & Computing, Physical, Technology,
Investigations, Personal, Industrial, Fire & Life Safety, Law, Criminology, Safety, BCM and
Faculty Management [15, p. 225]. Additionally, the Operations Security Professional's Association
(OSPA) has suggested four main categories which of course are followed by sub-categories.

2.1.2 Perception of Security

In order to further examine the perception of security, it is of paramount importance to understand

how the security works.

Security goes hand in hand with two basic elements, that is to say, reality and feeling of security.
When it comes to the reality of security, it is mathematical based on the chances of different risks
and how much effective are the actions someone can take in order to handle them. To take an
example, someone can calculate how possible is for his car to be stolen in dangerous area. On the
other side, the feeling of the security is based on someone’s psychological reactions to both risk and
counteraction measures. For example, someone might feel safer when he sees people taking their
shoes off at the airport security control or he might consider this process not so important. In other
words, emotional, social, cognitive and other human biases affect along with the psychology of
decision-making affect the feeling of security [91, p. 1]. In a similar way, according to Wolfers,
security refers to an absence of objective dangers as well as subjective fears or concerns [116, p.
485].

From the previous paragraph, we conclude that the perception of security is highly correlated with a
lot of factors which are examined by plenty of researchers and immerse existing literature. Brauch
has examined four objective factors: Security threats, challenges, vulnerabilities and risks [14, p.
22]. On the other hand, as | mentioned before subjective factors are different for different people,
the only action someone should take is to ask “Security for whom?, From what threats? ”/102, p. 2].
The subjective factors are influenced by the society demands or urban planning and can be
influenced or triggered by overconfidence, loss aversion, individual experience, temporal factors,
capacity of remembering, level of information and knowledge, public discourse, stigmatization,
cultural factors, orientation of values, confidence in institutions, ethical and moral status,

familiarity, media attention, accident history, voluntariness and the like.
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2.1.3 Security Factors

In order to further understand all these factors, | will provide a short description for each one of

them below:

Threats - The Oxford Dictionary, give us two definitions of “threat” term. The first describes it as a
statement of an intention to inflict pain, injury, damage or other hostile action on someone in
retribution for something done or not done. For example, a family receives death threats because a
member was participating in a dirty business. The second one, defines is as a person or thing likely
to cause damage or danger. To take an example, Asian tsunamis pose a threat to Asian travel
industry [102, p. 1]. As a scientific concept, threat is mostly used within the framework of national
security which is divided into more subsections such as military threats, economic threats, and

ecological threats and so on [42, p. 2].

Challenges - According to Oxford Dictionary, the first definition of challenge is a call to someone
to participate in a competitive situation or fight to decide who is superior in terms of ability or
strength. The second one is referring to a call to prove or justify something. Similarly, the British
dictionary describes it as something that needs great mental or physical effort in order to be done
successfully and therefore tests a person’s ability [18, p. 1]. The scientific notion of “Security
Challenges” is used often used for security and global issues related to refugees, international crime,
distant conflicts, contagions, crop failures, currency fluctuations and the like that states need to put
effort in order to handle them [44, p. 42].

Vulnerabilities - For British dictionaries, vulnerability is defined as the state of being accessible,
assailable, defenseless, exposed, open to attack, sensitive, susceptible, unprotected or weak in
danger [114 p. 1]. While Merriam Webster defines it a situation where the state or property is
capable of being wounded or physically injured, open to criticism or attack, open to attack by armed
forces and liable to increase penalties. It goes without saying that Vulnerability as a scientific

concept is closely related with technological, social, economic and political processes [8, p. 132].

Risks - According to Longman dictionary, risk is the possibility that something bad, unpleasant or
dangerous may happen. It also can be the state of deciding to do something even though you know
it may have bad consequences. Moreover, it can be a situation of causing a harm or danger to
someone or something [87, p. 1]. From the scientific perspective, this term is being used in many
disciplines including philosophy, political science, sociology, psychology, information technology,
economics you name it. Scientists are using the term of “Risk estimates” in order to measure the
probably of damages or harms in all these fields [14, p. 42].
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Overconfidence — It is a subjective bias of someone’s judgment over a specific situation that is not

based on its objective accuracy but the person’s high confidence [75, p. 258].

Loss aversion — An instance of this subjective factor is the tendency of people who prefer to avoid
losses instead of taking the risk to acquire gains [55, p. 346].

Individual experience — According to Bayesian, the risk perception is correlated to individual’s
experience when there is a need to make a decision. Individuals with great working experience in

their profession tend to overestimate a potential risk [107, p. 8].

Level of information and knowledge — It goes without saying that the level of information and
knowledge renders an individual capable of estimating a potential risk and see it more objectively

and accurately [96, p. 717].

Temporal — It is considered to be a factor that refers to one’s subjective experience of time.
Temporal perception comprises subjective phenomena such as simultaneity, successiveness,
temporal order, subjective present, temporal continuity and subjective duration [82, p. 56]. In other
words, temporal factors affect how stimulus information is processed, stored and retrieved within an
organism [39, p. 363].

Capacity of remembering — When it comes to the subjective perception of individuals, the
capacity of remembering is correlated with the level of knowledge and are important factors for
analytic judgments and fluency of processing [85, p. 100].

Public discourse — The level of public discourse is influencing subjectively influencing the
decision making. For example, a local community opposed to the construction of a factory that

probably is going to pollute the area [13, p. 2].

Familiarity — As a subjective bias effect, it affects identification and recognition. Familiarization of

an item or situation increased the resting activation or bias [21, p. 274].

Orientation of values - Both decision heuristics and social value orientation play important roles in

the subjective building of preferences [93, p. 20].

These were the main objective and subjective factors related to the general notion of security. There
are plenty of other factors such as voluntariness, cultural, confidence in institutions, accident history
and the like. But for the purpose of this master thesis it is of paramount importance to determine
how security is connected to electronic as well as mobile commerce and figure out the most

important factors in these fields in order to proceed with a proper research investigation.
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2.2 Security Risks and Trust in M-Commerce

2.2.1 Information Security

Electronic Business which that is commonly referred to as e-business, is the utilization of
information and communication technology (ICT) in conduct business on the internet, not only
buying and selling but also servicing customers and collaborating with business partner. Electronic
business methods enable companies to link their internal and external data processing systems more
efficiently and flexibly, to work more closely with suppliers and partners, and to better satisfy the
needs and expectations of their customers. Trust is the key to the success of e-business and lack of
trust is the significant problem on the way to e-business success. During every business transaction,
the parties involved should feel trust with the people and the companies. It must be established and

managed continuously in business transaction activities.

There are security services offering protection from security threats. Today, e-business applications
are doing more than ever to increase efficiency and improve relationships with partners and
customers by using them [110, p. 151]. There are eight principles of information security affecting
e-business applications that the author will describes below [23, p.170]:

Confidentiality

In the context of information security, confidentiality means that information that should stay secret
stays secret and only those persons authorized to access it may receive access. Unauthorized access
to confidential information may have devastating consequences, not only in national security
applications, but also in commerce and industry. To further clarify, in order for someone to proceed
with an online transaction though the internet using his credit card number, the e-business whether
it conducts electronic or mobile commerce has to protect this process. Main mechanisms of
protection of confidentiality in information systems are cryptography and access controls. Examples
of threats to confidentiality are malware, intruders, social engineering, insecure networks, and
poorly administered systems.

Integrity

Integrity is concerned with the trustworthiness, origin, completeness, and correctness of information
as well as the prevention of improper or unauthorized modification of information. Integrity in the
information security context refers not only to integrity of information itself but also to the origin
integrity, that is, integrity of the source of information. Integrity protection mechanisms may be
grouped into two broad types: preventive mechanisms, such as access controls that prevent
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unauthorized modification of information, and detective mechanisms, which are intended to detect

unauthorized modifications when preventive mechanisms have failed.

Availability

Availability aims to ensure that information is readily accessible to authorized users. It goes without
saying that is as important and as necessary a component of information security as confidentiality
and integrity. In other words, the information must be available when it is needed. The systems
should be highly available at all the times without service disruptions such as power and hardware
failures. Also, there are attacks against availability which are known as denial of service (DoS)
attacks. Therefore, e-businesses should continuously operate and have a disaster recovery planning

to minimize potential losses.
Identification

Identification is the step by humans and computers when access to information is required.
Identification name spaces can be local or global in scope. To illustrate this concept, let’s refer to
the familiar notation of Internet e-mail addresses: while many e-mail accounts named jack may
exist around the world, an e-mail address jack@company.com unambiguously refers exactly to one
such user in the company.com locality. In this case, access control will probably be enforced as well

as accountability will be established between the two parties, whether are customers or partners
Authentication

Authentication, which happens just after identification and before authorization, verifies the
authenticity of the identity declared at the identification stage. In other words, it is at the

authentication stage that you prove that you are indeed the person or the system you claim to be.
Authorization

After declaring identity at the identification stage and proving it at the authentication stage, users
are assigned a set of authorizations (also referred to as rights, privileges, or permissions) that define
what they can do on the system. These authorizations are most commonly defined by the system’s
security policy and are set by the security or system administrator. These privileges may range from

the extremes of “permit nothing” to “permit everything” and include anything in between.
Accountability

Accountability is another important principle of information security that refers to the possibility of

tracing actions and events back in time to the users, systems, or processes that performed them, to
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establish responsibility for actions or omissions. A system may not be considered secure if it does
not provide accountability, because it would be impossible to ascertain who is responsible and what
did or did not happen on the system without that safeguard. Accountability in the context of

information systems is mainly provided by logs and the audit trail.
Functionality vs. Assurance

The most important and challenging issue of information security is the functionality versus
assurance. To further clarify, a particular system may claim to implement a dozen smart security
features, but this is very different from being able to say with a high degree of confidence that it
indeed implements them, implements them correctly, and will not behave in an unexpected manner.
Another way of looking at the functionality versus assurance issue is that functionality is about

what a system can do and assurance is about what a system will not do.
Privacy

Privacy in the information security context usually refers to the expectation and rights of
individuals to privacy of their personal information and adequate, secure handling of this
information by its users. Personal information here usually refers to information that directly
identifies a human being, such as a name, preferences and address. In many countries, privacy of
personal information is protected by laws that impose requirements on organizations processing
personal data and set penalties for noncompliance. The European Union (EU) in particular has strict
personal data protection legislation in place, which limits how organizations may process personal
information and what they can do with it. The U.S. Constitution also guarantees certain privacy
rights, although the approach to privacy issues differs between the United States and Europe. For
this reason, E-Businesses’ information security policies should define how personal information is

to be collected and processed
Non-repudiation

Non-repudiation in the information security context refers to one of the properties of cryptographic
digital signatures that offer the possibility of proving whether a particular message has been
digitally signed by the holder of a particular digital signature’s private key. Non-repudiation is a
somewhat controversial subject, partly because it is an important one in this day and age of
electronic commerce, and because it does not provide an absolute guarantee: a digital signature
owner, who may like to repudiate a transaction maliciously, may always claim that his or her digital
signature key was stolen by someone and that someone actually signed the digital transaction in
question, thus repudiating the transaction.
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2.2.2 Trust Concerns

The purpose of this subchapter is to illustrate how trust is closely related with security and privacy
in the online mobile commerce context [110, p. 151]. Trust is the confidence in the other’s
goodwill and can also be viewed as being a consensual ideology [86, p. 118]. It plays a crucial role
in commercial relationships [72, p. 110]. Trust is a highly complex and multidimensional

phenomenon [61, p. 967].

Trust in mobile commerce adoption is influenced by a number of factors such as reliability of
wireless services, usability of m-commerce website, usability of mobile device, information quality,
privacy of customer information, security of mobile transaction, trustworthiness of product vendor,

quality of product and effect of culture [95, p. 87].

All the principles described in the previous subchapter are of paramount importance when it comes
to providing customers with security as well as the feeling of trust. At this point, it is worthwhile to
mention that Privacy and Security concerns with regard to m-commerce adoption will be examined

in detail in order to define variables for the upcoming research.
Institution-Based Trust

An important element of trust is the institution-based trust. It is a person’s feeling or belief that the
environment in which he or she transacts has appropriate safeguards and protections [108, p. 77].
All the principles of information security such as confidentiality, integrity, availability,
identification, authentication, authorization, accountability, functionality, assurance, privacy and
non-repudiation, if they are properly followed there is a huge possibility of significantly affecting
both trusting beliefs and trusting intentions [108, p. 76]. There are a number of studies indicating
that institution-based trust can strongly influence trust in online environments [108, p. 77]. People
look for characteristics of safety and security when determining of placing trust to the organization.
Moreover, cues such as peer endorsement or recommendation agents can help into creating trust

towards an institution.
System Quality

System quality attributes are relevant to the concept of trust because recent research suggests that
technical aspects of IT artifacts affect users’ willingness to trust. One can argue that because
security risks are closely related to trust. Trust is, in fact, a tacit component of many Web site
quality studies [108, p. 78].
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Ease of Use

Wang and Benbasat also found strong support for the relationship between trust and ease of use [10,
p. 75]. The logic for this relationship is that in the absence of better information, people use
available information such as appearance and the like. The ease of use increases the m-commerce

engagement as well as the trust effect in this technology.

Lack of trust is a significant factor that deters the adoption of mobile commerce services. As it was
previously mentioned, trust is important during situation that are perceived to be risky, and m-
commerce as a relatively new field exposes mobile consumers to new vulnerabilities and risks [54,
p. 27].

2.2.3 Security Risks

Security in mobile commerce is affected by plenty of factors. Nowadays, the technology
infrastructure in this context is relatively new rendering it vulnerable to attacks from hackers,
malware and the like. Additionally, mobile commerce introduces security risks and privacy
concerns to mobile users towards the organizations conducting m-commerce activities. What is
more, loss or theft of a mobile device containing sensitive or confidential data can be accessed by
unauthorized persons. Also, in the era of 3G and Wi-Fi there are still risks to conduct mobile
commerce because many networks do not offer a great encryption level that meets confidentially
requirements. Another kind of risk is during the m-commerce transaction where people may have
concerns when it comes to mobile payments. Similarly with e-commerce, people cannot directly see
and touch a product offered to buyers so when this product will be delivered it might not meet the
purchasers’ expectations. This situation affects the security of conducting a mobile commerce
transaction. Last, but not least, people aware of an associate legislation regarding m-commerce can
feel more secure in proceeding with mobile commerce transactions. To delve into more details, 1

give a description of these factors according to the academic discussion around them.
Privacy

According to Phelps J. et al, information privacy is an utmost security concern [81, p. 37].
However, Culnan found that concern over privacy might not affect consumers’ attitudes toward
secondary information use [30, p. 360]. It turns out that a proportion of consumers frequently is
concerned about privacy in the m-commerce context, that is to say, information about location and
personal details such as preferences, age, education level and the like. A great deal of literature has

already been written about the potential privacy problems of location-based services. One of the
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biggest concerns is the possibility to compile a very detailed picture of someone’s movements if

they are carrying a wireless device that communicates its location to network operators [97, p. 187].

Context-aware computing describes applications, often implemented for mobile devices that adapt
to environmental sensor information. As mobile telephony becomes increasingly common as a
handheld computing platform, location-tracking of mobile phones enables location-based services
to spread outside closed environments. Location-tracking of customers by mobile telephony
providers via GSM, WLANSs and GPS enabled services generates a need for addressing privacy
issues in relation to the building of location based technologies and services. At this point, it is
worthwhile to mention that there are two types of location-based services: location-tracking and

position-aware [26, p. 207].

Not only the mobile device locations are tracked but also users’ preferences, so there is potential of
high-proliferation and personalization of the available data accordingly [68, p. 349]. Normally,
mobile devices automatically store information of their location in hidden files. Information about
location can be determined by Wi-Fi, GPS antenna a hand-held device has, by mobile phone
network which calculates the location or by the combination of the last two (a-GPS). This situation
gives a huge opportunity to e-businesses to more personalize their offers in order to be more
efficient and satisfy their customers [73, p. 33]. This situation of accurately identifying a user gives
e-business the privilege of personalizing their messages to various customer segments. For instance,
using demographic information collected by wireless service providers and information on the
current location of mobile users, more targeted advertising can be done. The advertising messages
can be customized based on information provided by consulting the user at an earlier stage or by the

history of users’ purchasing habits [68, p. 349].

But on the other side of the coin, mobile users are increasingly getting aware of the situation and
feel that e-businesses do not respect these privacy issues and take advantage of them in order to
generate more revenues. We can conclude that credibility plays a critical role in the m-commerce

context and obtaining customer trust by decreasing uncertainties is of paramount importance.

One way of building trust is for the e-businesses to provide users with privacy policy in order to
inform them how and what they are going to use of the following elements: data user, data element,
purpose of use, conditions and obligations. To further clarify, users should be able to decide when
information about their location and use of location-based services is going to be released. Also, an
explicit written contract indicating consent to use location information should be signed, rather than
an operator simply declaring that this information is being collected. Moreover, if users’ identities
can remain anonymous, operators should be able to collect location information for statistical or
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planning purposes. Additionally, e-businesses who have access to user location data should define if
third party services are going to have access to users’ data. Last, but not least, information that is
stored must be accurate, and users should be protected from loss, misuse or unauthorized access, or
alteration [97, p. 187].

All these are crucial in giving a shape to a generalized privacy policy. However, as privacy policies
differ from website to website, the concern for these policies also differs from individual to
individual, depending on the user’s level of education, the website content and type and other

various factors, all adding a whole different perspective to this relationship.

On the other side of the coin, even though those users are aware of the privacy policy existence,
they prefer not to read them because of their complexity rendering them difficult to understand.
Moreover, plenty of individuals confuse security with privacy. For this reason, many academics
suggested that a need for government regulation over current privacy issues should be created or
improved [5, p. 9]. At this point, it is worthwhile to mention that the European Union introduced
the data protection directive (95/46/EC) which regulates the processing of personal data within the
European Union member states. This directive is an important component of privacy and human
rights law. Its three main principles such as transparency, proportionality and legitimate purpose

should be met, otherwise the personal data should not be used [37, p. 39].
Mobile Transactions

Mobile payment is a process of payment transaction for obtaining a product or service by using
mobile communication techniques in conjunction with mobile handheld devices [83, p. 201] such
as mobile phones, PDAs or Tablets, for initiation [64, p. 233]. Another definition of mobile
payment is the state of payment where a mobile device is used in order to initiate, activate or
confirm it [56, p. 44].

Mobile payment transaction involves a direct or indirect exchange of monetary values between
parties. Taking these into consideration, mobile payment is regarded as the next big innovation that
will enhance existing e-commerce and m-commerce efforts to unleash the potentials of mobile
business [56, p. 57]. The payment has evolved from the physical exchange of notes and coins, to
writing checks, and to transferring payment card details either in person or at distance, over the
Mobile payment systems [56, p.49]. There are several mobile payment systems and approaches
currently powered by different concepts and technologies such as Premium SMS Based

Transactional Payments, Direct Mobile Billing, Mobile Web Payments, Near Field Communication,
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QR code Payments, Cloud-Based Mobile Payments and a more. Below | describe the most

prevalent ones:

Premium SMS Based Transactional Payments — They allow customers to send payment

authorizations through text messages from their phone. Thus, the amount of the transaction is billed
to the mobile account bill. Once a successful payment is posted, merchants can authorize the release
of goods or service agreements. This payment process is instant and virtually accessible from

anywhere [56, p. 59].

Direct Mobile Billing — Unlike the SMS Based Transactional Payments, direct mobile billing

enables customers to pay faster and easier for products or services. The amount is billed to the
user’s mobile phone billing account but this time with one-click payment process that can be

embedded in a mobile application or in a URL [12, p. 58].

Mobile Web Payments — Instead of using SMS or other traditional technologies for transmitting
data this method used WAP enabled web pages or applications that run on it. Mobile web payments
include models such as direct operator billing, credit card payments and online wallets such us
Paypal, Amazon Payments, Google Wallet and the like [40, p. 16].

Near Field Communication — This is a technology for contactless short-range communication.

Based on the Radio Frequency ldentification (RFID), it uses magnetic field induction to enable
communication between electronic devices. The number of short-range applications for NFC
technology is growing continuously, appearing in all areas of life. Especially the use in conjunction
with mobile phones offers great opportunities [79, p. 11].

Security issues in electronic payment process had a huge amount of discussion in the literature.
Chari claims that mobile commerce differs from e-commerce solutions due to the differences in
their technologies, so they create a number of new security exposures [22, p. 281]. To take an
example, mobile devices might be stolen, lost or damaged. Another security concern is the
trustworthiness and reputation the merchant has. It was demonstrated that people tend not to use
their debit or credit card to proceed with transactions at a merchant with no good reputation [19, p.
364]. Hence, Friedman B. et al strongly suggest businesses to improve their security and privacy

issues for successful m-commerce [43, p. 39].

According to Shon and Swatman, factors affecting the security perception of mobile payment
systems adoption are reliability, privacy, anonymity, trustworthiness, regulatory framework,
regulation and consumer protection [64, p. 10]. Moreover, confidentiality as a feature seems to be
the most important for mobile users and this category includes issues related to data protection, data
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security and unauthorized access. Additionally, the same research indicated that encryption,
transparency, traceability, anonymity, fraud protection policies, authentication and authorization are
elements that affect the subjective security perception from a customer viewpoint.

In general, use and customer acceptance of mobile payment services, in cooperation apparent and
technical levels of defense should be high. Privacy and financial loss are of paramount importance
to the mobile customer [111, p. 121].

Due to the default mode of protocols, mobile communication networks such as GSM, 3G, HSPA
and WLANS are not so secured and make the mobile devices prone to corruption and insecurity. To
further clarify, reliability of wireless services such as encryption of wireless transaction data,
authentication, wireless coverage area, and wireless communication can dramatically affect trust
and security perception in this context [108, p.87]. Consumer fears regarding the safety of the
information exchanged over a wireless network increases with the degree of interaction and the
sensitivity of the information exchanged. Applications that require less interaction and are less
personal (e.g. weather notifications) present a lower security concern than those applications
involving increased interaction and containing personal information (e.g. mobile banking) [7, p.
134].

In other words, reliability of wireless services such as encryption of wireless transaction data,
authentication, wireless coverage area, and wireless communication can provoke security issues

when it comes to this context [108, p. 88].

Besides the reliability of wireless services, one risk that can affect security in mobile devices is the
hidden and unconscious computing i.e. viruses, malware etc. The personal data of a mobile user
can be accessed if the platform or/and the software applications have security deficiencies. There
are two sources of risk, one emerging from the platform or operating system and one from the

software applications the mobile devices use.

When it comes to platform risks, the devices should use advanced and secure infrastructure for
running mobile commerce applications. Today, the manufacturers have failed to provide any kind
of features necessary to enable any kind of secure mobile computing. There are issues relevant to
memory protection for processes, protected kernel rings, file access control, authentication of
principals to resources, differentiated user and process privileges, and the like. As for the software
application risks, assuming that an advanced operation system is build, it is possible to design and
develop secure applications using good software engineering and assurance models. Software flaws
can introduce many security holes that attackers or hackers are willing to exploit. All in all,
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software and platform used by devices can be serious threats for the user security and privacy [99,
p. 54].

Intangibility of Products / Services

Besides the risks emerging from technological aspects such as attacks, data interception and
generally all the deficiencies mentioned above, an emerging issue is the risk involving the

intangible element of products and services offer by e-businesses to mobile customers [45, p. 76].

According to the Oxford Dictionary of Current English, intangibility is (a) that which cannot be
touched or seen, (b) that which is difficult to define or describe clearly, and (c) that which cannot be
easily grasped mentally [52]. Research has shown that intangibility is positively correlated with
perceived risk [33, p. 188].

As the e-customers cannot directly see or touch the offered products or services in the electronic
market, they may feel anxiety or uncertainty when they conduct online transactions with e-
businesses. To take an example, a product or service delivered to consumer may not perform as it as
was anticipated beforehand. What is more, online customers may suffer the risk of paying expenses
such as shipping and handling when returning or exchanging a defective product or service. The
perceived risk emerging from intangibility characteristic is divided to five types, that is to say,
functional loss, financial loss, time loss, opportunity loss, and overall perceived risk with

product/service [76, p. 11].

Despite the fact that e-businesses tend to include return policy in their websites, the security
perception concerning the risk mentioned above has generally been examined from the electronic
transaction perspective which gives us the opportunity to investigate this element in mobile

commerce context, as well.
Lack of M-Commerce Regulation

M-commerce is a rapidly developing area and the law may not be able to adapt as quickly as the
technology does. However, there are already safeguards in place for consumers when it comes to
online transactions. For example, suppliers have to make it clear to customers as to how new
technology works and the implications for the customer. The governmental institutions play a
fundamental role in establishing legislation and standards of services and they should constantly
adapt it to the market development and new technologies in order to protect mobile consumers. In
this content it will be examined whether the mobile costumers feel secure or not concerning this
risk [109, p. 11].
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3. FRAMEWORK AND METHODOLOGY

3.1 Methods of assessing user acceptance

Assessing user acceptance is crucial for the success of new technologies such as mobile commerce.
However, it is hard to predict in what matter a certain technology is going to be utilized by a
potential user. It goes without saying that e-businesses providing m-commerce services need to
know what user experiences and expects from a certain technology. To gain knowledge and
understanding in what manner new technologies will prosper or fail into the market, plenty of
researchers have created a number of models to measure potential user acceptance using a wide
variety of determinants. In this subchapter, the author will make an overview of the existing models

associated with the prediction of customer acceptance.

In the academic literature, many researchers have contributed on the evaluation user acceptance
concerning information systems. All these models derived from the basic concept for user
acceptance models which is illustrated in Figure 1. To delve into details, one individual is having a
reaction to using an information technology; this fact will form the intentions to use that
technology, which again leads to actual system use. In other words, the intention to use an

information technology has a significant effect on using information technology [121, p. 427].

Figure 1 The basic concepts underlying user acceptance models

Y 1 A 4
Individual reactions to Intentions to use Actual use of
using information |——» information —P information
technology technology technology

Source: Venkatesh et al, title: User acceptance of information technology — Toward a unified view [112, p. 427]

In the following subchapters, a number of methods will be described along with their elements,
determinants and processes. The six technology ac