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Abstract. The article deals with the study of the problem of information warfare in the context of the Russian-

Ukrainian military conflict. Information attacks appear to be one of the ways of manipulating the consciousness 

of broad public population. Aggressive Russian information psychological operations and attacks as one of the 

weapons in the military conflict of the present time are analysed. The methods of dissemination of compromising 

and deliberately distorted information for the purpose of destabilising society and reducing the level of trust to 

current Ukrainian leadership and the armed forces of the country are covered. Thus the aim of the paper is to 

analyse the main features and manifestations of informational context of the aggression against Ukraine. Methods 

of critical analyses of research studies and other sources, empirical manifestations of informational context, also 

considerations and analysis of personal experiences of the authors were used for developing this paper. 

Conclusions are formulated that at all levels of education the focus on critical thinking, checking and double 

checking sources, critical discussion, debate, substantiation of opinions by arguments, based on facts, data from 

multiple sources, avoiding emotional opinions and preference of rational thought is of crucial importance. Part 

of the data and considerations were completed during the research  practice in Lithuania in 2023 (Summer) (No. 

P-SV-23-177; Title: Informacinis karas. Istorija, raiškos formos, atpažinimo priemonės: filologinis ir edukacinis 

aspektai). 
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Introduction. 

 

Information warfare is a kind of challenge to society and a test of the modern system of 

moral values and beliefs. Manipulation of the psychological state of the public through the use 

of information has long been one of the weapons in wars on a par with classical weapons and 

tactical military’s actions on the battlefield. The characteristic feature of information wars is 

that the influence on the object is carried out through the use of the latest means, as well as the 

lack of specific legal regulation and control in this area, which allows the use of untruthful and 

distorted information to achieve the goals. This problem has become especially urgent for 

Ukraine, which has faced not only an open military aggression from the neighboring country 

RF, but at the same time a powerful information assault in its direction. Every day the 

information attacks of the Russian Federation against Ukraine become more intense and acquire 

new sides. 
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Therefore, the aim of the paper is to analyse the main features and manifestations of 

informational context of the aggression against Ukraine. 

Methods of critical analyses of research and other sources, empirical manifestations of 

informational context, also considerations and analysis of personal experiences of the authors 

were used for developing this paper. 

 

Informational Context of the Aggression Against Ukraine and its Destabilizing Influence 

on Modern Society 

 

The media are the direct carriers and sources of information. Mass media have enormous 

opportunities to influence the mass consciousness, to form public opinion and attitude to certain 

personalities, events and political decisions. The media are a powerful transmitter of public 

sentiments and opinions. Media influence the policy allows to form public opinion in a certain 

way.  

As one of the authors already shared elsewhere (Zuzeviciute, Krzywosz-Rynkiewicz, 

2022), contemporary context with the ample possibilities for communication, which were 

resulted by an expansion of the mass communication networks may (and in the case that is 

analysed here - does) pose a threat to societies, democracies, even human lives. Though this 

aspect (informational war) was not tackled by the author originally, mainly because the 

publication had been developed before the war.  Yet, the concern that had been voiced out 

several years ago was substantiated by war, rather than disputed: mass communication may 

serve for the advancements of democracy and –unfortunately- against it quite effectively. The 

role and impact of the extensive communicative opportunities and the increased competence of 

the users for waging an effective informational war comprise a bases for the theoretical 

framework, which was used for analysing empirical manifestations. 

Ukrainian authors deeply and comprehensively consider theoretical and practical issues 

(Bogush, 2010; Marunchenko, 2012) related to information wars and attacks (Bogush, 2010). 

Even in Ukraine there are already whole scientific schools that have already started to study the 

phenomenon of information wars in detail, in particular, such scientific communities started to 

form in Odessa under the leadership of Kovalevska-Slavova (Kovalevska-Slavova, 2019), 

which was also emphasised by foreign researchers,  (Singer, 2014). Nevertheless, despite the 

multiple theoretical studies of this area, among the works there are often differences in the 

definitions of the concept and its components. At the same time, the large-scale military 

invasion of the Russian Federation on the territory of Ukraine and the expansionist policy of 

the Russian Federation towards other countries cause the need for a clear understanding of the 

essence and peculiarities of information wars and attacks in order to develop effective methods 

of countering their influence. The today’s information war of the Russian Federation against 

Ukraine is, of course, not the first precedent in history. Nevertheless, the strength and scale of 

the confrontation is unrivalled in the past. As researchers point out, this conflict has become a 

leader in terms of the amount of content of the most diverse content and quality, purpose and 

value (Horbulin, 2014). In parallel to the dynamically ongoing armed conflict between 

countries, we observe the dynamic development and evolution of fundamentally new and 

previously unknown methods and techniques in information confrontation.  Different 

researchers note similar features of information warfare.  Namely: information warfare is a 

purposeful influence on society and its consciousness to achieve an advantage over the 

adversary - political, military, informational, which, thus, leads to grave results: information 

warfare causes destructive consequences, and is able to change the public consciousness of the 

opponent, and further change the behavior (Byliana, 2022; Sohl, 2022). It should be noted that 
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even before the full fledged war researchers noted the important features of specifically 

contemporary information war. Namely, that information warfare is carried out with the help 

of the media and can be conducted both within one state and at the international level, affecting 

not a local but a global picture and perceptions of the world (Baumann, 2020). This 

phenomenon is exactly what we are witnessing now in the confrontation between Russia and 

Ukraine. 

The main and principal method of information warfare is the dissemination of 

destabilising information, often false, untrue or distorted. The main purpose of dissemination 

of such information is to reduce the general national spirit of the population, instil fear, sow 

panic, sow doubts about the competence of the country's leadership, army and political 

leadership. This method is carried out in the following ways: 

1. Subjective interpretation of events (they demonstrate their offences and pass them 

off as actions of the opponent. Let's recall the footages from Bucha, Irpen). 

2. Creation of abstract generalised conclusions on the basis of single events, transfer 

of individual details of a particular event to all actions in general. 

3. Exaggeration of possible consequences of any, predicted in the future or 

threatening events (explosion at a nuclear power plant, departure of a large number of refugees 

to other countries). 

Modern researchers designate such techniques of psychological warfare as: 

• psychological pressure (repeating the same thesis or assumption many times, 

creating psychological discomfort, pressure by authority, etc.) 

• stealthy penetration into consciousness (gossip, rumours, advertising of one's own 

life, dissemination of ideas and beliefs through films, commercials, TV series). 

The current media have too much power to influence the population, and in a full-scale 

war this is particularly dangerous. For example, manipulation technologies make people believe 

in freedom of choice in their lives (in the absence of it as such in reality). People do not feel 

deceived and are confident in their own choice of civic position. 

The experience of the Russian Federation's hybrid war against Ukraine since the 

beginning of 2014 allows us to distinguish such groups of the population subjected to 

information attacks: 

1. the population of Ukraine and the RF; 

2. the population and political elite of the post-Soviet states; 

3. the political elite and citizens of the European Union. 

Huge efforts and funds have been invested in the democratization of the Russian 

Federation, but nevertheless it has not been able to bring the desired results. Internet resources 

remain the main place where the ideology of the West flows, as everything else is still under 

the control of the state and special services. Almost all rhetoric in the Russian media is of an 

anti-Ukrainian aggressive nature. Propagandists from leading TV channels call for the open 

physical extermination of Ukrainians. Their main theses are the advantage of the Russian 

Federation over other states, the inability of Ukraine to make internal political decisions on its 

own and to conduct its own policy. It is obvious that Russian propaganda has become the 

successor of the Soviet propaganda, improved and has now reached its peak. 

Among the main directions of application of the information and psychological weapons 

of the Russian Federation against Ukraine should be mentioned such as:  

• undermining the legitimacy of the Ukrainian authorities; 

• undermining the international authority of Ukraine, creating a negative image in 

order to stop all-round support of Ukraine by other European countries and the USA (reduction 

of military, economic, humanitarian and financial aid); 
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• destabilisation of society inside Ukraine, undermining the morale of the 

population, aggravation of social conflicts inside the country; 

• undermining the defence capability of the state and the morale of the Armed 

Forces; 

• creation of a negative image of Ukrainian citizens by spreading fake stories about 

"neo-Nazis", "Banderaites", etc.; 

• attempts to destroy the socio-cultural identity of the Ukrainian population, 

imposing doubts about national values and ideas. 

It should be noted that Russians are "one step ahead" in this information war. Our 

alternative is openness of the authorities and steps towards real changes, fighting internal 

contradictions in society (language, religion) by building a strong trusting interaction between 

society and the leading political forces.  

The tactics of the Russian Federation in conducting information wars are open attacks. 

Ukraine is forced to take a defensive position in this conflict. Thus, we would like to stress the 

need for initiative and counterattacks, as well as retaliatory warfare in the enemy's media space, 

and not only defence in our own. We also consider it is necessary to increase the technical 

capacity for broadcasting Ukrainian radio and TV channels in the captured territories, to fight 

against captured TV centres in the occupied territories. 

Openness, high professional level of organisation of information campaigns by the Office 

of the President, the Ministry of Defence, the Ministry of Foreign Affairs and Ukrainian 

journalists, readiness and ability to defend their own position in the world media, active work 

in social networks should become reliable and valid tools to counter the outright lies of Kremlin 

agitators and propagandists. No less important in this matter is the segment of neurolinguistic 

programming, detailed acquaintance and tools of which will also allow the Ukrainian people to 

protect themselves from information attacks, because the Russian media quite often use them 

in their channels of information dissemination and "throw-ins"; because, as it is established in 

many studies, neurolinguistic programming (further on: NLP) is an effective tool, which may 

be used to alleviate anxiety for vulnerable people, e.g., among patients, and – also - for inducing 

anxiety for everyone at which the tool is aimed at (Adams et al, 2023; Kotera, Lieu,  Aledeh, 

2022). 

First of all, we are talking about NLP inductions (for more details see the works of  T. 

Kovalevskaya ("Structural Classification of Political Advertising Slogans", T. Kovalevskaya, 

2014) and other representatives of the Odessa school of suggestive linguistics), which mean 

inferences in special forms. In NLP, as a rule, there are three types of inductions - simple, 

complex and indirect, which together constitute the main weapon of Russian propaganda and 

lies. 

Simple inductions are the first component of any influence, which are 

mechanisms/schemes that direct the addressee in a direction fixed by the addressee and 

necessary for the addressee. These include the following subtypes: 

1) Verbal synchronisation - the use of words and phrases in speech that have a 

colouring or relation to a certain perception system. Human beings have such systems of 

information perception: visual or visual (with the help of eyes), auditory (ears), tactile (skin), 

olfactory (nose), gustatory (tongue). It is believed that the best way for our interlocutor to 

subconsciously better perceive what we want to convey to him is to use his "native" predicates. 

Therefore, the essence of verbal synchronisation comes down to the fact that we need to 

synchronise the text we want to say or write (i.e. address) with the leading perception system 

of our interlocutor 
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2) Overlapping of representational systems - the use of several words from different 

perceptual systems in one text at the same time. Example: You can see the sound of victory! 

Where see is a visual predicate, sound is an auditory predicate. The thing to remember here is 

that predicates are usually analysed by our subconscious mind. In the case when the brain has 

to analyse predicates of one category, it will be a simple analytical operation for it, or rather for 

the consciousness. Otherwise, when we have to analyse simultaneously predicates from 

different representational systems, the consciousness will already need a little more time. 

Therefore overlapping of representational systems favors inhibition of perception, so that a 

person is more prepared for future influence. Such technology is often used by  some Russian 

news anchors. 

3) Access to past trance states. This is an induction in which we ask (read and force) 

the person to remember some moment in their life when they felt good, and then we join these 

positive feelings, this positive memory. This is done in order to formally link ourselves to that 

person or event. This induction works generally like this: first we isolate a past trance state (i.e. 

some positive reference) and then we superimpose on it, on its emotional foundation, the 

information we need; there is at least one person (artist and actor), a Ukrainian who became 

"Russian", very often "sinned" with such technique. 

4) Accessing normal trance states is artificially creating a positive reference, 

memory or emotion in a person. Comparison. Accessing past trance states (remember how good 

you felt when you won). A common trance state has a key in the form of the word "Imagine" 

(Imagine how good you will feel when you win). Why use this induction as well and when? 

The fact is that the past trance state poses a certain danger, because most people have, for 

example, pleasant memories of childhood. However, there is a small percentage of people 

whose childhood was not so rosy. This induction was repeatedly used by guests of the 

programme "Evening with Vladimir Solovyov".  

Complex inductions are unconscious powerful components of influence. They include 

the following varieties: 

1) Pattern Interruption. This is a certain sequence of events. If we are used to 

something, then when a person says or does something very unexpected to us, at such a moment 

our consciousness enters a state of downtime (illogical, uncritical, irrational). So when a person 

does something significantly different from what they have been doing or what we are used to, 

then our consciousness goes into downtime and is no longer analysing what we are going to be 

told next, but is focusing on why the previously said thing done is so different from everything 

we were prepared for. Therefore, this downtime, or in other words - immersion in ourselves, 

gives us a backlash (a window) for influence. The presenter of the programme "Evening with 

Vladimir Solovyov" very often addresses unflattering criticism with a rather illogical set of 

words and arguments. Therefore, the consciousness of his addressee continues to analyse the 

previous phrase and will not have enough time to critically consider the next one; 

2) Overload (7+/-2). This induction is related to the famous Miller's magic number. 

It refers to the number of units of information that we can simultaneously and comfortably hold 

in our consciousness. If there is not much of this information, our consciousness does not 

perceive it as worthy of our attention, i.e. plus or minus ignores it. If there is a lot of it, we are 

no longer able to work through it. This technique is still actively used in Russian news. 

3) Citation - an appeal to a specific authority in a certain field. This generally consists 

of using the authoritative status of another person whose opinion may be important to our target 

audience. However, it is important to choose the right authority here. The programme "Sunday 

Evening with Vladimir Solovyov" can again be given as an example; 
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4) Truisms. The term comes from the English word "true", which means "truth". 

Therefore, under truism it is accepted to understand banal truths, i.e. something that in principle 

does not require confirmation, but it is so banal and common knowledge that it is rather strange 

to base on it, but here again there is a "but". In our subconsciousness we perceive it as a certain 

axiom, and this axiom is interpreted by our subconsciousness itself. As an example, the phrase 

"In matters of war, Russia is Russia, and Ukraine is Ukraine" was repeatedly encountered in 

Russian publics. In principle, there is no sense in this phrase, because not a single fact is given. 

However, each of the readers interpreted it for himself, and putting the word "Russia" in the 

foreground makes a hint that Russia is stronger than Ukraine in military terms, but the phrase 

itself does not express such a meaning extra-linguistically.  

Indirect inductions are command techniques that are not directly in the text, but can be 

deployed by the human subconscious. These include the following: 

1) Embedded commands, which are indirect commands. When in everyday 

communication we use the imperative form of the verb in our call, it is often perceived by our 

interlocutors quite aggressively, because nobody likes to be commanded. In this case, we can 

achieve the opposite effect. However, imperatives can be rephrased, and the command itself 

should be placed in the second position in the sentence, shading it with other information that 

comes first and first gets into the "hands of consciousness". The main benefit of this wording 

is that it is not perceived aggressively; 

2) Embedded questions are an induction with the same idea behind embedded 

commands. The only difference is that if we are talking about commands, we are talking about 

narrative sentences, if we are talking about questions, then, logically, we are just talking about 

questions in their traditional sense. However, embedded questions are designed to give us an 

ostensibly formal choice, when in fact we don't have that choice.Knowing what tools Russian 

propagandists use, including NLP inductions, one can protect oneself from the pathogenic 

impact of their context on the consciousness of conscious and thinking people and come closer 

to ending the war in favour of Ukraine. 

Surely, it is impossible to give a definite answer to the question whether Ukraine will be 

able to win in the information confrontation with the Russian Federation today. Thanks to the 

ban on Russian media and social networks, the creation of a large amount of quality Ukrainian 

content for foreign audiences, the provision of conditions for foreign journalists to work, the 

documentation of war crimes, and the improvement of the level of media literacy of the 

population, significant results have already been achieved. 

 Ukraine's great advantage now is that it has managed to attract the attention of the West 

and maintain that sympathy. At the same time, the Russian Federation continues to use social 

media and messengers to promote narratives that are favourable to it, investing huge amounts 

of money in its propaganda machine, trying to construct an alternative reality. Nevertheless, 

Ukraine has the ability to recognise the enemy in a way that Western countries do not, to use 

this experience and to seek future dominance in the information sphere in order to show the 

world the real story in the future. 

 

Conclusions 

  

The idea for this line of investigation was formulated in Spring, 2023, when an application 

for the Summer Research Practice was developed. It was indicated that, though information 

wars go on as long as recorded history, however, the expansion of the channels, various 

opportunities for communication, the scope and coverage  of information wars increased 

significantly.  
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While significant part of the data and considerations were completed during the research 

during the Summer Practice in Lithuania in 2023, especially on the general theoretical 

framework  (No. P-SV-23-177; Title: Informacinis karas. Istorija, raiškos formos, atpažinimo 

priemonės: filologinis ir edukacinis aspektai/Informational War. History, manifestations and 

measures for recognizing; philological and educational aspects), however, the more detailed 

analysis of empirical manifestations were addressed by the Ukraine colleagues. 

We see that the current space of the information society is inevitably in contact with the 

concept of information warfare and various types of manipulation through the use of 

information and propaganda. The problem of qualitative orientation in the global and local 

media space creates the need for a clear distinction between qualitative information and 

distorted fakes.  

Hybrid attacks are carried out through mass media, television, radio, social networks, 

social messengers and mailings. The problem of combating information attacks through social 

networks remains acute. The problem of forming a high level of critical thinking in society is 

relevant. To solve this problem it is important to have perfect knowledge and understanding of 

the processes occurring in the media space.  

Among the important ways of protection we also note the importance of educational work 

among the population, aimed at the ability to respond correctly to the enemy's information 

aggression, to adequately perceive different sources of information and to separate facts from 

fakes. 

In order to neutralise the consequences of information attacks, the country, which is the 

victim of aggression, should learn to retaliate with similar methods in its own interests, to 

conduct an offensive response policy, and not only an exculpatory and defensive one. 

For the development of the state information policy it is suggested to use the experience 

of European countries, taking into account the peculiarities of Ukraine's military situation, as 

well as the involvement of the general public in the defence of the information space. 

However, most important implications are for the educational settings. It is evident that 

at all levels of education the focus on critical thinking, checking and double checking sources, 

critical discussion, debate, substantiation of opinions by arguments, based on facts, data from 

multiple sources, avoiding emotional opinions and preference of rational thought is of crucial 

importance. That is important in any educational setting, whether a country is at war, or the 

peaceful one, because the adversaries are getting more competent in distorting the reality.  
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